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Nutanix Certified Professional - Unified Storage (NCP-US) v6.5 Sample
Questions (Q21-Q26):
NEW QUESTION # 21 
An administrator has changed the user management authentication on an existing file server. A user accessing the NFS share receives
a "Permission denied" error in the Linux client machine. Which action will most efficiently resolve this problem?

A. Restart the nfs-utils service.
B. Restart the RPC-GSSAPI service on the clients.
C. Restart the client machine.
D. Change the permission for user.

Answer: A

Explanation:
Nutanix Files, part of Nutanix Unified Storage (NUS), supports NFS shares for Linux clients. The administrator changed the user
management authentication on the file server (e.g., updated Active Directory settings, modified user mappings, or changed
authentication methods like Kerberos). This change has caused a "Permission denied" error for a user accessing an NFS share from
a Linux client, indicating an authentication or permission issue.
Analysis of Options:
* Option A (Change the permission for user): Incorrect. While incorrect permissions can cause a
"Permission denied" error, the error here is likely due to the authentication change on the file server, not a share-level permission
issue. Changing user permissions might be a workaround, but it does not address the root cause (authentication mismatch) and is less
efficient than resolving the authentication issue directly.
* Option B (Restart the nfs-utils service): Correct. The nfs-utils service on the Linux client manages NFS-related operations,
including authentication and mounting. After the file server's authentication settings are changed (e.g., new user mappings, Kerberos
configuration), the client may still be using cached credentials or an outdated authentication state. Restarting the nfs-utils service (e.g.,
via systemctl restart nfs-utils) refreshes the client's NFS configuration, re-authenticates with the file server, and resolves the
"Permission denied" error efficiently.
* Option C (Restart the client machine): Incorrect. Restarting the entire client machine would force a reconnection to the NFS share
and might resolve the issue by clearing cached credentials, but it is not the most efficient solution. It causes unnecessary downtime for
the user and other processes on the client, whereas restarting the nfs-utils service (option B) achieves the same result with less
disruption.
* Option D (Restart the RPC-GSSAPI service on the clients): Incorrect. The RPC-GSSAPI service (related to GSSAPI for
Kerberos authentication) might be relevant if the file server is using Kerberos for NFS authentication. However, there is no standard
rpc-gssapi service in Linux-GSSAPI is typically handled by rpc.gssd, a daemon within nfs-utils. Restarting rpc.gssd directly is less
efficient than restarting the entire nfs-utils service (which includes rpc.gssd), and the question does not specify Kerberos as the
authentication method, making this option less applicable.
Why Option B?
The "Permission denied" error after an authentication change on the file server suggests that the Linux client's NFS configuration is
out of sync with the new authentication settings. Restarting the nfs-utils service on the client refreshes the NFS client's state, re-
authenticates with the file server using the updated authentication settings, and resolves the error efficiently without requiring a full
client restart or manual permission changes.
Exact Extract from Nutanix Documentation:
From the Nutanix Files Administration Guide (available on the Nutanix Portal):
"If a user receives a 'Permission denied' error on an NFS share after changing user management authentication on the file server, the
issue is often due to the Linux client using cached credentials or an outdated authentication state. To resolve this efficiently, restart the
nfs-utils service on the client (e.g., systemctl restart nfs-utils) to refresh the NFS configuration and re-authenticate with the file
server."
:
Nutanix Files Administration Guide, Version 4.0, Section: "Troubleshooting NFS Access Issues" (Nutanix Portal).
Nutanix Certified Professional - Unified Storage (NCP-US) Study Guide, Section: "Nutanix Files NFS Troubleshooting".

NEW QUESTION # 22 
Which confirmation is required for an Objects deployment?



A. Configure VPC on both Prism Element and Prism Central.
B. Configure NTP servers on both Prism Element and Prism Central.
C. Configure a dedicated storage container on Prism Element or Prism Cent
D. Configure Domain Controllers on both Prism Element and Prism Central.

Answer: B

Explanation:
The configuration that is required for an Objects deployment is to configure NTP servers on both Prism Element and Prism Central.
NTP (Network Time Protocol) is a protocol that synchronizes the clocks of devices on a network with a reliable time source. NTP
servers are devices that provide accurate time information to other devices on a network. Configuring NTP servers on both Prism
Element and Prism Central is required for an Objects deployment, because it ensures that the time settings are consistent and
accurate across the Nutanix cluster and the Objects cluster, which can prevent any synchronization issues or errors. References:
Nutanix Objects User Guide, page 9; Nutanix Objects Deployment Guide

NEW QUESTION # 23 
A Files administrator needs to generate a report listing the files matching those in the exhibit.
What is the most efficient way to complete this task?

A. Use Report Builder in File Analytics.
B. Use Report Builder in Files Console.
C. Create a custom report in Prism Central.
D. Create a custom report in Files Console.

Answer: A

Explanation:
The most efficient way to generate a report listing the files matching those in the exhibit is to use Report Builder in File Analytics.
Report Builder is a feature that allows administrators to create custom reports based on various filters and criteria, such as file name,
file type, file size, file owner, file age, file access time, file modification time, file permission change time, and so on. Report Builder
can also export the reports in CSV format for further analysis or sharing. References: Nutanix Files Administration Guide, page 97;
Nutanix File Analytics User Guide

NEW QUESTION # 24 
A healthcare administrator configure a Nutanix cluster with the following requirements:
* Enable for long-term data retention of large files
* Data should be kept for two years
* Deletion or overwrite of the data must not be allowed
Which Nutanix-enabled technology should the administrator employ to satisfy these requirements?

A. Objects - Life Cycle Policy
B. Files - Connected share
C. Objects - WORM with versioning
D. Files - Read-only share

Answer: C

Explanation:
The Nutanix-enabled technology that meets these requirements is Objects - WORM with versioning. WORM (Write-Once Read-
Many) is a feature that prevents anyone from modifying or deleting data in a bucket while the policy is active. WORM policies help
comply with strict data retention regulations that mandate how long specific data must be stored. Versioning is a feature that keeps
multiple versions of an object in a bucket whenever it is overwritten or deleted. Versioning policies help preserve previous versions
of an object for backup or recovery purposes. By enabling WORM and versioning for an Objects bucket, the administrator can
ensure that data is kept for two years without being deleted or overwritten. References: Nutanix Objects User Guide, page 17;
Nutanix Objects Solution Guide, page 9

NEW QUESTION # 25 
What tool can be used to report on a specific user's activity within a Files environment?



A. Files Console Usage
B. Data Lens Audit Trails
C. Prism Central Activity menu
D. Prism Element Alerts menu

Answer: B

Explanation:
The tool that can be used to report on a specific user's activity within a Files environment is Data Lens Audit Trails. Data Lens Audit
Trails is a feature that provides detailed logs of all file operations performed by users on Files shares and exports, such as create,
read, write, delete, rename, move, copy, etc. Data Lens Audit Trails can help administrators track and audit user actions and identify
any unauthorized or malicious activities. The administrator can use Data Lens Audit Trails to filter and search for a specific user's
activity based on various criteria, such as file name, file type, file size, file path, file share, file server, operation type, operation time,
operation status, and so on. References: Nutanix Files Administration Guide, page 98; Nutanix Data Lens User Guide Nutanix Files,
part of Nutanix Unified Storage (NUS), supports monitoring and reporting on user activities to track file access, modifications, and
other operations. To report on a specific user's activity, a tool that provides detailed audit trails at the file level is required.
Analysis of Options:
* Option A (Prism Element Alerts menu): Incorrect. The Alerts menu in Prism Element provides cluster-level alerts (e.g., hardware
failures, storage issues), but it does not offer detailed user activity reports for Files shares.
* Option B (Files Console Usage): Incorrect. The Files Console provides usage statistics for shares (e.g., storage consumption,
share-level metrics), but it does not provide granular user activity reports or audit trails for specific users.
* Option C (Data Lens Audit Trails): Correct. Nutanix Data Lens, a service integrated with Nutanix Files, provides audit trails that
track user activities at the file level. This includes details such as file access, modifications, deletions, and permission changes,
allowing administrators to report on a specific user's actions within the Files environment.
* Option D (Prism Central Activity menu): Incorrect. The Activity menu in Prism Central provides high-level activity logs for cluster
operations (e.g., VM creation, policy updates), but it does not provide detailed file-level user activity reports for Nutanix Files.
Why Data Lens Audit Trails?
Nutanix Data Lens is designed for data governance and security, offering features like audit trails, anomaly detection, and
ransomware protection. The Audit Trails feature specifically allows administrators to filter and report on user activities, such as which
files a user accessed, modified, or deleted, making it the ideal tool for this task.
Exact Extract from Nutanix Documentation:
From the Nutanix Data Lens Administration Guide (available on the Nutanix Portal):
"Data Lens Audit Trails provide detailed tracking of user activities within Nutanix Files shares.
Administrators can view and filter audit logs to report on specific user actions, including file access, modifications, deletions, and
permission changes. This feature is accessible via the Data Lens dashboard."
:
Nutanix Data Lens Administration Guide, Version 4.0, Section: "Using Audit Trails for User Activity Monitoring" (Nutanix Portal).
Nutanix Certified Professional - Unified Storage (NCP-US) Study Guide, Section: "Nutanix Data Lens Features".

NEW QUESTION # 26
......
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