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¢ InfinBand Configuration, Optimization, Security, and Troubleshooting: This section of the exam measures
the skills of Data Center Network Administrators and covers the configuration and operational
maintenance of NVIDIA InfiniBand switches. It includes setting up InfiniBand fabrics for multi-tenant
environments, managing subnet configurations, testing connectivity, and using UFM to troubleshoot and
analyze issues. It also focuses on validating rail-optimized topologies for optimal network performance.

FH1

¢ Al Network Architecture: This section of the exam measures the skills of Al Infrastructure Architects and
covers the ability to distinguish between Al factory and Al data center architectures. It includes

FH 2 understanding how Ethernet and InfiniBand differ in performance and application, and identifying the right

storage options based on speed, scalability, and cost to fit Al networking needs.

¢ SpectrumX Configuration, Optimization, Security, and Troubleshooting: This section of the exam
measures the skills of Network Performance Engineers and covers configuring, managing, and securing
NVIDIA Spectrum-X switches. It includes setting performance baselines, resolving performance issues,
and using diagnostic tools such as CloudAl benchmark, NCCL, and NetQ. It also emphasizes leveraging
DPUs for network acceleration and using monitoring tools like Grafana and SNMP for telemetry analysis.
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AEE#19

A leading Al research center is upgrading its infrastructure to support large language model projects.

The teamis debating whether to implement a dedicated storage fabric for their Al workloads.

Which of the following best explains why a dedicated storage fabric is crucial for this Al network architecture?
Pick the 2 correct responses below

A. To reduce the overall cost of the storage infrastructure.

B. To ensure data security and isolation from other network traffic.

C. To enable parallel data access and improve storage performance for distributed Al workloads.

D. To provide high-bandwidth, low-latency data access that prevents 1/O bottlenecks during Al model training.

d¥d: CD

Y.

Modem Al training (especially with LLMs) requires extremely high-speed, parallel access to large datasets. A dedicated storage
fabricseparates data I/O traffic from the training compute path and avoids contention.

FromNVIDIA DGX Infrastructure Reference Architectures:

"Dedicated storage networks eliminate /O bottlenecks by providing low-latency, high-bandwidth access to distributed storage for
large-scale training jobs."

"Parallel access to datasets is key for performance, especially in multi-node, multi-GPU Al clusters." Security (B)is important, but
not the core reason for a storage fabric.

Cost (D)is typicallyincreased, not reduced, with dedicated fabrics.

Reference: NVIDIA BasePOD/AI Infrastructure Deployment Guidelines - Storage Section

HEE #20
You are tasked with troubleshooting a link flapping issue in an InfiniBand Al fabric. You would like to start troubleshooting from the

physical layer.
What is the right NVIDIA tool to be used for this task?

¢ A nvidia-smi utility
e B. milink utility
e C. tepdunp tool

HY:. B

MY

The mixlink tool is used to check and debug link status and issues related to them. The tool can be used on different links and cables
(passive, active, transceiver, and backplane). It is intended for advanced users with appropriate technical background.
Reference:mixlink Utility - NVIDIA Docs



HAE#21
What is the purpose of WJH (What Just Happened)?

A. Identify potential cyberattacks or unusual traffic patterns across the cluster.

B. Send notifications of failed login attempts to a pre-defined Slack channel.

C. Collate operating system logs and diagnose system crashes.

D. Provide contextual information regarding dropped packets in order to aid debugging.

HE: D

Y.

NVIDIA's What Just Happened (WJH) is a feature that provides real-time visibility into network problens by analyzing all packets
passing through the switch and alerting on performance issues caused by packet drops, congestion, high latency, or
misconfigurations.

WIJH retains the last packets that were dropped from the switch with complete packet headers and the actual drop reason. This
enhances the ability to debug network problens, identify affected flows, and decrease time- to-repair.

HE #22

You are automating the deployment of a Spectrum+ X network using Ansible. You need to ensure that the playbooks can handle
different switch models and configurations efficiently.

Which feature of the NVIDIA NVUE Collection helps simplify the automation by providing pre-built roles for common network

configurations?

A. Collection roles

B. Collection modules
C. Collection plugins
D. Collection libraries

2
m
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The NVIDIA NVUE Collection for Ansible includes pre-built roles designed to streamline automation tasks across various switch
models and configurations. These roles encapsulate common network configurations, allowing for efficient and consistent
deployment.

By utilizing these roles, network administrators can:

* Apply standardized configurations across different devices.

* Reduce the complexity of playbooks by reusing modular components.

* Ensure consistency and compliance with organizational policies.

This approach aligns with Ansible best practices, promoting maintainability and scalability in network automation.
Reference: NVIDIA NVUE Collection Documentation - Ansible Roles

A2 #23
You are troubleshooting a Spectrum+ X network and need to validate the fabric configuration. Which feature of Spectrum+ X allows
for automated fabric validation?

A. NVIDIA DOCA

B. NVIDIA NetQ

C. RoCE Adaptive Routing

D. RoCE Performance Isolation

.l
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NVIDIA NetQ is a network operations tool that provides real-time visibility and automated validation of the network fabric. It helps
in identifying misconfigurations, monitoring network health, and ensuring that the fabric meets the required specifications for Al
workloads.

Reference: NVIDIA Spectrum+X Documentation - Automated Fabric Validation
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