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NSE7_OTS-7.2test prep, you will have a very enjoyable experience while improving your ability. We have always advocated
customer first. If you use our NSE7_OTS-7.2 Learning Materials to achieve your goals, we will be honored. And our NSE7_OTS-
7.2 pdf files give you more efficient learning efficiency and allows you to achieve the best results in a limited time. Our NSE7_OTS-
7.2 pdf files are the best exam tool that you have to choose.

Preparing for the Fortinet NSE7_OTS-7.2 Exam requires a deep understanding of OT security principles and technologies.
Candidates should review the exam objectives and study materials provided by Fortinet. Additionally, hands-on experience with OT
systems is highly recommended. Practice exams and training courses are also available to help candidates prepare for the exam.

Fortinet NSE 7 - OT Security 7.2 Sample Questions (Q37-Q42):
NEW QUESTION # 37 
Which two frameworks are common to secure ICS industrial processes, including SCADA and DCS? (Choose two.)

A. IEC104
B. NIST Cybersecurity
C. IEC 62443
D. Modbus

Answer: A,C

NEW QUESTION # 38 
An administrator wants to use FortiSoC and SOAR features on a FortiAnalyzer device to detect and block any unauthorized access
to FortiGate devices in an OT network.
Which two statements about FortiSoC and SOAR features on FortiAnalyzer are true? (Choose two.)

A. Each playbook can include multiple triggers.
B. You must set correct operator in event handler to trigger an event.
C. You can automate SOC tasks through playbooks.
D. You cannot use Windows and Linux hosts security events with FortiSoC.

Answer: B,C

Explanation:
Explanation
Ref: https://docs.fortinet.com/document/fortianalyzer/7.0.0/administration-guide/268882/fortisoc

NEW QUESTION # 39 
Which three Fortinet products can you use for device identification in an OT industrial control system (ICS)? (Choose three.)

A. FortiManager
B. FortiSIEM
C. FortiAnalyzer
D. FortiGate
E. FortiNAC

Answer: B,D,E

NEW QUESTION # 40 
An OT network administrator is trying to implement active authentication.
Which two methods should the administrator use to achieve this? (Choose two.)

A. Two-factor authentication on FortiAuthenticator
B. FSSO authentication on FortiGate
C. Local authentication on FortiGate
D. Role-based authentication on FortiNAC

Answer: A,C
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NEW QUESTION # 41 
Refer to the exhibit.

An OT network security audit concluded that the application sensor requires changes to ensure the correct security action is
committed against the overrides filters.
Which change must the OT network administrator make?

A. Set all application categories to apply default actions.
B. Set the priority of the C.BO.NA.1 signature override to 1.
C. Change the security action of the industrial category to monitor.
D. Remove IEC.60870.5.104 Information.Transfer from the first filter override.

Answer: D

Explanation:
According to the Fortinet NSE 7 - OT Security 6.4 exam guide1, the application sensor settings allow you to configure the security
action for each application category andnetwork protocol override. The security action determines how the FortiGate unit handles
traffic that matches the application category or network protocol override. The security action can be one of the following:
* Allow: The FortiGate unit allows the traffic without any further inspection.
* Monitor: The FortiGate unit allows the traffic and logs it for monitoring purposes.
* Block: The FortiGate unit blocks the traffic and logs it as an attack.
The priority of the network protocol override determines the order in which the FortiGate unit applies the security action to the
traffic. The lower the priority number, the higher the priority. For example, a priority of 1 is higher than a priority of 10.
In the exhibit, the application sensor has the following settings:
* The industrial category has a security action of allow, which means that the FortiGate unit will not inspect or log any traffic that
belongs to this category.
* The IEC.60870.5.104 Information.Transfer network protocol override has a security action of block, which means that the
FortiGate unit will block and log any traffic that matches this protocol.
* The IEC.60870.5.104 Control.Functions network protocol override has a security action of monitor, which means that the
FortiGate unit will allow and log any traffic that matches this protocol.



* The IEC.60870.5.104 Start/Stop network protocol override has a security action of allow, which means that the FortiGate unit
will not inspect or log any traffic that matches this protocol.
* The IEC.60870.5.104 Transfer.C.BO.NA.1 network protocol override has a security action of block, which means that the
FortiGate unit will block and log any traffic that matches this protocol.
The problem with these settings is that the IEC.60870.5.104 Transfer.C.BO.NA.1 network protocol override has a lower priority
than the IEC.60870.5.104 Information.Transfer network protocol override. This means that if the traffic matches both protocols, the
FortiGate unit will apply the security action of the higher priority override, which is block. However, the IEC.60870.5.104
Transfer.C.BO.NA.1 protocol is used to transfer binary outputs, which are essential for controlling OT devices. Therefore, blocking
this protocol could have negative consequences for the OT network.
To fix this issue, the OT network administrator must set the priority of the IEC.60870.5.104 Transfer.C.BO.NA.1 network protocol
override to 1, which is higher than the priority of the IEC.60870.5.104 Information.Transfer network protocol override. This way,
the FortiGate unit will apply the security action of the lower priority override, which is allow, to the traffic that matches both
protocols. This will ensure that the FortiGate unit does not block the traffic that is used to transfer binary outputs, while still blocking
the traffic that is used to transfer information.
1: NSE 7 Network Security Architect - Fortinet
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