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B #97
In which generation were computers first built with transistors?
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A. Fourth generation
B. First generation

C. Second generation
D. Third generation

Ef: C
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The second generation of computers (1956-1963) saw the introduction of transistors, which replaced vacuum tubes used in the first
generation. Transistors allowed computers to be smaller, faster, more reliable, and more energy-efficient compared to their
predecessors.

HM #98
What is the correct order of project phases?

e A. 1) Executing
2) Monitoring and Controlling
3) Initiation
4) Planning
5) Closing
¢ B. 1) Initiation
2) Planning
3) Executing
4) Monitoring and Controllings) Closing
e C. 1) Plamning
2) Initiation
AMonitoring and Controlling
4) Executings) Closing
e D. 1)Initiation
2)Executing
3)Planning
4)Monitoring and Controllings) Closing

IEf#: B
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The correct order of project phases according to the Project Management Institute (PMI) and other standard project management
methodologies is:

* Initiation: This phase mvolves defining the project at a high level and getting approval to start.

* Planning; In this phase, detailed planning is done to set the project's scope, objectives, and procedures.

* Executing: This phase is where the project plan is put into action and the project deliverables are created.

* Monitoring and Controlling: This phase involves tracking, reviewing, and regulating the project's progress and performance,
ensuring that everything aligns with the project plan.

* Closing: This is the final phase, where the project is formally closed, and final deliverables are handed over.

References

* Project Management Institute, "A Guide to the Project Management Body of Knowledge (PMBOK Guide)," PMI.

* Harold Kerzner, "Project Management: A Systems Approach to Planning, Scheduling, and Controlling," Wiley.
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A cloud service provider is concerned about the potential risks associated with hardware-based attacks on its virtual machines. The
provider has decided to implement hardening techniques and endpoint security controls to mitigate the risk.

‘Which hardening technique will meet the needs of this provider?

A. Disabling central processing unit (CPU) virtualization support

B. Conducting regular vulnerability assessments and penetration testing
C. Implementing a web application firewall to monitor incoming traffic
D. Enforcing strict access control policies for all users

F
R

: B
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The correct answer is A - Conducting regular vulnerability assessments and penetration testing,

According to the WGU Cybersecurity Architecture and Engineering (KFO1 / D488) materials, performing vulnerability assessments
and penetration testing helps identify weaknesses in both hardware and virtual environments. Regular testing ensures that any
hardware-related vulnerabilities are discovered and addressed before they can be exploited.

Disabling CPU virtualization support (B) would prevent virtual machines from running, defeating the purpose. A web application
firewall (C) monitors traffic at the application layer but does not address hardware risks. Access control policies (D) are important
but not directly tied to detecting hardware vulnerabilities.

Reference Extract from Study Guide:

"Regular vulnerability assessments and penetration testing identify weaknesses in hardware and software environments, providing
critical insights for maintaining a hardened and secure posture."

- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Security Testing and Assessment
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An organization wants to securely transmit sensitive information between two parties. The organization wants to use a cryptographic
technique that allows both parties to encrypt and decrypt messages using the same key.

The organization is also concerned about the performance impact of the encryption technique.

Which type of cryptographic algorithm meets the needs of the organization?

¢ A. Asymmetric algorithm
¢ B. Hash function

¢ C. Symmetric algorithm
¢ D. Block cipher

Ef#: C
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The correct answer is C - Symmetric algorithm.

According to the WGU Cybersecurity Architecture and Engineering (KFO1 / D488) study material, symmetric encryption uses the
same key for both encryption and decryption, offering high speed and lower computational overhead compared to asymmetric
algorithirs. This makes symimetric encryption ideal when both security and performance are important factors.

Block cipher (A) is a type of symmetric algorithm but not the broader category being asked. Hash functions (B) are for data
integrity, not encryption/decryption. Asymmetric algorithims (D) are more secure for key exchange but have higher computational
cost.

Reference Extract from Study Guide:

"Symmetric encryption algorithims use a single shared key for encryption and decryption, offering efficient and high-performance
protection for sensitive data transmissions."

- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Cryptography Fundamentals

E R #101
What is the vocabulary and set of rules for instructing a computer to perform certain tasks?

A. Translator language

B. Low-level language
C. Machine language

D. Programming language
Ef: D

AR :

A programming language is a formal language comprising a set of instructions that produce various kinds of output. Programming
languages are used in computer programming to implement algorithms and manipulate data. They provide the vocabulary and
grammatical rules for instructing a computer to perform specific tasks, allowing developers to write software programs that can be
executed by a computer.
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