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Endpoints Sample Questions (Q95-Q100):
NEW QUESTION # 95 

Refer to the exhibit. An engineer is investigating an unauthorized connection issue using Cisco Secure Cloud Analytics. Which two
actions must be taken? (Choose two.)

A. Validate the IDS logs
B. Inform the incident management team.
C. Reinstall the host from scratch.
D. Reinstall the host from a recent backup.
E. Block the unwanted IP addresses on the firewall

Answer: B,E

Explanation:
The Secure Cloud Analytics alert indicates suspicious heartbeat-based connections from an internal server (ip-
10-201-0-16) to multiple suspicious IPs over UDP/port 53 (DNS). This behavior suggests command-and- control (C2) activity or
botnet communications.
B: Alerting the incident response (IR) team is a critical next step in escalating a verified threat as per SCAZT Section 6 (Threat
Response, Pages 114-117).
D: Blocking the identified malicious IPs on perimeter firewalls or network access control devices is an appropriate containment step
to disrupt communication.



Reinstallation (A/E) is premature without a full forensic investigation. Validating IDS logs (C) is useful but not immediate response-
focused compared to actions B and D.
Reference: Designing and Implementing Secure Cloud Access for Users and Endpoints (SCAZT), Section 6, Pages 114-117

NEW QUESTION # 96 

Refer to the exhibit. An engineer must configure a global allow list in Cisco Umbrella for the cisco.com domain. All other domains
must be blocked. After creating a new policy and adding the cisco.com domain, the engineer attempts to access a site outside of
cisco.com and is successful. Which additional Security Settings action must be taken to meet the requirement?

A. Limit Content Access.
B. Apply Destination List.
C. Enforce SafeSearch.
D. Enable Allow-Only Mode

Answer: D

Explanation:
When configuring Cisco Umbrella to block all traffic except to domains explicitly allowed (e.g., cisco.com), the "Allow-Only Mode"
must be enabled. This setting overrides default behavior and ensures that only entries listed in the allow list are accessible-everything
else is automatically blocked. According to SCAZT Section
1 (Cloud Security Architecture, Pages 16-19), enabling Allow-Only Mode is crucial for strict outbound DNS filtering.
Without this setting, the system allows access to all domains not explicitly blocked, which is why the engineer was able to access
non-cisco.com domains despite defining an allow list.
Reference: Designing and Implementing Secure Cloud Access for Users and Endpoints (SCAZT), Section 1, Pages 16-19

NEW QUESTION # 97 
Security policies for remote users using VPN or application-based access should focus on:

A. Ensuring all data is encrypted during transit
B. Providing unrestricted access to internal resources
C. Verifying user identity and device security before access
D. Using public Wi-Fi networks without any security measures

Answer: A,C

NEW QUESTION # 98 
After containing a cybersecurity threat, the next step is to _________ the damage or vulnerability to prevent future incidents.

A. escalate
B. overlook
C. remediate
D. exacerbate

Answer: C

NEW QUESTION # 99 



An administrator must deploy an endpoint posture policy for all users. The organization wants to have all endpoints checked against
antimalware definitions and operating system updates and ensure that the correct Secure Client modules are installed properly. How
must the administrator meet the requirements?

A. Configure the WLC to provide local posture services, and configure Cisco ISE to receive the compliance verification from
the WLC to be used in an authorization policy.
B. Create the required posture policy within Cisco ISE, configure redirection on the NAD, and ensure that the client
provisioning policy is correct.
C. Identify the antimalware being used, create an endpoint script to ensure that it is updated, and send the update log to Cisco
ISE for processing.
D. Create an ASA Firewall posture policy, upload the Secure Client images to the NAD, and create a local client
provisioning portal.

Answer: B

Explanation:
Cisco Identity Services Engine (ISE) is the central policy engine for posture assessments. As outlined in the SCAZT guide (Section
2: User and Device Security, Pages 39-44), to implement posture assessment and client provisioning correctly, an administrator must
create posture policies within Cisco ISE and configure the Network Access Device (NAD)-such as a switch, WLC, or firewall-for
redirection. This redirection sends the user to the posture portal, where ISE verifies the Secure Client modules (such as
AnyConnect) and enforces compliance with antivirus signatures and OS updates.
ISE evaluates endpoint health based on pre-defined compliance rules and supports automatic remediation via the client provisioning
portal. This ensures consistency and policy enforcement across distributed environments.
Reference: Designing and Implementing Secure Cloud Access for Users and Endpoints (SCAZT), User and Device Security, Pages
39-44
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