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Z| &l CCNP Security 300-710 F 2 M EZ2 2 A (Q295-Q300):

EE #295
‘Which command should be used on the Cisco FTD CLI to capture all the packets that hit an interface?

A. configure coredump packet-engine enable
B. capture WORD

C. capture

D. capture-traffic

HE: C

Y.

Reason: the command "capture-traffic" is used for SNORT Engine Captures. To capture a LINA Engine Capture, you use the
"capture" command. Since the Lina Engine represents the actual physical interface of the device, "capture" is the only reasonable
choice Reference:
https://www.cisco.comy'c/en/us/support/docs/security/firepower-ngfw/2 12474-working-with- firepower-threat-def The command is
firepower# capture DMZ interface dnz trace detail match ip host 192.168.76.14 host 192.168.76.100 firepower# capture INSIDE
interface inside trace detail match ip host 192.168.76.14 host 192.168.75.14

EE #296
An engineer is configuring a second Cisco FMC as a standby device but is unable to register with the active unit. What is causing this
issue?

A. The primary FMC currently has devices connected to it.

B. The code versions running on the Cisco FMC devices are different.
C. The licensing purchased does not include high availability.

D. There is only 10 Mbps of bandwidth between the two devices.

He. B

HE:
Section: Deployment

EE #297
An engineer is configuring a second Cisco FMC as a standby device but is unable to register with the active unit. What is causing this
issue?

A. The primary FMC currently has devices connected to it.

B. The licensing purchased does not include high availability

C. There is only 10 Mbps of bandwidth between the two devices.

D. The code versions running on the Cisco FMC devices are different

He:. B

MY

Reference:
https//www.cisco.convc/en/us/td/docs/security/firepower/620/configuration/guide/fpme-config- guide-
vo2/firepower_management center_high availability. html

EE #298

An engneer is setting up a new Firepower deployment and is looking at the default FMC policies to start the implementation During
the initial trial phase, the organization wants to test some common Snort rules while still allowing the majority of network traffic to
pass Which default policy should be used?

e A Balanced Security and Connectivity
e B. Security Over Connectivity
e C. Maximum Detection



¢ D. Connectivity Over Security
He: D

Y.
https//www.cisco.comv'c/en/us/td/docs/security/firepower/623/fdnvfptd- fdm- config- guide- 623/fptd- fdmr intrusion. html

EE #299

A network admnistrator is deploying a Cisco IPS appliance and needs it to operate initially without affecting traffic flows. It must
also collect data to provide a baseline of unwanted traffic before being reconfigured to drop it. Which Cisco IPS mode meets these
requirements?

A. bypass

B. inline tap

C. failsafe

D. promiscuous
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