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EC-COUNCIL EC-Council Ethical Hacking Essentials (EHE) Sample
Questions (Q163-Q168):
NEW QUESTION # 163 
What is the primary objective of penetration testing?

A. To test system performance under load
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B. To evaluate the effectiveness of security measures
C. To exploit vulnerabilities for malicious gain
D. To enhance data storage capabilities

Answer: B

NEW QUESTION # 164 
Which of the following is a core principle of the CIA triad?

A. Authentication
B. Non-repudiation
C. Scalability
D. Confidentiality

Answer: D

NEW QUESTION # 165 
Which security measure MOST effectively reduces unauthorized access in cloud environments?

A. Disabling encryption for performance
B. Allowing unrestricted access
C. Using shared administrator accounts
D. Enforcing strong access control policies

Answer: D

NEW QUESTION # 166 
Which phase of the ethical hacking cycle involves gathering information about the target?

A. Risk Acceptance
B. Reconnaissance
C. Server Monitoring
D. Data Encryption

Answer: B

NEW QUESTION # 167 
Which deployment model in cloud computing is owned, managed, and operated by a business, organization, or entity exclusively?

A. Private cloud
B. Hybrid cloud
C. Public cloud
D. Community cloud

Answer: A

NEW QUESTION # 168
......
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