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B #217
A CEO is concerned that IT costs have significantly exceeded budget without resulting benefits. The root causes are an overlap of
IT projects and a lack of alignment with business demands. Which of the following would BEST enable remediation of this situation?

A. Conduct a performance assessment of IT projects.

B. Assign a set of key risk indicators (KRIs) to each new IT project.
C. Implement an IT portfolio management policy.

D. Require IT business cases be approved by the board of directors.

IEf#: D

B R #218
An enterprise has decided to utilize a cloud vendor for the first time to provide email as a service, elimnating in-house email
capabilities. Which of'the following IT strategic actions should be triggered by this decision?

A. Monitor outgoing email traffic for malware.

B. Develop a data protection awareness education training program
C. Update and commumicate data storage and transmission policies.
D. Implement a data classification and storage management tool.

EfE: C

A -

Data storage and transmission policies are documents that define the rules and guidelines for how data is stored, accessed, shared,
and transmitted within and outside an organization. Data storage and transmission policies can help to ensure the security, privacy,
compliance, and quality of the data, as well as to prevent data loss, leakage, or breachl2.

Ifan enterprise has decided to utilize a cloud vendor for the first time to provide email as a service, eliminating in-house email
capabilities, one of the IT strategic actions that should be triggered by this decision is to update and communicate data storage and
transmission policies. This is because using a cloud vendor for emil as a service may introduce new risks and challenges for data
storage and transmission, such as data sovereignty, data ownership, data encryption, data backup, data retention, data deletion, data
access control, data audit, data breach notification, etc34. Therefore, it is important to update the data storage and transmission
policies to reflect the changes in the email environment and the cloud vendor's responsibilities and obligations. It is also important to
commumnicate the updated policies to all relevant stakeholders, such as employees, customers, partners, regulators, etc., to ensure
their awareness and compliance12. References: Data Storage Policy: Definition & Best Practices. Data Transmission Policy:
Definition & Best Practices. Cloud Email Security: Definition & Best Practices. Cloud Data Protection:

Definition & Best Practices.

R #219
What are the various phases of the Software Assurance Acquisition process according to the U.S. Department of Defense (DoD)
and Department of Homeland Security (DHS) Acquisition and Outsourcing Working Group?

A. Requirements, planning, monitoring, auditing

B. Planning, contracting, monitoring and acceptance, follow-on
C. Designing, implementing, contracting, monitoring

D. Implementing, contracting, auditing, monitoring

Ef#: B

M #220
Which of the following BEST supports an enterprise's ability to comply with privacy laws and regulations?

e A. Complete inventory of enterprise data
¢ B. Implementation of a breach notification process
e C. Accurate classification of enterprise data



¢ D. Robust enterprise policy related to data retention

IEf: C

H #221
The PRIMARY reason for periodically evaluating IT resource staffing requirements is to:

A. ensure the enterprise has sufficient resources to address changing business and IT needs.

B. ascertain the IT function has sufficient skilled staff to maintain daily operations.

C. verify that human resource recruitment and retention processes meet enterprise IT objectives.
D. confirm IT-related responsibilities are defined for the enterprise's business and IT staff.

EM: A
s

IT resource staffing requirements are the human resources needed to deliver IT services and support business objectives.
Periodically evaluating IT resource staffing requirements is important to ensure the enterprise has sufficient resources to address
changing business and IT needs, such as new projects, technologies, regulations, or customer expectations12. By assessing the
current and future demand and supply of IT skills and competencies, the enterprise can identify any gaps or surpluses and plan
accordingly to optimize IT performance and value34. The other options are not the primary reason for periodically evaluating IT
resource staffing requirements, although they may be related or beneficial outcomes. Ascertaining the IT function has sufficient skilled
staff to maintain daily operations, verifying that human resource recruitment and retention processes meet enterprise [T objectives,
and confirming IT-related responsibilities are defined for the enterprise's business and IT staff are all part of the IT resource staffing
management process, but they are not the main driver or purpose of it34. References:

3: https//www.aihr.com/blog/stafling-plarning/

1: https//www.mckinsey.conycapabilities/people-and-organizational-performance/our-insights/the- organization-blog/the- future-of-
the-workplace-embracing-change-and- fostering-connectivity

2: https//www.ccl.org/articles/leading-effectively-articles/adaptability- 1-idea- 3-facts-5-tips/

4: https://www.indeed.comy/career-advice/career-development/staffing-plan
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