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CompTIA Tech+ Certification Exam Sample Questions (Q17-Q22):
NEW QUESTION # 17 
A user is logged in but unable to access a shared folder on the network. Which of the following security concepts is in place?

A. Accounting
B. Authentication
C. Authorization
D. Non-repudiation

Answer: C

Explanation:
Authorization determines what a user is allowed to access after they have logged in. The user is already authenticated (logged in), but
lacks permission to access the shared folder, indicating an authorization issue.
Other options:
*Authentication verifies identity,
*Accounting tracks user actions,
*Non-repudiation ensures actions cannot be denied later.

NEW QUESTION # 18 
A user needs to reconfigure local storage on an OS. Which of the following should be used?

A. Process management
B. Task management
C. Disk management
D. Device management

Answer: C

Explanation:
Disk management is the OS feature used to create, delete, format, or partition storage devices. It allows users to manage drives and
volumes locally.
"Disk management tools are used to manage and configure storage devices, including creating and formatting partitions and
volumes." - CompTIA ITF+ Operating System Features Correct answer: D

NEW QUESTION # 19 
Which of the following features of an OS prioritizes a program's use of resources?

A. Application management
B. Process management
C. Access management
D. Device management

Answer: B

Explanation:
Process management is the feature of an operating system that prioritizes and allocates resources (like CPU and memory) to running
programs, ensuring efficient execution and multitasking.
Other options:
*Application management oversees app installation and updates,
*Access management controls user permissions,
*Device management handles hardware components.

NEW QUESTION # 20 
Users are discussing the birthdays and home addresses of notable public figures in a public chat room. Which of the following
security concepts is being compromised?



A. Confidentiality
B. Privacy
C. Integrity
D. Availability

Answer: B

Explanation:
Discussing birthdays and home addresses of individuals - even public figures - violates privacy, which concerns the protection of
personal or sensitive information.
Other options:
*Confidentiality refers to restricting access to sensitive data,
*Integrity ensures data is not altered,
*Availability ensures data and systems are accessible when needed.

NEW QUESTION # 21 
An employee attempts to install software on a PC. A prompt to enter a username and password appears on-screen. The employee
then receives an "access denied" message and cannot install the software. Which of the following types of access would allow the
employee to accomplish this task?

A. Administrator
B. Single factor
C. Least privilege
D. User

Answer: A

Explanation:
Installing software typically requires elevated permissions that standard user accounts do not have. The CompTIA ITF+ FC0-U71
Official Study Guide explains:
"An administrator account provides full system access, including installing or removing software, changing system settings, and
managing user accounts." The user account does not have these privileges by default.
Least privilege refers to granting only the minimum permissions necessary (which would not typically include software installation for
regular users).
Single factor refers to authentication methods, not access levels.
Since the employee is denied installation due to insufficient privileges, administrator access is needed to complete the installation.

NEW QUESTION # 22
......
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