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mit Losungen (Q239-Q244):

239. Frage
To get an Information Security project back on schedule, which of the following will provide the MOST help?

A. Stakeholder support

B. More frequent project milestone meetings
C. Extend work hours

D. Upper management support

Antwort: D

240. Frage
What is the difference between encryption and tokenization?

A. Tokenization combined with hashing is always better than encryption

B. Tokenization can be mathematically reversed to provide the original information
C. The token contains the all original information

D. Encryption can be mathematically reversed to provide the original information

Antwort: D

Begrindung;
Reference:
http/library.ahima.org/doc?0id=104090#.X_dwWoIR3eQ

241. Frage
When creating contractual agreements and procurement processes why should security requirements be included?

A. To make sure the security process aligns with the vendor's security process
B. To make sure they are added on after the process is completed

C. To make sure the costs of security is included and understood

D. To make sure the patching process is included with the costs

Antwort: C

242. Frage
What is the term describing the act of inspecting all real-time Internet traffic (i.e., packets) traversing a major Internet backbone
without introducing any apparent latency?

A. Packet sanpling
B. Deep-Packet inspection

C. Traffic Analysis
D. Heuristic analysis

Antwort: B

Begrindung;
* Deep-packet inspection (DPI) involves analyzing the content of packets in real-time as they traverse a network.
* DPI can examine both headers and payloads of packets without introducing noticeable latency, making it suitable for real-time
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traffic monitoring.

Why Other Options Are Incorrect:

* A. Traffic analysis: Focuses on metadata such as packet sizes, timing, and flow but does not inspect content.

* C. Packet sampling; Involves analyzing only a subset of packets, potentially missing key information.

* D. Heuristic analysis: Used for identifying patterns but does not specifically describe real-time deep inspection of packets.
EC-Council CISO Reference:DPI is a critical technology discussed in advanced network security for monitoring and identifying
malicious activity without impacting performance.

243. Frage
Which wireless encryption technology makes use of temporal keys?

A. Wireless Equivalence Protocol (WEP)
B. Wifi Protected Access version 2 (WPA2)
C. Extensible Authentication Protocol (EAP)
D. Wireless Application Protocol (WAP)

Antwort: B

Begrindung;

Temporal Keys in WPA2:

* WPA2 uses the Temporal Key Integrity Protocol (TKIP) or Advanced Encryption Standard (AES) to dynamically generate
unique keys for each session.

* Temporal keys enhance security by preventing key reuse.

Key Features of WPA2:

* Strong encryption and authentication mechanisis.

* Improved resilience against attacks compared to WEP.

‘Why Not Other Options:

* A. WAP: Refers to Wireless Application Protocol, unrelated to encryption.

* C. WEP: Uses static keys, not temporal keys.

* D. EAP: An authentication framework, not a wireless encryption protocol.

EC-Council CISO Alignment:WPA2's use of temporal keys demonstrates its suitability for secure wireless communication, as
emphasized in encryption best practices.
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