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HP Aruba Certified Network Security Professional Exam Sample Questions
(Q91-Q96):
NEW QUESTION # 91 
A company has HPE Aruba Networking Central-managed APs. The company wants to block all clients connected through the APs
from using YouTube.
Which steps should you take?

A. Deploy gateways and have the APs tunnel traffic to the gateways. Then, enable the gateway IDS/IPS engine.
B. Enable DPI. Then, create application rules to deny YouTube on the firewall roles.
C. Enable WebCC on all client firewall roles. Then, create WebCC category rules that deny suspicious URLs.
D. Enable Client IPS at the "custom" level, and then specify the check for YouTube.

Answer: B

Explanation:
To block all clients connected through HPE Aruba Networking Central-managed APs from accessing YouTube, you should enable
DPI (Deep Packet Inspection) and then create application rules to deny YouTube on the firewall roles. DPI allows the network to
inspect and classify traffic based on application signatures, making it possible to enforce application-specific policies. By creating
rules that specifically block YouTube traffic, you can effectively prevent clients from accessing the service.

NEW QUESTION # 92 
A company has HPE Aruba Networking APs (AOS-10), which authenticate clients to HPE Aruba Networking ClearPass Policy
Manager (CPPM). CPPM is set up to receive a variety of information about clients' profile and posture. New information can mean
that CPPM should change a client's enforcement profile.
What should you set up on the APs to help the solution function correctly?

A. In the WLAN profiles, enable interim RADIUS accounting.
B. In the RADIUS server settings for CPPM, enable querying the authentication status.
C. In the RADIUS server settings for CPPM, enable Dynamic Authorization.
D. In the security settings, configure dynamic denylisting.

Answer: C

Explanation:
To ensure that HPE Aruba Networking APs (AOS-10) properly interact with HPE Aruba Networking ClearPass Policy Manager
(CPPM) and dynamically update a client's enforcement profile based on new profile and posture information, you should enable
Dynamic Authorization in the RADIUSserver settings for CPPM. This allows ClearPass to send Change of Authorization (CoA)
requests to the APs, prompting them to reapply the appropriate enforcement profiles based on updated information.
1.Dynamic Authorization: Enabling this feature allows ClearPass to dynamically push changes to the APs whenever there is new
relevant information about a client's profile or posture.
2.Change of Authorization (CoA): This mechanism ensures that clients are assigned the correct enforcement profiles in real-time,
based on the latest data.
3.Enhanced Policy Enforcement: This setup helps in maintaining accurate and up-to-date policy enforcement for clients on the
network.

NEW QUESTION # 93 
A company is using HPE Aruba Networking ClearPass Device Insight (CPDI) (the standalone application).
In the CPDI security settings, Security Analysis is On,
the Data Source is ClearPass Devices Insight, and Enable Posture Assessment is On. You see that device has a Risk Score of 90.
What can you know from this information?
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A. The posture is healthy, but CPDI has detected multiple vulnerabilities on the device.
B. The posture is unhealthy, but CPDI has not detected any vulnerabilities on the device.
C. The posture is unknown, and CPDI has detected exactly four vulnerabilities on the device.
D. The posture is unhealthy, and CPDI has also detected at least one vulnerability on the device.

Answer: D

Explanation:
In HPE Aruba Networking ClearPass Device Insight (CPDI), a device with a Risk Score of 90 indicates that the posture is
unhealthy, and CPDI has detected at least one vulnerability on the device. The risk score is a reflection of the device's security
posture and detected vulnerabilities. A high risk score, such as 90, typically signifies significant security concerns, including the
presenceof vulnerabilities that could be exploited, thereby categorizing the device as a high-risk asset within the network.

NEW QUESTION # 94 
You are deploying a virtual Data Collector for use with HPE Aruba Networking ClearPass Device Insight (CPDI). You have
identified VLAN 101 in the data center as the VLAN to which the Data Collector should connect to receive its IP address and
connect to HPE Aruba Networking Central.
Which Data Collector virtual ports should you tell the virtual admins to connect to VLAN 101?

A. The one with the lowest MAC address
B. The one with the highest MAC address
C. The one with the lowest port ID
D. The one with the highest port ID

Answer: C

Explanation:
When deploying a virtual Data Collector for HPE Aruba Networking ClearPass Device Insight (CPDI), it is essential to ensure that
the correct virtual port is connected to the designated VLAN. In this case, VLAN 101 is used to receive the IP address and
connect to Aruba Central. The best practice is to use the virtual port with the lowest port ID. This is typically the primary port used
for management and network connectivity in virtual environments, ensuring proper network integration and communication.

NEW QUESTION # 95 
What is a use case for the HPE Aruba Networking ClearPass OnGuard dissolvable agent?

A. Continuously monitoring Windows domain clients for compliance
B. Implementing a one-time compliance scan
C. Auto-remediating posture issues on clients
D. Periodically scanning Linux clients for security issues

Answer: B

Explanation:
The use case for the HPE Aruba Networking ClearPass OnGuard dissolvable agent is implementing a one- time compliance scan.
The dissolvable agent is designed to perform a compliance check without requiring a permanent installation on the client device. This
is ideal for environments where a quick, temporary assessment of the device's security posture is needed without the overhead of a
persistent agent.
1.Dissolvable Agent: The dissolvable agent is downloaded and executed on the client device for a single session, performing the
necessary compliance checks before being removed automatically.
2.One-time Compliance Scan: This method is particularly useful for guest or unmanaged devices where a temporary compliance
scan is sufficient to ensure security standards are met.
3.Minimal Impact: Since the agent does not persist on the client device, it minimizes the impact on the user's system and does not
require ongoing maintenance or updates.
Reference: ClearPass OnGuard documentation details the capabilities and use cases for the dissolvable agent, emphasizing its role in
one-time compliance assessments.

NEW QUESTION # 96
......
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