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Amazon AWS Certified Solutions Architect - Professional (SAP-C02) Sample
Questions (Q371-Q376):
NEW QUESTION # 371 
A software as a service (SaaS) company has developed a multi-tenant environment. The company uses Amazon DynamoDB tables
that the tenants share for the storage layer. The company uses AWS Lambda functions for the application services.
The company wants to offer a tiered subscription model that is based on resource consumption by each tenant. Each tenant is
identified by a unique tenant ID that is sent as part of each request to the Lambda functions. The company has created an AWS
Cost and Usage Report (AWS CUR) in an AWS account. The company wants to allocate the DynamoDB costs to each tenant to
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match that tenant's resource consumption.
Which solution will provide a granular view of the DynamoDB cost for each tenant with the LEAST operational effort?

A. Associate a new tag that is named tenant ID with each table in DynamoDB. Activate the tag as a cost allocation tag in the
AWS Billing and Cost Management console. Deploy new Lambda function code to log the tenant ID in Amazon CloudWatch
Logs. Use the AWS CUR to separate DynamoDB consumption cost for each tenant ID.
B. Deploy a Lambda function to log the tenant ID, the size of each response, and the duration of the transaction call as
custom metrics to Amazon CloudWatch Logs. Use CloudWatch Logs Insights to query the custom metrics for each tenant.
Use AWS Pricing Calculator to obtain the overall DynamoDB costs and to calculate the tenant costs.
C. Configure the Lambda functions to log the tenant ID and the number of RCUs and WCUs consumed from DynamoDB for
each transaction to Amazon CloudWatch Logs. Deploy another Lambda function to calculate the tenant costs by using the
logged capacity units and the overall DynamoDB cost from the AWS Cost Explorer API. Create an Amazon EventBridge
rule to invoke the calculation Lambda function on a schedule.
D. Create a new partition key that associates DynamoDB items with individual tenants. Deploy a Lambda function to
populate the new column as part of each transaction. Deploy another Lambda function to calculate the tenant costs by using
Amazon Athena to calculate the number of tenant items from DynamoDB and the overall DynamoDB cost from the AWS
CUR. Create an Amazon EventBridge rule to invoke the calculation Lambda function on a schedule.

Answer: C

Explanation:
LEAST operational effort and fine grained approach.
https://aws.amazon.com/blogs/apn/optimizing-cost-per-tenant-visibility-in-saas-solutions/ RCU and WCU metrics are already
logged in CloudWatch.
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/metrics-dimensions.html

NEW QUESTION # 372 
A company is deploying a new cluster for big data analytics on AWS. The cluster will run across many Linux Amazon EC2 instances
that are spread across multiple Availability Zones. All of the nodes in the cluster must have read and write access to common
underlying file storage. The file storage must be highly available, must be resilient, must be compatible with the Portable Operating
System Interface (POSIX), and must accommodate high levels of throughput.
Which storage solution will meet these requirements?

A. Provision a new Amazon Elastic Block Store (Amazon EBS) volume that uses the lo2 volume type. Attach the EBS
volume to all of the EC2 instances in the cluster.
B. Provision an AWS Storage Gateway file gateway NFS file share that is attached to an Amazon S3 bucket. Mount the
NFS file share on each EC2 instance In the cluster.
C. Provision a new Amazon Elastic File System (Amazon EFS) file system that uses General Purpose performance mode.
Mount the EFS file system on each EC2 instance in the cluster.
D. Provision a new Amazon Elastic File System (Amazon EFS) file system that uses Max I/O performance mode. Mount the
EFS file system on each EC2 instance in the cluster.

Answer: D

NEW QUESTION # 373 
A company has several AWS Lambda functions written in Python. The functions are deployed with the .zip package deployment
type. The functions use a Lambda layer that contains common libraries and packages in a .zip file. The Lambda .zip packages and
the Lambda layer .zip file are stored in an Amazon S3 bucket.
The company must implement automatic scanning of the Lambda functions and the Lambda layer to identify CVEs. A subset of the
Lambda functions must receive automated code scans to detect potential data leaks and other vulnerabilities. The code scans must
occur only for selected Lambda functions, not all the Lambda functions.
Which combination of actions will meet these requirements? (Select THREE.)

A. Activate Amazon Inspector. Start automated CVE scans.
B. Use Amazon Inspector to scan the S3 bucket that contains the Lambda .zip packages and the Lambda layer .zip file for
code scans.
C. Enable scanning in the Monitor settings of the Lambda functions that need code scans.
D. Tag Lambda functions that do not need code scans. In the tag, include a key of InspectorCodeExclusion and a value of
LambdaCodeScanning.



E. Activate Lambda standard scanning and Lambda code scanning in Amazon Inspector.
F. Enable Amazon GuardDuty. Enable the Lambda Protection feature in GuardDuty.

Answer: C,D,E

Explanation:
The company requires two different types of security analysis: vulnerability scanning for CVEs and code- level scanning for sensitive
data exposure. Amazon Inspector provides both Lambda Standard Scanning and Lambda Code Scanning. These capabilities allow
Inspector to examine Lambda deployment packages and Lambda layers for software vulnerabilities, and also perform static code
analysis to detect insecure coding patterns. To meet the requirement that only certain Lambda functions receive deeper code
scanning, Inspector allows enabling or disabling code scanning at the individual Lambda function level through the function's Monitor
settings. Inspector additionally supports resource exclusion based on tagging, allowing administrators to prevent specific Lambda
functions from participating in code scans. Tag-based exclusion satisfies the requirement to scan only a subset of Lambda functions.
Option B is required because enabling both Lambda standard scanning and Lambda code scanning activates the functionality
necessary for CVE detection and code security analysis.
Option D is required because enabling scanning at the function level ensures that code scanning runs only for selected Lambda
functions.
Option E is required because resource exclusion using tags allows the administrator to exclude non-target Lambda functions from
code scanning automatically.
Options A and C do not satisfy the requirement because simply activating Amazon Inspector does not configure per-function
scanning behavior, and GuardDuty Lambda Protection does not scan for CVEs or code vulnerabilities. Option F is not valid
because Amazon Inspector does not perform scans directly against objects stored in Amazon S3; scanning occurs against the
deployed Lambda function versions themselves.

NEW QUESTION # 374 
A company's solutions architect is evaluating an AWS workload that was deployed several years ago. The application tier is
stateless and runs on a single large Amazon EC2 instance that was launched from an AMI. The application stores data in a MySQL
database that runs on a single EC2 instance.
The CPU utilization on the application server EC2 instance often reaches 100% and causes the application to stop responding. The
company manually installs patches on the instances.
Patching has caused downtime in the past. The company needs to make the application highly available.
Which solution will meet these requirements with the LEAST development me?

A. Move the application tier to AWS Lambda functions in the existing VPC. Create an Application Load Balancer to
distribute traffic across the Lambda functions. Use Amazon GuardDuty to scan the Lambda functions. Migrate the database
to Amazon DocumentDB (with MongoDB compatibility.
B. Create a now AMI that is configured with AWS Systems Manager Agent (SSM Agent). Use the new AMI to create a
launch template for an Auto Scaling group. Use smaller instances in the Auto Scaling group. Create an Application Load
Balancer to distribute traffic across the instances in the Auto Scaling group. Set the Auto Scaling group to scale based on
CPU utilization. Migrate the database to Amazon Aurora MySQL.
C. Change the EC2 instance type to a smaller Graviton powered instance type. Use the existing AMI to create a launch
template for an Auto Scaling group. Create an Application Load Balancer to distribute traffic across the instances in the Auto
Scaling group. Set the Auto Scaling group to scale based on CPU utilization. Migrate the database to Amazon DynamoDB.
D. Move the application tier to containers by using Docker. Run the containers on Amazon Elastic Container Service
(Amazon ECS) with EC2 instances. Create an Application Load Balancer to distribute traffic across the ECS cluster.
Configure the ECS cluster to scale based on CPU utilization. Migrate the database to Amazon Neptune.

Answer: B

Explanation:
The most classic way of migrating such application: You create a new platform, you make the application more scalable by using an
ASG + you migrate your MySQL server from an overloaded EC2 instance to a managed service.

NEW QUESTION # 375 
A company is launching a new web application on Amazon EC2 instances. Development and production workloads exist in separate
AWS accounts.
According to the company's security requirements, only automated configuration tools are allowed to access the production account.
The company's security team wants to receive immediate notification if any manual access to the production AWS account or EC2
instances occurs.



Which combination of actions should a solutions architect take in the production account to meet these requirements? (Choose
three.)

A. Configure Amazon Simple Email Service (Amazon SES) to send email to the security team when an alarm is activated.
B. Deploy EC2 instances in an Auto Scaling group. Configure the launch template to deploy instances without key pairs.
Configure Amazon CloudWatch Logs to capture system access logs.
Create an Amazon CloudWatch alarm that is based on the logs to detect when a user logs in to an EC2 instance.
C. Turn on AWS CloudTrail logs in the application's primary AWS Region. Use Amazon Athena to query the logs for
AwsConsoleSignIn events.
D. Turn on AWS CloudTrail logs for all AWS Regions. Configure Amazon CloudWatch alarms to provide an alert when an
AwsConsoleSignIn event is detected.
E. Configure an Amazon Simple Notification Service (Amazon SNS) topic to send a message to the security team when an
alarm is activated.
F. Deploy EC2 instances in an Auto Scaling group. Configure the launch template to delete the key pair after launch.
Configure Amazon CloudWatch Logs for the system access logs. Create an Amazon CloudWatch dashboard to show user
logins over time.

Answer: B,D,E

NEW QUESTION # 376
......
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