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Broad network access - Angwer-Thend should never be network Dindwidth botlkenecks
On-demand services - Answer-Refers (o the model thal allows customers (o scale their
compule andior storage neads with little or no intervention from or prior communécation
with the provider

Resowrca pooling - Answer-Charactoristic that afiows the cloud provider lo meet various
demands from cuslomers whie remaining financially visble.

measured/metared service - Answer-The cusiomer is charged for only what they usa
and nothing mone

Businass Impact Analysis (BIA) - Answer-An assessment of the priorities given to each
assel and process within the organization

persanally identifiable information (PI) - Answer-Under cumrent laws, no cloud cusiomer
can transfar risk or Habdity associated with the inadvertent or maliciows disclosure of
<blank=>

Elmsticity - Answer-This is the flaxibsity of allocating resources as needed for immediate
usage, nstead of purchasing resources according to olher vanables

Simplicity - Answar-Usage and administration of cioud senvices ought to be transparent
to cloud customers and ysers; from thelr parspective, 8 digital dala senvice is paid for
and can be usad, with very litthe additional inpul ather than what I3 necessary o perform
ther dulies

Scalabildy - Answer-The arganization's computing neads won't ramain static: there will
be new (and hopefully morej users, customens, and data as (he organization conlinually
mafures

Infrastructure 85 a Sarvice (laaS) - Answar-The most basic of cloud servica offarings,

<blank> allows the cusiomer (o install all software, including operating systems (OSs)
on hardware housed and connected by the cloud wendor,

Platlorm as a Sesvice (Paas) - Answer-<Blank> conlaing everylhing included In 1aas,
with the addition of OSs,

Software as a Sendce (SaaS) - Anzwer-The cloud vendor becomes responsible for
administering, patching, and updating software as well
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The WGU Managing Cloud Security (JY02) practice exam material is available in three different formats i.e WGU Managing-
Cloud-Security dumps PDF format, web-based practice test software, and desktop Managing-Cloud-Security practice exam
software. PDF format is pretty much easy to use for the ones who always have their smart devices and love to prepare for
Managing-Cloud-Security Exam from them. Applicants can also make notes of printed WGU Managing Cloud Security (JY02)
(Managing-Cloud- Security) exam material so they can use it anywhere in order to pass WGU Managing-Cloud-Security
Certification with a good score.

WGU Managing Cloud Security (JY02) Sample Questions (Q55-Q60):

NEW QUESTION # 55
Which jurisdictional protection factor should be known if personally identifiable information (PII) is to be stored in the cloud?

A. Jurisdictional location of availability zone

B. Physical location of load balancer

C. Jurisdictional location of data

D. Physical location of the web application firewall (WAF)

Answer: C

Explanation:

When storing personally identifiable information (PII) in the cloud, the jurisdictional location of the data must be clearly understood.
Managing Cloud principles emphasize that data is subject to the laws and regulations of the country or region where it is physically
stored.

Different jurisdictions impose varying requirements for data protection, privacy, access, and disclosure.

Knowing where data resides allows organizations to assess legal obligations, compliance requirements, and potential risks associated
with government access or cross-border data transfers.

The physical location of infrastructure components such as firewalls or load balancers does not determine legal jurisdiction over
stored data. Availability zones may exist within a region but do not define jurisdiction independently. Therefore, the jurisdictional
location of the data itself’is the critical factor.

NEW QUESTION # 56
‘Which risk mitigation technique will compensate a cloud service customer for failures on the part of the cloud service provider?

A. Suspension of service clause
B. Recovery time objective

C. Data protection requirements
D. SLA penalties

Answer: D

Explanation:

Service level agreement (SLA) penalties are a risk mitigation technique that compensates customers for failures by the cloud service
provider. Managing Cloud principles explain that SLAs define performance commitments such as availability, response time, and
reliability.

When a provider fails to meet these commitiments, SLA penalties-often in the form of service credits or financial compensation-are
applied. While penalties do not prevent failures, they provide accountability and partial financial remediation.

Recovery time objectives define recovery goals, data protection requirements address security controls, and suspension clauses
govern service termination. None of these compensate customers directly. Therefore, SLA penalties are the correct mitigation
technique.

NEW QUESTION # 57
‘Which general body of law covers data breach violations in a cloud environment at a federal agency?

A. Criminal

B. Administrative
C. Cwvl

D. Tort

Answer: B


https://www.examcollectionpass.com/WGU/Managing-Cloud-Security-latest-exam-dumps.html

Explanation:

Administrative law governs data breach violations involving federal agencies in cloud environments.

Managing Cloud principles explain that admmnistrative law regulates the activities of government agencies and defines compliance
obligations, enforcement actions, and penalties.

When a federal agency experiences a data breach, violations are typically addressed through administrative processes rather than
criminal or civil courts. Oversight bodies evaluate compliance with federal regulations, policies, and standards, and corrective actions
may be mandated.

Crimnal law addresses offenses against the state, civil law governs disputes between parties, and tort law covers personal injury
clais. Therefore, administrative law is the correct body of law for federal agency data breaches.

NEW QUESTION # 58
‘Which option should a cloud architect recommend to an organization looking to simplify development and management of
applications?

A. Infrastructure as a Service (IaaS)
B. Desktop as a Service (DaaS)
C. Software as a Service (SaaS)
D. Platformas a Service (PaaS)

Answer: D

Explanation:

Platformas a Service (PaaS) is the recommended option for organizations seeking to simplify application development and
management. Managing Cloud guidance explains that PaaS provides a complete development environment, including operating
systems, runtime environments, middleware, databases, and development tools.

By abstracting infrastructure and platform management, PaaS allows developers to focus exclusively on building, testing, and
deploying applications. Tasks such as patching, scaling, load balancing, and environment configuration are handled by the cloud
provider, reducing complexity and administrative effort.

DaaS focuses on delivering virtual desktops, IaaS requires customers to manage operating systens and applications, and SaaS
provides fully developed applications rather than development platforms. Therefore, PaaS best meets the requirement of simplifying
development and management.

NEW QUESTION # 59

An organization is reviewing a contract froma cloud service provider and wants to ensure that all aspects of the contract are
adhered to by the cloud service provider. Which control will allow the organization to verify that the cloud provider is meeting its
obligations?

A. Confidential computing
B. Regulatory oversight
C. Incident management
D. Continuous monitoring

Answer: D

Explanation:

Continuous monitoring is the control that allows organizations to actively verify that a cloud provider is fulfilling contractual and
compliance obligations. This involves automated collection and analysis of operational, security, and performance data. It enables
organizations to ensure that service-level agreements (SLAs) are being honored and that compliance requirements are being met in
real time.

While regulatory oversight is provided by external authorities and incident management is reactive in nature, continuous monitoring is
a proactive approach. It allows customers to maintain visibility into provider operations. Confidential computing focuses on data
protection but does not verify contract adherence.

By employing continuous monitoring, organizations establish transparency and accountability. It also supports audit processes by
providing evidence that controls remain effective over time. This reduces risk associated with outsourcing critical finctions to a cloud
provider and ensures resilience against potential provider-side failures.

NEW QUESTION # 60
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