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CWNP Certified Wireless Analysis Professional Sample Questions (Q35-
Q40):
NEW QUESTION # 35 
The To DS bit is set to 0 and the From DS is set to 1.
What best describes this 802.11 frame?

A. A frame being transmitted from a client STA to an AP
B. A frame being transmitted from an AP to a client STA
C. A frame being transmitted in a mesh BSS
D. A frame being transmitted directly from one client STA to another

Answer: B

NEW QUESTION # 36 
What is the difference between a Data frame and a QoS-Data frame?

A. QoS Data frames include a QoS control field
B. QoS Data frames include a DSCP control field
C. QoS Data frames include an 802.1Q VLAN tag
D. QoS Data frames include a QoS information element

Answer: A

Explanation:
The difference between a Data frame and a QoS-Data frame is that QoS Data frames include a QoS control field. A Data frame is a
type of data frame that is used to carry user data or upper layer protocol data between STAs and APs. A QoS Data frame is a type
of data frame that is used to carry user data or upper layer protocol data between STAs and APs that support QoS (Quality of
Service) features. QoS features allow different types of traffic to be prioritized and handled differently according to their QoS
requirements, such as delay, jitter, throughput, etc. QoS Data frames include a QoS control field in their MAC header, which
contains information such as traffic identifier (TID), queue size (TXOP), acknowledgment policy (ACK), etc., that are used for QoS
purposes. The other options are not correct, as they do not describe the difference between Data and QoS Data frames. QoS Data
frames do not include a DSCP (Differentiated Services Code Point) control field, which is part of the IP header in the network layer,
not the MAC header in the data link layer. QoS Data frames do not include a QoS information element (IE), which is part of some
management frames that indicate QoS capabilities or parameters, not data frames. QoS Data frames do not include an 802.1 Q
VLAN tag, which is part of some Ethernet frames that indicate VLAN membership or priority, not wireless frames. References:
[Wireless Analysis Professional Study Guide CWAP-405], Chapter 5: 802.11 MAC Sublayer, page 118-119

NEW QUESTION # 37 
A client is operating in an unstable RF environment. Out of five data frames transmitted to the client it only receives four. The client
sends a Block Ack to acknowledge the receipt of these four frames but due to frame corruption the Block Ack is not received by
the AP. Which frames will be retransmitted'

A. Both the corrupted data and Block Ack
B. Only the Block Ack
C. All data frames
D. Only the data frame which was corrupted

Answer: C

Explanation:
All data frames will be retransmitted in this scenario. This is because the AP uses a Block Ack (BA) mechanism to acknowledge the
receipt of multiple data frames from a client in a single frame. The BA contains a bitmap that indicates which data frames were
received correctly and which were not. If the BA is not received by the AP due to frame corruption, the AP will assume that none of
the data frames were received by the client and will retransmit all of them. The other options are not correct, as they do not account
for the loss of the BA or the use of the bitmap. References: [Wireless Analysis Professional Study Guide CWAP-405], Chapter 6:
802.11 Frame Exchanges, page 167-168



NEW QUESTION # 38 
You suspect an interfere may exist in a BSS that is experiencing sporadic problems. You want to identify and locate the device. The
actual device identify is not known.
What tool should be used for this purpose?

A. Spectrum analyzer
B. Throughput tester
C. Protocol analyzer
D. Cable tester

Answer: A

NEW QUESTION # 39 
You are working in an organization that has implemented an SCA-based WLAN. You want to change the RF channel for a single
AP.
What can you do to perform this task with some SCA solutions?

A. Access the AP through the console port and change the channel
B. Access the AP using Telnet and change the channel
C. Convert the network to MCA
D. Access the AP using SSH and change the channel

Answer: C

NEW QUESTION # 40
......
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