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R #32
What is the main benefit of VLAN pooling in wireless deployments?
Response:

A. Enables NAT between VLANs

B. Forces clients to connect via MAC address

C. Reduces DHCP exhaustion and improves load distribution
D. Disables rogue AP detection

R
®

: C

HM #33
When the MAC address of a device is placed in quarantine on FortiSwitch, what happens to its egress traffic?

e A. Traffic is sent to an allowed VLLAN.

e B. Traffic is sent to an access VLAN.

e (. Traffic is sent as untagged traffic.

e D. Traffic is assigned to the native VLAN.

Ef#: B

L2

When a device'sMAC address is quarantinedon a FortiSwitch (via FortiLink NAC, fabric automation, or manual quarantine),
FortiSwitch enforces quarantine using thequarantine VLLAN, also called theaccess VLLANinside FortiSwitch NAC operations.
FortiSwitch behavior is defined in LAN Edge documentation:

* Quarantined devices are moved into an"access VLAN" reserved for isolation.

* This VLAN isstatically defined on the FortiGate NAC policy, and switch ports dynamically reassign the quarantined MAC into
that VLAN.

* All egress traffic from the quarantined MAC is forced into this VLAN, preventing access to the production network.

Thus, the correct description is:

#Traffic is sent to an access VLAN.

Options B, C, and D are incorrect because:

* Quarantine doesnotreassign to native VLAN.

* It doesnotsend untagged traffic arbitrarily.

* It doesnotforward traffic to allowed VLANs

E #34

Which of'the following are required steps to configure FortiAuthenticator as a RADIUS server for user authentication?
(Choose two)

Response:

A. Enable RSSO on the FortiGate

B. Create local user groups or remote user groups
C. Configure LDAP query in FortiGate

D. Define RADIUS clients with shared secrets

EM#: B. D

HM #35
A network engineer is deploying FortiGate devices using zero-touch provisioning (ZIP). The devices nust automatically connect to
FortiManager and receive their configurations upon first boot. However, after powering on the devices, they fail to register with


https://www.passtest.jp/FCSS_LED_AR-7.6-mondaishuu.html

FortiManager.
What could be a possible cause of this issue?

¢ A The FortiGate device must be preloaded with a configuration file before ZTP can function.

¢ B. In this scenario, the ZTP process works only when devices are connected using a console cable.
¢ (. The FortiManager IP address is not reachable over TCP port 541.

¢ D. The FortiGate device requires manual intervention to accept the FortiManager connection.

Ef#: C

TR

Zero-Touch Provisioning (ZTP) for FortiGate devices is handled throughFortiDeploy, which automatically connects a FortiGate
toFortiManagerso the device can download configuration templates and be centrally managed.

For ZTP to work, the newly booted FortiGate must successfully reach FortiManager. One of thecritical requirementsis connectivity
over theFGFM (FortiGate- FortiManager) management protocol, which uses:

TCP Port 541

This is clearly stated in multiple Fortinet documents:

* FortiGate Cloud Admin Guidelists port541as the management channel used for FortiGate # FortiManager / FortiGate Cloud
communications:"Management... Protocol: TCP, Port:541"

* FortiOS Administration Guidealso confirms this:"FortiManager provides remote management of FortiGate devices overTCP port
541." Since ZTP uses FortiDeploy to push the FortiManager IP to the device and relies on FGFM (port 541) for registration and
configuration delivery,any failure on this port breaks the entire ZTP workflow.

Why option D is correct

Ifthe FortiGate cannot reach FortiManager onTCP/541, itcannot register, cannot be authorized, and cannot receive its configuration
- leading to a ZTP failure.

This is themost common causein real deployments:

* Firewall blocking TCP/541

* Upstream NAT device not forwarding 541

* ISP restrictions

* Incorrect FortiManager [P or routing issue

* ZTP device behind a network that does not allow outbound 541

Why the other options are incorrect

A). The FortiGate device requires manual intervention to accept the FortiManager connection.

Incorrect.

ZTP is built specifically to avoid manual intervention. Once the FortiDeploy key is used, the device auto- connects to FortiManager
without needing local acceptance.

B). ZTP works only when devices are connected using a console cable.

Incorrect.

ZTP requiresno console cable- that's the whole point. It relies on DHCP, WAN connectivity, and FortiDeploy auto-join.

C). The FortiGate device must be preloaded with a configuration file before ZTP can function.

Incorrect.

Preloading configuration defeats the purpose of ZTP.

ZTP delivers the initial configuration automatically from FortiManager using FortiDeploy.

LAN Edge 7.6 Architect Context

LAN Edge deployments often use FortiManager as the central orchestrator for:

* FortiSwitch management via Fortilink

* FortiAP wireless provisioning

* SD-Branch configuration templates

* Security Fabric automation

For all of this, ZTP enables remote sites to deploy FortiGate, FortiSwitch, and FortiAP withno on-site expertise.

If TCP/541 to FortiManager is blocked, the entire LAN Edge deployment pipeline fails, making optionDthe only valid and
document-supported answer.

HH #36
Your office wants to set up a Wi-Fi network for visitors. Your company would like to require them to log in for (racking purposes.

Which two types of captive portals could be enabled on an interface? (Choose two.)

e A Disclaimer + Authentication
e B. Terms Acknowledgment Without Authentication
e (. Email Notification Only



D. Authentication
E. Guest Pass Access

Eﬁ: B\ D

s

A FortiGate interface can operate with different types of captive portal modes.

The available portal types that require user interaction or logn include:

#A. Terms Acknowledgment Without Authentication

* Forces users to accept terms before accessing the network

* No credentials required

* Still considered a captive portalCommon in guest Wi-Fi.

#E. Authentication

* Requires username/password

* Supports local users, RADIUS, LDAP, OAuth, etc.

Why the other options are incorrect

#B. Email Notification Only

Not a valid captive portal mode on FortiGate.

#C. Disclaimer + Authentication

This is not a selectable mode; disclaimers are part of the captive portal customization but not a standalone option.
#D. Guest Pass Access

Guest pass authentication exists onFortiAuthenticator, not as a direct portal type on FortiGate.

B #37
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