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(Q32-Q37):

NEW QUESTION # 32
Which policy type is used to control traffic between the FortiClient endpoint to FortiSASE for secure internet access?

A. private access policy

B. thin edge policy

C. secure web gateway (SWG) policy
D. VPN policy

Answer: C

Explanation:

The Secure Web Gateway (SWQ) policy is used to control traffic between the FortiClient endpoint and FortiSASE for secure
internet access. SWG provides comprehensive web security by enforcing policies that manage and monitor user access to the
mternet.

* Secure Web Gateway (SWG) Policy:

* SWG policies are designed to protect users from web-based threats and enforce acceptable use policies.

* These policies control and monitor user traffic to and from the internet, ensuring that security protocols are followed.

* Traffic Control:

* The SWG policy intercepts all web traffic, inspects it, and applies security rules before allowing or blocking access.

* This policy type is crucial for providing secure internet access to users connecting through FortiSASE.

References:

FortiOS 7.6 Administration Guide: Details on configuring and managing SWG policies.

FortiSASE 23.2 Documentation: Explains the role of SWG in securing internet access for endpoints.

NEW QUESTION # 33
A customer wants to upgrade their legacy on-premises proxy to a could-based proxy for a hybrid network.
Which FortiSASE features would help the customer to achieve this outcome?

A. zero trust network access (ZTNA) and next generation firewall (NGFW)
B. SD-WAN and NGFW

C. SD-WAN and inline-CASB

D. secure web gateway (SWG) and inline-CASB

Answer: D

Explanation:

For a customer looking to upgrade their legacy on-premises proxy to a cloud-based proxy for a hybrid network, the combination of
Secure Web Gateway (SWG) and Inline Cloud Access Security Broker (CASB) features in FortiSASE will provide the necessary
capabilities.

* Secure Web Gateway (SWG):

* SWG provides comprehensive web security by inspecting and filtering web traffic to protect against web-based threats.

* It ensures that all web traffic, whether originating from on-premises or remote locations, is mspected and secured by the cloud-
based proxy.

* Inline Cloud Access Security Broker (CASB):

* CASB enhances security by providing visibility and control over cloud applications and services.

* Inline CASB integrates with SWG to enforce security policies for cloud application usage, preventing unauthorized access and
data leakage.

References:

FortiOS 7.6 Administration Guide: Details on SWG and CASB features.

FortiSASE 23.2 Documentation: Explains how SWG and inline-CASB are used in cloud-based proxy solutions.

NEW QUESTION # 34

Refer to the exhibit.

An organization must inspect all the endpoint internet traffic on FortiSASE, and exclude Google Maps traffic from the FortiSASE
tunnel and redirect it to the endpoint physical interface.

‘Which configuration must you apply to achieve this requirement? (Choose one answer)



A. Configure a steering bypass tunnel firewall policy using Google Maps FQDN to exclude and redirect the traffic.
B. Exempt Google Maps in URL filtering in the web filter profile.

C. Add the Google Maps URL in the zero trust network access (ZTNA) TCP access proxy forwarding rule.

D. Add the Google Maps URL as a steering bypass destination in the endpoint profile.

Answer: D

Explanation:

In FortiSASE, the requirement to redirect specific traffic away from the secure tunnel and through the local physical interface is
achieved through Steering Bypass (commonly referred to as split tunneling).

* Steering Bypass Destinations: This feature is configured within the Endpoint Profile settings. When an administrator adds a
destination (such as the Google Maps URL or FQDN) to the Steering Bypass table, the FortiClient agent updates the local routing
table on the endpoint.

* Traffic Redirection: Traffic matching these bypass rules is explicitly excluded from the FortiSASE VPN tunnel and instead sent
directly out of the device's local internet gateway (physical interface). This is ideal for optimizing bandwidth and reducing latency for
trusted, high-volume applications like mapping services or video conferencing,

* Analysis of Other Options:

* Option A: ZTNA TCP access proxy rules are designed for secure access to private applications, not for managing how internet-
bound traffic is routed.

* Option B: While it uses the term "steering bypass," there is no "tunnel firewall policy" configuration for this purpose; the
configuration is done at the endpoint profile level.

* Option C: Exempting a URL in the Web Filter profile only mnstructs FortiSASE to skip security scarming (AV, DLP, etc.) for that
traffic. The traffic would still be encapsulated in the tunnel and sent to FortiSASE, which does not meet the requirement to redirect it
to the physical interface.

By configuring the Google Maps URL as a steering bypass destination, the organization ensures the traffic never enters the SASE
tunnel, fulfilling the requirement for both traffic inspection (for all other traffic) and local redirection (for Google Maps).

NEW QUESTION # 35
What is the benefit of SD-WAN on-ramp deployment with FortiSASE?

A. To manage branch location endpoints

B. To secure internet traffic for branch users

C. To provide access to private applications using the bookmark portal
D. To provide device compliance checks using ZTNA tags

Answer: B

Explanation:
SD-WAN on-ramp with FortiSASE directs branch user internet traffic to the FortiSASE cloud for consistent security enforcement
and protection, regardless of the branch location.

NEW QUESTION # 36
Which authentication method overrides any other previously configured user authentication on FortiSASE?

A. RADIUS
B. Local
C.SSO
D. MFA

Answer: C

Explanation:

Comprehensive and Detailed Explanation From FortiSASE 24.x/25.x, FortiOS 7.4, FortiAuthenticator

6.5, FortiClient 7.0 and later Exact Extract study guide:

In FortiSASE environments, Single Sign-On (SSO) is prioritized as the primary enterprise authentication mechanism. According to
the FortiSASE Configuration Guide and Security Operations documentation, when you configure SAML SSO (Single Sign-On), it
serves as a global authentication setting that overrides any previously configured local or remote (RADIUS/LDAP) user
authentication methods for the secure web gateway (SWGQG) and VPN tunnels.

The architectural logic is designed to ensure a seamless "Zero Trust" identity provider (IdP) experience. Once SSO is enabled and



configured (typically using Azure AD, Okta, or FortiAuthenticator as the IdP), FortiSASE redirects authentication requests to the
defined IdP. This effectively supersedes manual local user databases or legacy RADIUS configurations to maintain a single source of
truth for identity management. While MFA is often a component of the authentication process, it is a secondary factor, whereas SSO
is the foundational method that dictates the authentication flow and overrides prior settings.

NEW QUESTION # 37
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