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CertiProf Certified ISO/IEC 27001:2022 Foundation Sample Questions (Q32-
Q37):
NEW QUESTION # 32 
How should top management provide evidence of its commitment to the Information Security Management System?

A. By defining a risk assessment approach
B. By communicating the importance of meeting ISMS requirements
C. By conducting an annual internal audit of the Information Security Management System
D. By operating the Information Security Management System once it has been established
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Answer: B

Explanation:
One of the explicit leadership responsibilities in ISO/IEC 27001:2022 is for top management to communicate the importance of
effective information security management and of conforming to the ISMS requirements.
This communication helps demonstrate visible commitment and organizational direction. Conducting internal audits and defining the
risk assessment approach are important activities within the ISMS, but they are not the best direct expression of top management's
evidence of commitment among the options listed. Therefore, option A is correct.
=======

NEW QUESTION # 33 
In the context of clause 6.1 actions to address risks and opportunities, the weakness of an asset or control that can be exploited by a
threat is known as:

A. Threat
B. Vulnerability
C. Risk
D. Impact

Answer: B

Explanation:
A vulnerability is a weakness of an asset, control, or other element that can be exploited by one or more threats. In information
security risk assessment, vulnerabilities are considered together with threats, likelihood, and impact in order to understand and
evaluate risk. A threat is a potential cause of an unwanted incident, while impact refers to the consequence. Therefore, option C is
correct.
=======

NEW QUESTION # 34 
Which statement describes the difference between ISO/IEC 27001:2022 and ISO/IEC 27002:2022?

A. ISO/IEC 27002:2022 provides mandatory requirements for a risk management approach, and ISO/IEC
27001:2022 contains mandatory requirements for an ISMS
B. ISO/IEC 27002:2022 contains mandatory requirements, while ISO/IEC 27001:2022 provides guidance on information
security controls
C. ISO/IEC 27002:2022 provides guidance on measurement, and ISO/IEC 27001:2022 provides guidance on information
security controls
D. ISO/IEC 27001:2022 contains mandatory requirements, while ISO/IEC 27002:2022 provides guidance on information
security controls

Answer: D

Explanation:
ISO/IEC 27001:2022 is the certifiable standard that contains requirements for establishing, implementing, maintaining, and
continually improving an Information Security Management System. ISO/IEC 27002:2022 is not a certifiable requirements standard.
It provides guidance for selecting, implementing, and managing information security controls, including the controls referenced in
Annex A of ISO/IEC 27001:2022.
Therefore, option C is correct.
=======

NEW QUESTION # 35 
Within the ISMS, ensuring the integration of information security management system requirements into the organization's processes
is a responsibility of:

A. The quality management representative
B. Top management
C. The Operations Manager



D. The IT Security Manager

Answer: B

Explanation:
ISO/IEC 27001:2022 assigns leadership and accountability for the ISMS to top management. One of the specific responsibilities of
top management is to ensure that the ISMS requirements are integrated into the organization's processes. This demonstrates that
information security is not treated as an isolated activity, but as part of the overall governance and operation of the organization.
Therefore, option D is correct.
=======

NEW QUESTION # 36 
Annex A of ISO/IEC 27001:2022 consists of:

A. Elements necessary for a good design and implementation of the ISMS
B. Guidelines for risk management
C. None of the above
D. A comprehensive list of controls grouped by themes

Answer: D

Explanation:
Annex A of ISO/IEC 27001:2022 contains the reference set of information security controls used to support risk treatment
decisions. In the 2022 edition, these controls are organized into four themes: organizational, people, physical, and technological
controls. Annex A is not a set of ISMS implementation steps and it is not a risk management guideline. Its role is to provide a
structured set of control objectives and controls that may be selected as part of risk treatment. Therefore, option B is the correct
answer.
=======

NEW QUESTION # 37
......
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