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Fortinet FCP_FMG_AD-7.6 Exam Syllabus Topics:

Topic Details

o This section of the exam measures the skills of System Administrators and focuses on resolving problens at
different levels of FortiManager. Candidates must troubleshoot deployment scenarios, imports,

Topic 1 nstallations, and both device-level and ADOM-level issues, as well as identify and resolve system

problens effectively.

¢ Admmistration: This section of the exam measures the skills of System Administrators and covers the
essential features of FortiManager. It includes the mitial configuration process and the setup of

Topic 3
ope administrative domains (ADOMSs), ensuring smooth system management.
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¢ Policy and Objects: This section of the exam measures the skills of System Administrators and evaluates
their ability to manage policies and objects within FortiManager. It involves ADOM revisions, workspace

Topic 5
o mode, and policy imports and installations, emphasizing consistent policy control across networks.
¢ Device Manager: This section of the exam measures the skills of Network Security Engineers and focuses
Topic 6 on registering devices within ADOMs and handling device configurations. Candidates also learn how to

mstall changes through scripts and diagnose issues using the revision history.
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Fortinet FCP - FortiManager 7.6 Administrator Sample Questions (Q46-
Q51):

NEW QUESTION # 46
Refer to the exhibit. Which two statements about the output are true? (Choose two.)

FortiManager # diagnose dvm device list
- There are currently 6 devices/vdoms managed
- There are currently 6 devices/vdoms count for license ---

TYPE oID SN HA ip NAME ADOM IPs FIRMWARE HW_GenX
fmgfaz-managed 188 FGVMB2TM24013504 100.65.1.111 BR1-FGT-1 My ADOM 7.0 MR6 (3401) N/A

|- STATUS: dev-db: nat madified; conf: in sync; cond: pending; dm: installed; conn: up; template:[modified]default

|- vdom:[3]root flags:@ adom:My_ADOM pkg:[imported]BR1-FGT-1

A. Configuration changes have been installed on FortiGate, updating policy and device-level database.
B. The latest revision history for the managed FortiGate does match the FortiManager policy database.
C. The system template default will override device-level database configurations.

D. The latest revision history for the managed FortiGate does not match the device-level database.

Answer: C,D

Explanation:

The status "pending” indicates the latest revision history does not match the device-level database, meaning there are unapplied
changes.

The template is marked as [modified], so the system template default will override device-level database configurations when
installed.

NEW QUESTION # 47
What is the purpose of ADOM revisions?

e A. ADOM revisions compare previous snapshots of the Policy Package and ADOM-level objects with the device-level
database.

e B. ADOM revisions find unused, duplicate, and unnecessary firewall policies and objects.

e C. ADOM revisions save the current state of all policy packages and objects for an ADOM.

e D. ADOM revisions show specific changes in a policy package when it is installed.

Answer: C

Explanation:
ADOM revisions save the current state of all policy packages and objects within an ADOM, allowing admnistrators to track
changes over time and revert to previous configurations if needed.
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NEW QUESTION # 48
What is the best explanation of how FortiManager helps with mass provisioning?

A. Tt provides local FortiGuard Distribution Server (FDS) services to the network.
B. It upgrades the OS of each FortiGate device.

C. It sends emnail alerts when new devices connect.

D. It uses templates to configure the same settings on many devices simultaneously.

Answer: D

Explanation:
FortiManager helps with mass provisioning by using templates that allow administrators to configure the same settings on muiltiple
FortiGate devices simultaneously, streamlining deployment and managerment.

NEW QUESTION # 49
An administrator must create a policy and install it on a FortiGate device within an ADOM in backup mode.
How can the admmistrator perform this task?

A. Make sure the ADOM and FortiGate firmware versions match and use the ADOM policy package.
B. Use a FortiManager script to apply the configuration changes.

C. Use the Install Wizard located on the device manager.

D. Enable workflow mode to allow policy creation and approval

Answer: B

Explanation:
In backup mode, FortiManager does not directly manage policy installation via the usual ADOM policy packages; instead,
admmistrators use FortiManager scripts to push configuration changes, including policies, to FortiGate devices.

NEW QUESTION # 50

Refer to the exhibits. An administrator added BR1-FGT-1 to FortiManager and started importing the policy package. During the
process, they saw that they need to choose values from FortiGate or FortiManager.

Which conclusion is most clearly supported by the exhibits?

Import device window

Import Device - BR1-FGT-1 - Object Conflicts (3/5) =

o The following objects were found having conflicts. Please confirm your settings, then continue.
Conflicts (3)
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A. The default Firewall Profile- Protocol-Options object is the only profile that does not significantly affect any configuration
changes on either FortiManager or FortiGate.

B. FortiManager has a different FortiGuard database compared to FortiGate BR1-FGT-1 for the QUIC protocol.

C. BR1-FGT-1 does not support the SSL/SSH profile with HTTPS on port 443.

D. The admmistrator must match the FortiOS firmware version with the FortiManager ADOM firmware version to resolve the
conflict status.

Answer: A

Explanation:
The conflict is only the comment. It doesn't affect any important configuration.

NEW QUESTION # 51
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