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Fortinet EMEA Advanced Support Exam Sample Questions (Q17-Q22):

NEW QUESTION # 17
‘What happens when a FortiGate detects a SYN flood attack?

A. Tt drops all incoming packets

B. It redirects traffic to a backup gateway
C. It enables proxy-based inspection

D. It applies rate limiting to SYN packets

Answer: D
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Explanation:

When FortiGate detects a SYN flood attack, it applies rate limiting to SYN packets via a DoS policy, dropping excessive packets
to mitigate the attack. It does not drop all packets (A), enable proxy inspection (B), or redirect traffic (D). Exact extract: "FortiGate
mitigates SYN flood attacks using DoS policies, which apply rate limiting to SYN packets to prevent overwhelming the system."

NEW QUESTION # 18
‘What happens when a FortiGate's CPU enters conserve mode?

A. All traffic is blocked

B. Routing protocols are disabled

C. New sessions are dropped

D. Proxy-based inspection is disabled

Answer: D

Explanation:

When a FortiGate's CPU enters conserve mode due to high load, proxy-based inspection (e.g., web filtering, DLP) is disabled to
reduce resource usage, while flow-based inspection continues. Traffic isn't fully blocked (A), new sessions may still be processed
(C), and routing protocols (D) are unaffected. Exact extract: "In conserve mode, FortiGate disables proxy-based inspection to
reduce CPU and memory load, switching to flow-based inspection to maintain performance."

NEW QUESTION # 19
A Company is running an outdated version of a Webserver software that is vulnerable to multiple code execution and injection
attacks. Which Security feature can protect the Webserver until the security patches are applied?

A. Intrusion Detection System
B. Intrusion Prevention System
C. Anti rootkit Protection

D. Anti-virus Protection

Answer: B

Explanation:

An Intrusion Prevention System (IPS) actively blocks malicious traffic, such as code execution or injection attacks, by matching
against known signatures or anomalies, protecting the webserver until patches are applied. Intrusion Detection System (IDS) only
detects and alerts, not blocks. Anti-virus and anti-rootkit are less effective for web-based attacks. The original document's answer B
is incorrect, as IDS does not prevent attacks. Exact extract: "I[PS provides active protection by blocking malicious traffic based on
signatures or anomaly detection... Unlike IDS, which only detects and alerts, IPS can drop packets to prevent attacks like code
execution or SQL injection."”

NEW QUESTION # 20
Firewall is performing statefil inspection for TCP traffic between Client 10.0.0.21 and Server 172.16.1.200.
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A. The ACK was not supposed to be sent to client 10.0.0.21
B. Three way handshake was not conpleted

C. Traffic is Asymmetric and not allowed by the Firewall

D. Traffic should be allowed

Answer: B

Explanation:

Stateful inspection requires a complete TCP three-way handshake (SYN, SYN-ACK, ACK) to establish a session in the firewall's
state table. Ifthe handshake is incomplete (e.g., missing ACK), the session is not established, and traffic is dropped. The question
implies a stateful firewall scenario where traffic is blocked, likely due to an incomplete handshake. Asymmetric traffic (B) or
incorrect ACK (A) are not indicated without further context, and C is incorrect if the handshake fails. Exact extract: "Stateful

mnspection ensures that a TCP three-way handshake is completed before allowing traffic... Ifthe handshake is not completed,
FortiGate drops the packets as invalid."

NEW QUESTION # 21

Client is connected to firewall via link with MTU 1500 bytes, server is connected to firewall via link with MTU 1496 bytes. The

firewall is rewriting both sender and receiver tcp-mss to 1450 bytes. What maximum size of IP packets are we going to see when
client connects to server?

e A 1496 bits
B. 1500 bits
C. 1450 bytes
D. 1500 bytes
E. 1496 bytes
F. 1450 bits

Answer: C



Explanation:

The TCP MSS (Maximum Segment Size) defines the maximum TCP payload size, excluding headers. When the firewall sets MSS
to 1450 bytes, the TCP segment size is limited to this value. For IP packets, the total size includes the TCP header (20 bytes) and
IP header (20 bytes), so 1450 (MSS) + 20 (TCP) + 20 (IP) = 1490 bytes, which fits within both link MTUs (1500 and 1496
bytes). Thus, the maximum IP packet size is not limited by the link MTUs but by the MSS, adjusted for headers. Options C and F
(bits) are incorrect units; A and B exceed the MSS limit. Exact extract: "The TCP MSS is adjusted to prevent fragmentation...
FortiGate can rewrite the MSS in TCP SYN packets to ensure the total IP packet size (including IP and TCP headers) does not
exceed the configured value."

NEW QUESTION # 22

Just as an old saying goes, it is better to gain a skill than to be rich. Contemporarily, competence far outweighs family backgrounds
and academic degrees. One of the significant factors to judge whether one is competent or not is his or her EMEA-Advanced-
Support certificates. Generally speaking, EMEA- Advanced-Support certificates function as the findamental requirement when a
company needs to increase manpower in its start-up stage. In this respect, our EMEA- Advanced-Support practice materials can
satisfy your demands if you are now in preparation for a EMEA- Advanced-Support certificate.
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