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Fortinet FCSS - Network Security 7.4 Support Engineer Sample Questions
(Q83-Q88):

NEW QUESTION # 83
Refer to the exhibit, which displays the output of a real-time debug.

RTITIET.

FGT # diagnose debug application urlfilter -1
FGT # diagnose debug enable

msg="received a request /tmp/.wad512 Q Oiurl.socket, addr len=30:
d=training. fortinet.com:443, 1id=687, \cat=255, vfname='root’, vfid=0,
profile='default’, type=0, client=10.1.10.1, url source=1, url=“/“
action=9 (ftgd-allow) wf-act=5-(ALLOW) user="N/A" src=10.1.10.1 sport=58334
dst=13.226.142.41 dport=448-sérvice="https" cat=52 url cat=52 ip cat=0
hostname="training. fortinet.com" url="/"

Which statement accurately describes this output?

A. Access to the requested website was allowed by web filter profile ftgd-allow.

B. The URL requested was detected to belong to FortiGuard category ID 255.

C. The urlfiterdebug detected a category mismatch.

D. The server hostname was extracted either from the common name (CN) in the server certificate or the server name
indication (SNI) in the client request.

Answer: D

Explanation:
The hostname="training, fortinet.com'field only appears when FortiGate learns the HTTPS hostname via SNI (in the TLS Client
Hello) or by parsing the server certificate’s CN-it isn't gleaned from any HTTP headers over an encrypted tunnel.

NEW QUESTION # 84
Refer to the exhibit, which shows the output of diagnose sys session ist.

PERERN U L

i diagnose sys session list
session info: proto=6 proto_state=01 duration=73 expire=3597 timeout=3600
£flags=00000000 sockflag=00000000 scckport=0 av_idx=0) use=3

origin-shaper=

reply-shaper=

per_ip shaper=

class_id=0 ha_id-0 policy dir=0 tunnel=/_vlan. gos=0/255

state=may_dirty synced none app_ntf

statistic (bytes/packets/allow eTx)V 'oEg=822/11/1 reply=9037/15/1 tuples=2
orgin->sink: org pre->post, ‘réply pre->pcst dev=4-3>2/2->4
gwy=100.64.1.254/10.0%:1.10

hook=post dir=org act==snat 10.0.1.10:65464->54.192.15.182:80 (100.64.1.1:65464)
hook=pre dir=reply act=dnat 54.192.15.182:80->100.64.1.1:65464(10.0.1.10:65464)
pos/ (before, after) 0/ (0,0), 0/ (0,0)

misc=0 policy_id=1 auth_info=0 chk_client_info=0 vd=0

serial=00000098 tos=ff/if ips view=0 app list=0 app=0

dd_type=0 dd_mode=0

Ifthe HA ID for the primary device is 0, what happens if the primary fails and the secondary becomes the primary?

e A The session state is preserved but the kernel will need to re-evaluate the session because NAT was applied.

¢ B. The session will be removed from the session table of the secondary device because of the presence of allowed error
packets, which will force the client to restart the session with the server.

¢ C. The secondary device has this session synchronized; however, because application control is applied, the session is

marked dirty and has to be re-evaluated after failover.

D. Traffic for this session continues to be permitted on the new primary device after failover, without requiring the client to
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restart the session with the server.

Answer: D

NEW QUESTION # 85
Refer to the exhibit, which shows the output of a debug command.

Which two statements about the output are true? (Choose two.)

A. In the network connected to port4, two OSPF routers are down.

B. Ore of the neighbors has a router ID 0f0.0.0.4.

C. The interlace is part of the OSPF backbone area.

D. There are a total of five OSPF routers attached to the vorz4 network segment

Answer: A,C

NEW QUESTION # 86
Exhibit.

Refr to the e lt, which shows e utp of get system ha status.
NGFW-1 and NGFW-2 have been up for a week.
Which two statements about the output are true? (Choose two.)

e A IfFGVM...649 is rebooted. FGVM...650 will become the primary and retain that role, even after FGVM...649 rejoins
the cluster.

e B. Ifport 7 becomes disconnected on the secondary, both FortiGate devices will elect itself as primary.

e C. Ifno action is taken, the primary FortiGate will leave the cluster because of the current sync status.

e D. Ifa configuration change is made to the primary FortiGate at this time, the secondary will initiate a synchronization reset.



Answer: A,B

NEW QUESTION # 87
Refer to the exhibit, which shows the output of the command get router info bgp neighbors 100.64.2.254 advertised-routes.

# get router info bgp neighbora 100.64.2.254 advertised-routes

VRF 0 BGP table wersion is 3, local router TD is 172%0E01% 254
Status codes: & suppressed, d mpad, h histogy O walid, > best, I - intecnal

Origin codes: i - IGP, e - EGP, 7 - incomplele

Network Next Hop Merric LocPrf wWweight RouteTag Path

*> 10.20.30.40/24 100, §4.291 XXX 0

Total number of prefixes 1

What can you conclude from the output?

A. The BGP state of the two BGP participants is OpenConfirm.

B. The local router is advertising the 10.20.30.40/24 network to its BGP neighbor.
C. The BGP neighbor is advertising the 10.20.30.40/24 network to the local router.
D. The router ID of'the neighbor is 100.64.2.254.

Answer: B

NEW QUESTION # 88
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