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ZTNA Network Topology
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Refer to the exhibits, which show a network topology diagram of ZTNA proxy access and the ZTNA rule configuration.

An administrator runs the diagnose endpoint record list CLI command on FortiGate to check Remote-Client endpoint information,
however Remote-Client is not showing up in the endpoint record list.

What is the cause of this issue?

e A, Remote-Client failed the client certificate authentication.

¢ B. Remote-Client provided an empty client certificate to connect to the ZTNA access proxy.
¢ (. Remote-Client has not initiated a connection to the ZTNA access proxy.

¢ D. Remote-Client provided an invalid certificate to connect to the ZTNA access proxy.

Ef: A



H I #68
Which two VPNtypes can a FortiClientendpoint user inmate from the Windows command prompt? (Choose two)

A. IPSec
B. PPTP
C.L2TP
D. SSL VPN

Eﬁ: A\ D

M #69
Refer to the exhibit.

@ AntiVirus Protection
(] " bk

Realtime Protection:

Dynamic Threat Detection JFF
Block malicious. websites:

Threats Detected

Scan Schedule Weelkdy Scan at 19 EDFMwH.rlnET

Last Scan 4/23/2019

Based on the settings shown in the exhibit what action will FortiClient take when it detects that a user is trying to download an
mfected file?

A. Allows the infected file to download without scan

B. Blocks the infected files as it is downloading

C. Quarantines the infected files and logs all access attenpts
D. Sends the infected file to FortiGuard for analysis

EfE: A

fi -

Block Malicious Website has nothing to do with infected files. Since Realtime Protection is OFF, it will be allowed without being
scanned.

Based on the settings shown in the exhibit:

* Realtime ProtectionOFF

* Dynamic Threat DetectionOFF

* Block malicious websites:ON

* Threats Detected:75

The "Realtime Protection” setting is crucial for preventing infected files from being downloaded and executed. Since "Realtime
Protection" is OFF, FortiClient will not actively scan files being downloaded. The setting "Block malicious websites" is intended to
prevent access to known malicious websites but does not scan files for infections.

Therefore, when a user tries to download an infected file, FortiClient will allow the file to download without scanning it due to the
Realtime Protection being OFF.

References

* FortiClient EMS 7.2 Study Guide, Antivirus Protection Section

* Fortinet Documentation on FortiClient Real-time Protection Settings

HE #70
Which statement about FortiClient comprehensive endpoint protection is true?

e A It helps to safeguard systems from advanced security threats, such as malware.



¢ B. It helps to safeguard systems from data loss.
e C. It helps to safeguard systens from DDoS.
e D. It helps to safeguard systens from email spam

EfE: A

fEERA -

FortiClient provides comprehensive endpoint protection for your Windows-based, Mac-based, and Limuxbased desktops, laptops,
file servers, and mobile devices such as iOS and Android. It helps you to safeguard your systems with advanced security
technologies, all of which you can manage froma single management console.

HE#T1
Which two statements apply to FortiClient forensics analysis? (Choose two answers)

o A. The administrator must request analysis for the desired endpoint.

¢ B. The endpoint is quarantined until forensics is completed.

e C. FortiClient sends an alert notification when malicious activity is triggered.
¢ D. Forensics analysis features must be enabled in the system settings profile.

Ef#: A. D

R -

Based on theFortiClient EMS 7.2/7.4 Administrator Study Guideand theFortiGuard Forensics Service User Guide, the forensics
analysis feature is a specialized service that requires specific admmistrative actions and configuration.

1. The Admmnistrator Must Request Analysis (Answer B)

* Manual Initiation: Unlike standard Antivirus or Sandbox scans which occur automatically upon detection, theFortiGuard Forensics
Analysisis a service-based mvestigation.

* Workflow: Once a threat is detected or a device is suspected of being compromised, the administrator must navigate to
theEndpointspane, select the specific device, and click theRequest Analysisbutton.

* Escalation: The administrator then fills out a questionnaire (providing the reason for escalation and issue summary) to submit the
logs to the FortiGuard Labs forensic team for manual review.

2. Forensics Features Must be Enabled in the Profile (Answer D)

* Two-Step Enabling;

* Global Level: First, the feature must be toggled on underSystem Settings > Feature Select > FortiGuard Forensics Analysis.

* Profile Level: Crucially, it must be enabled within theEndpoint Profile(specifically under System Settings) that is applied to the
target endpoints.

* Agent Deployment: Toggling this in the profile ensures the FortiClient endpomnt prepares the

"forensics agent" components required to collect deep-system data (such as the Master File Table, Windows Event Logs, and
registry hives) when a request is eventually made.

3. Why Other Options are Incorrect

* A. FortiClient sends an alert notification: While FortiClient does send alerts for malicious activity, this is part of the
standardEndpoint ControlandMalware Protectionmodules. Theforensics analysis itselfis the follow-up nvestigation performed after
such an alert is received and reviewed by an admin.

* C. The endpoint is quarantined until completed: Although it is a security "Best Practice" to quarantine a compromised endpoint
during an mvestigation, the forensics analysis process does not programmatically force or require a quarantine state to function. The
forensics agent can collect logs from an online, non-quarantined device as long as it has EMS connectivity.
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