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ACAMS Certified Cryptoasset Anti-Financial Crime Specialist Examination
R E CCAS A B E (Q40-Q45):

B #40
Which are essential components of an AML program for Customer Due Diligence (CDD)? (Select Three.)

A. Requirement to keep all nformation necessary to maintain a customer's risk profile

B. Requirement for training of staff responsible for gathering CDD information

C. Procedures to annually review all clients

D. Requirement to maintain an accurate and complete list of virtual assets exposed to high risk of misuse
E. Procedures to address circumstances where the true identity of a customer is questionable

F. Procedures to ensure that high-risk customers' IP addresses are subject to ongoing monitoring

IEf#: A. B. E

AR

An effective AML CDD program nust include:

Staff training on gathering CDD (A)

Maintaining complete information to support risk profiling (B)

Procedures to address situations where the customer’s true identity is unclear or questionable (F) Annual client reviews (D) and TP
address monitoring (E) may be part of broader AML controls but are not findamental CDD requirements. Maintaining a list of high-
risk virtual assets (C) is important but relates more to product risk management than direct CDD.

HE #41
What is the correct risk assessment equation used in AML/CFT compliance frameworks, including for cryptoasset risk evaluations?

A. Inherent Risk + Control Effectiveness = Residual Risk
B. Residual Risk + Control Effectiveness = Inherent Risk
C. Inherent Risk - Control Effectiveness = Residual Risk
D. Inherent Risk - Residual Risk = Control Effectiveness

IEf: C

RN -

In risk-based AML/CFT programs - including those applied to Virtual Asset Service Providers (VASPs) - risk assessment
determines the remaining exposure after applying mitigating measures.

Inherent Risk: The natural level of risk before applying any controls, based on factors like customer profile, transaction patterns, and
jurisdiction.

Control Effectiveness: The degree to which implemented controls (e.g., CDD, EDD, sanctions screening, blockchain analytics)
reduce risk.

Residual Risk: The risk that remains after controls are applied and is the level an organization must either accept, reduce further, or
avoid.

The standard formula is:

Inherent Risk - Control Effectiveness = Residual Risk

This equation is emphasized in FATF's risk-based approach guidance and reinforced in DIFC (DFSA) and ADGM (FSRA) AML
rules to ensure ongoing monitoring and governance oversight of remaining risks.

H #42
Which activity should be detected as a red flag during the customer onboarding stage and further investigated?

A. Receipt of a law enforcement request to examine transactions on the customer's account
B. The applicant being located in the same jurisdiction as the virtual asset service provider
C. The use of a foreign identification document by an immigrant

D. Sharing of the same IP address by multiple customers

Ef#: D

fERL:
Sharing of the same [P address by multiple customers during onboarding can indicate potential fraud, identity manipulation, or



collusion, and should be flagged for further investigation. This can be a sign of synthetic identities or multiple accounts controlled by
the same person.

Receipt of law enforcement requests (A) usually occurs post-onboarding, while the location (B) or use of foreign IDs (C) is not
inherently suspicious.

HF #43
Which type of blockchain is jointly operated by multiple pre-approved organizations?

e A. Public
e B. Hybrid
e C. Private
e D. Consortum

Ef#: D

R -
Consortium blockchains are semi-private networks where governance is shared among authorized participants, offering a balance
between decentralization and access control.

H #44
Under the risk-based approach, firms nust:

¢ A. Only monitor transactions over USD 10,000

¢ B. Avoid onboarding high-risk customers

e C. Apply the same level of due diligence to all customers

¢ D. Adjust controls based on customer and transaction risk level

iFfE: D

A :
The risk-based approach requires tailoring AML/CFT controls to the level of assessed risk, enhancing due diligence for higher-risk
customers.
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