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An enterprise customer needs a Cyber Recovery solution to be implemeanted. As an outcome from a
previous workshop, the following backup environment needs to be protected to the CR Vault,
Location 1: 4 PowerProtect Dhs

Location 2: 4 PawerProtect DDs

Location 3: 2 PowerProtect DDs

Locafion 4: 2 FowerProtect DDs

The customer wants to implement a CR Vault in a 5th location.

How many Cyvber Becovery systems must be installed al a minimum level?
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What vault status is displayed if none of the PowerProtect DD systems in the CR Vault are able to
eommunicate with the Cyber Recovery software?

= A Unknown
= B, Unlocked
= . Locked

s D, Degrraded
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A2 #10

CCM: A hypothetical start-up company called "ABC" provides a cloud based IT management solution. They are growing rapidly
and therefore need to put controls in place in order to manage any changes in their production environment. Which of the following
Change Control & Configuration Management production environment specific control should they implement in this scenario?

A. Policies and procedures shall be established for managing the risks associated with applying changes to business-critical or
customer (tenant)-impacting (physical and virtual) applications and system- system interface (API) designs and configurations,
infrastructure network and systems components.

B. Nore of the above

C. Policies and procedures shall be established, and supporting business processes and technical measures implemented, to
restrict the installation of unauthorized software on organizationally-owned or managed user end-point devices (e.g. issued
workstations, laptops, and mobile devices) and IT infrastructure network and systems components.

D. All cloud-based services used by the company's mobile devices or BYOD shall be pre-approved for usage and the
storage of company business data.
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HAE #11
‘Why is snapshot management crucial for the virtual machine (VM) lifecycle?

A. Tt s used for load balancing VMs

B. It provides real-time analytics on VM applications

C. It allows for quick restoration points during updates or changes
D. It enhances VM performance significantty

¥e: C

MY
Snapshots serve as recovery points, enabling quick rollback to previous states if issues arise during updates or changes. This is
crucial for VM lifecycle management. Reference: [Security Guidance v5, Domain 7 - Infrastructure & Networking]

EE#12
‘Which of'the following is a primary purpose of establishing cloud risk registries?

A. In order to establish cloud service level agreements

B. To manage and update cloud account credentials

C. To monitor real-lime cloud performance

D. Identify and manage risks associated with cloud services

HE: D

MY

A cloud risk registry is primarily used to identify and manage risks associated with cloud services. It serves as a tool for
documenting, tracking, and assessing potential risks to the organization that arise from using cloud services. This includes risks
related to security, compliance, availability, and performance. The risk registry helps organizations prioritize and mitigate these risks
effectively to ensure the security and resilience of their cloud infrastructure.

Establishing SLAs is related to cloud contract management but not the primary purpose of a risk registry.

Monitoring real-time cloud performance is a performance monitoring task, not the focus of a risk regjstry.

Managing cloud account credentials is an aspect of identity and access managemment, not related to risk regjstries.



HEE#13
Why is it important to capture and centralize workload logs promptly in a cybersecurity environment?

¢ A. To comply with data privacy regulations
¢ B. Logs may be lost during a scaling event
e C. To simplify application debugging processesB Primarily to reduce data storage costs

HE: A

MY

In a cybersecurity environment, it is important to capture and centralize workload logs promptly because logs may be lost during a
scaling event. When workloads are scaled up or down, such as when cloud resources are dynamically allocated, logs may not be
properly captured or may be overwritten if they are not centralized and stored in a reliable, persistent location. Centralizing logs
ensures that valuable security data is not lost during these events and can be accessed for incident detection, analysis, and response.

AE#14
Who is responsible for the security of the physical infrastructure and virtualization platform?

A. The responsibility is split equally

B. It depends on the agreement

C. The cloud consumer

D. The majority is covered by the consumer
E. The cloud provider
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