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@ local FertiGuard Distibution Seraor (FDES) in a closed network. An adminisirator pushes a new firgwall

poboy with an intrusion prevention system (IPS) profita from ForiManager to FostiGate HO-MGFW-1

However, ForiGate does nol recognize the new IPS signature from Fortdfanager.

Winat is the mast lkely reason why FomiGale HO-NGFW-1 doas nat recognize the new [P5 signature?

A FortiGate must enabie rating fof the FerhManager P sddress, 182 168.1.120, in saref list 1.

8, FediManager and FortiGale have different |PS database versions.

©. The administrator must enabla P connachions for FortiGuard servicas on FortiManagar.

0. Thir acministrator must enable the forfiguard-anyeast option to corecthy downloed all sigratures from

tha local FOS

Answer: B

Explanation:

Thix most Brely reason ForliGate HQ-NGFW-1 doas nol recegnize (he new IPS sinature s thal

FortiManager and FortiGate hava different IPS database versions, Tha FortiManager may have pushed a

sagnature update thet FortiGate has not yel synchronzed or vabdaled locally, causing the signature 10 be

unreognized,

9.Which i reccammendad when you are managing a high velume of legs in your netwodk?

A Store logs on ForiManager and usa ForliView

B. Add and manage ForlAnatyzer from FomManager.

. Enabie advanced ADOM mode on Fotidanager,

3. Forward logs from Foetidnalyzer to ForiManager daity.

Answer: B

Explanation:

Anding and managing FoniAnatyzer from FeriManaged i recommanded for handing & high volume of
fogs, as Fortifnalyzer is designed specifically for conbrabzed log mansgement, analysis, and reparing.
which offioads. thes woskload Trem FortiManager
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e Admmistration: This section of the exam measures the skills of System Administrators and covers the
T | essential features of FortiManager. It includes the initial configuration process and the setup of
administrative domains (ADOMS), ensuring smooth system management.

¢ Device Manager: This section of the exam measures the skills of Network Security Engineers and focuses
1D on registering devices within ADOMs and handling device configurations. Candidates also learn how to
nstall changes through scripts and diagnose issues using the revision history.

¢ Policy and Objects: This section of the exam measures the skills of System Administrators and evaluates
5 3 their ability to manage policies and objects within FortiManager. It involves ADOM revisions, workspace
mode, and policy imports and installations, emphasizing consistent policy control across networks.

4 ¢ Troubleshooting
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Refer to the exhibits. An administrator needed to recover all the configurations related to the user, Support. The configurations were
saved in configuration revision ID 9.

Device Revision Diff é" HTI n ET

Device Revision Diff

Revision ID: 11 Revision ID: 9
Total 12696 Tota 12704
Deleted 0 Added 8
Madified 0 Modifed 0
end ¥ end
sonfig user local
&dit _“Support”

set. type passsacd
sef_two_factor email :
5ot emall-to “support@mall.com”

next
config user group config user group
set service "ALL" set service "ALL”
set _users - Support”
set comments “test set comments "'m"

2C

Save Diff as Script m Cancel

CLI output

FortiManager #® diagnose dvm device list
<= There are currently 6 devices/vdoms managed ---
-= There are currently 6 devices/vdoms count for license

TYPE 01D SN HA IP NAME ADOM IPS FIRMWARE HW_GenX
fmgfaz-managed 188 FGVMO2TM24013504 - 100.65.1.111 BR1-FGT-1 My _ADOM 7.0 MR6 (3401) N/A
|- STATUS: dev-db: not modified; conf: id sync; cond: OK; dm: installed; conn: up; template:[installed]default
e ST, ADOM pkg: [unknown |BR1-FGT-1

The administrator reverted the configuration using the Configuration Revision History window and received the CLI output shown in
the exhibit.
What can you conclude from the CLI output?

A. The administrator installed only the device-level configuration.

B. The administrator needs to retrieve the device to correctly detect the FortiGate firmware version.
C. The administrator reinstalled the policy package.

D. The administrator set the flag to 0 to prevent configuration overrides.

£%: B
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The CLI output shows the status "dev-db: not modified; conf: in sync; cond: OK; dm: installed," but the firmware version for the
device is listed as "Tunknown]." This indicates that FortiManager has not properly detected the FortiGate firmware version, likely
because the device needs to be retrieved to update its information.

FIRE #17

Refer to the exhibit. A junior administrator is troubleshooting a FortiManager connectivity issue that is occurring with a managed
FortiGate device.

Given the FortiManager device manager settings shown in the exhibit, what can you conclude from this scenario?

FortiManager Managed FortiGate devices F H I I I I E I

£.% FortiManager = @ Add Devi

@& Dashboard IF  Search... Q

= Device M

== oo Manager Ml = Managed FortiGate (1)
Device & Groups 3 ISFW
Scripts
Provisioning Templates

Firmware Templates

Device... Policy ...

Bun. @ j - ONe. @

Monitors

B Policy & Objects

> T r 1 T 1
@edit| [@petete | [T [~ ][@7 | [T~ o]
=k VPN Manager » - L L
B AP Manager » ] Device Name ~  Config Status © = Host Name = Policy Package Status = IP Address = PlathrE
E] FortiSwitch Manager > a & ISFW @ Unknown ISFW A Never Installed 10.0.1.200 FortiGate-|

A. The administrator must refresh the device to restore connectivity.

B. The administrator recently restored a FortiManager configuration file.

C. The administrator can reclaim the FortiGate to FortiManager protocol (FGFM) tunnel to get the device online.
D. FortiManager lost internet connectivity, therefore, the device appears to be down.

£%: B
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FMG is in offline mode, which is activated after restoring a configuration file.

il =8 #18
An admmistrator is copying a system template profile between ADOMs by running the following command:

execute fimprofile export-profile ADOM 3547 /tmp/Backup_File output dump to file: [/tmp/Backup File] Where does this
command export the system template profile from?

A. FortiManager configuration backup file
B. FortiManager /tmp/Backup_File folder
C. ADOM device database

D. FortiManager ADOM policy database

EE: D
fRRERA

The command exports the system template profile from the FortiManager ADOM policy database, which stores the configuration
templates for devices within that ADOM.

i =8 #19
You want to let multiple administrators work in the same ADOM without creating configuration conflicts.
What is the best and the most effective solution to apply?

A. Assign admmistrators with JSON API access to the FortiManager.

B. Activate workspace mode in the ADOM settings.

C. Enable workflow mode, which is the only way to prevent concurrent configuration conflicts.
D. Configure RADIUS authentication to assign ADOM roles to each user.
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Activating workspace mode in the ADOM settings allows multiple administrators to work concurrently in the same ADOM by
isolating their configuration changes in separate workspaces, preventing conflicts and enabling effective collaboration.

R 78 #20

Refer to the exhibit. Which two results occur if you run the script using the Device Database option? (Choose two.)
rorumanager script

Create New Script x
0/225

Type CLI Script -
Run script on Device Database v
Validate on change »
Validation device platform o FortiGate-VM64 v
Script details Search + 3

config router prefix-list

edit public

copfig fule

edit 1

8 Set prefix 0.0.0.0/0

F::RTINET

edit 2
set prefix 8.8.8.8/32
set action deny

end

[&] Format CLI script | * Revert All Changes

Advanced Device Filters >

A. The successful execution of a script on the Device Database creates a new revision history.
B. The script history shows the successful installation of the script on the remote FortiGate.

C. The device Config Status is tagged as Modified.

D. The administrator must install these changes on a managed device using the Install Wizard.

EE: CD

fRRER A
Running a script on the Device Database marks the configuration as modified but does not immediately apply changes to the device.
The administrator must use the Install Wizard to push and install these changes from the Device Database onto the managed device.
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