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CheckPoint Check Point Certified Troubleshooting Expert - R81.20 52 %€

156-587 &4 5% R /E (Q35-Q40):

HPH #35

The Check Point Firewall Kernel is the core component of the Gaia operating system and an integral part of the traffic inspection
process. There are two procedures available for debugging the firewall kernel. Which procedure/command is used for
troubleshooting packet drops and other kernel activities while using minimal resources (1 MB buffer)?

A. fwk ell debug

B. fw ctl zdebug

C. fw debug ctl

D. fw ctl debug/kdebug

F
®

: B

HM #36
Troubleshooting issues with Mobile Access requires the following:

A.'ma_vpnd' process on Security Gateway

B. Standard VPN debugs and packet captures on Security Gateway, debugs of 'cvpnd' process on Security Management
C. Debug logs of FWD captured with the command - 'fw debug fwvd on TDERROR MOBILE ACCESS=5'

D. Standard VPN debugs, packet captures and debugs of cvpnd1 process on Security Gateway

Ef: D

B #37
What are the three main component of Identity Awareness?



A. Client, SMS and Secure Gateway

B. Identity Awareness Blade on Security Gateway, User Database on Security Management Server and Active Directory
C. Identity Source, Identity Server (PDP) and Identity Enforcement (PEP)

D. User, Active Directory and Access Role

F
®

: C

HM #38
For Identity Awareness, what is the PDP process?

A. UserAuth Database

B. Log Sifter

C. Captive Portal Service
D. Identity server

Ef#: D

A -

The PDP process is the Identity server, which is a component of the Identity Awareness blade on the Security Gateway. The PDP
process is responsible for collecting and managing identity information from various sources, such as Active Directory, Identity
Agents, Captive Portal, Termmal Servers, and RADIUS. The PDP process also commumnicates with the PEP process, which is the
Policy Enforcement Point, to enforce identity- based policies on the traffic passing through the Security Gateway1. The other
options, such as Log Sifter, Captive Portal Service, and UserAuth Database, are either not related to Identity Awareness or not
processes, but rather files or services. References: 1: sk93046: Identity Awareness - How to Configure

B #39
‘What information does the doctor-log script supply?

A. Current and daily average logging rates. Indexing status, Size
B. Logging errors. Exceptions, Repair options

C. Repair options. Logging Rates, Logging Directories

D. Logging rates, Logging Directories, List of troubleshooting tips

EfE: A

fi .-

The doctor-log script is a tool that provides information about the logging system and helps to identify and troubleshoot common
issues. The script runs automatically every night and generates a report that contains the following information:

Current and daily average logging rates: This shows how many logs are being generated and received by the log server per second.
It can help to monitor the logging performance and identify any spikes or drops in the logging rate.

Indexing status: This shows the status of the log indexing process, which enables faster and more efficient log searches. It can help to
identify any issues with the indexing system, such as delays, failures, or errors.

Size: This shows the size of the log files and the disk space used by the logging system. It can help to manage the disk space and
plan for log rotation and backup.

The doctor-log script also provides some troubleshooting tips and repair options for common logging issues, such as corrupted log
files, missing log indexes, or low disk space. The script can be run manually or scheduled to run at a specific time. The script output
can be viewed in the SmartConsole or in the log server file system
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