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F5 F5CAB5 Exam Syllabus Topics:

Topic Details

Topic 1
Identify the reason a virtual server is not working as expected: This section covers diagnosing virtual server
issues including availability status, profile conflicts and misconfigurations, and incorrect IP addresses or
ports.

Topic 2
Given a scenario, review basic stats to confirm functionality: This section involves interpreting traffic object
statistics and network configuration statistics to validate system functionality.
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Topic 3
Identify network level performance issues: This section focuses on diagnosing network problems including
packet capture needs, interface availability, packet drops, speed and duplex settings, and TCP profile
optimization.,
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Premium F5 F5CAB5 Questions
ValidBraindumps F5 F5CAB5 exam training materials are provided in PDF format and software format. It contains F5 F5CAB5
exam questions and answers. These issues are perfect, Which can help you to be successful in the F5 F5CAB5 Exam.
ValidBraindumps F5 F5CAB5 exam comprehensively covers all syllabus and complex issues. The ValidBraindumps F5 F5CAB5
exam questions and answers is the real exam challenges, and help you change your mindset.

F5 BIG-IP Administration Support and Troubleshooting Sample Questions
(Q42-Q47):
NEW QUESTION # 42 
A BIG-IP Administrator uses backend servers to host multiple services per server. There are multiple virtual servers and pools
defined, referencing the same backend servers. Which load balancing algorithm is most appropriate to have an equal number of
connections on each backend server?17

A. Least Connections (node)
B. Least Connections (member)
C. Predictive (member)
D. Predictive (node)

Answer: A

Explanation:
When load balancing is not working as 23expected and connections appear skewed across physical hardware, the administrator
must distinguish between "member"24 and "node" level balancing. A "member" refers to a specific IP and Port combination (e.g.,
10.1.1.1:80), whereas a "node" refers to the underlying IP address (10.1.1.1) regardless of the port25. If a single server hosts
multiple services (Web, FTP, API) across different pools, using "Least Connections (member)" would only balance connections
within each individual pool26.
This could lead to a scenario where one server is overwhelmed because it is winning the "least connections" count in three different
pools simultaneously. By selecting "Least Connections (node)," the BIG-IP tracks the total number of concurrent connections to the
physical IP address across all pools it belongs to27. This ensures that the administrator can maintain an equal distribution of work
across the hardware, preventing performance degradation on backend servers that host multiple application services.

NEW QUESTION # 43 
Clients report that they cannot reach the virtual server vs-production on port 80, but are able to ping the virtual server address. The
configuration is shown below:
Plaintext
ltm virtual vs-production {
destination 10.99.20.50:http
ip-protocol tcp
mask 255.255.255.255
profiles {
http {}
tcp {}
}
source 192.168.0.0/16
translate-address enabled
translate-port enabled
vlans {
external
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}
vlans-enabled
}
What is the cause?

A. The virtual server is disabled.
B. The client uses an old browser.
C. The client comes from an unallowed subnet.
D. The virtual server does NOT listen on port 80.

Answer: C

Explanation:
The issue is caused by the Source Address restriction configured on the virtual server.
Source Filter: The configuration contains the line source 192.168.0.0/16. This acts as an implicit Access Control List (ACL). The
virtual server will only accept and process TCP connections if the client's source IP address falls within the 192.168.x.x range.
Why Ping Works: ICMP (Ping) is handled by the Virtual Address object, not the Virtual Server object. Unless ICMP is specifically
disabled on the Virtual Address, it will respond to pings from any subnet, even if the Virtual Server itself is restricted by a source
filter or is even disabled.
Evaluation of Other Options:
Disabled (Option A): If the VS were disabled, the configuration would typically show disabled or state down, and the symptoms
would be similar, but the source filter is a more specific "misconfiguration" in this context.
Port 80 (Option C): The configuration destination 10.99.20.50:http explicitly confirms it is listening on port 80.
Unallowed Subnet: If a client from a different network (e.g., 10.10.1.5) tries to connect, the BIG-IP will silently drop the connection
or send a reset because it does not match the defined source criteria.

NEW QUESTION # 44 
Refer to the exhibit. A pool member fails the monitor checks for about 30 minutes and then starts passing the monitor checks. New
traffic is NOT being sent to the pool member. What is the likely reason for this problem? (Choose one answer)

A. The pool member is disabled.
B. Time Until Up is zero.
C. Monitor Type is TCP Half Open.
D. Manual resume is enabled.

Answer: D

Explanation:
In BIG-IP LTM, health monitors are used to determine if a pool member or node is "Up" and capable of processing traffic. Based
on the provided exhibit, the specific configuration setting causing this behavior is Manual Resume.
Manual Resume (Enabled/Yes): When the Manual Resume setting is set to Yes, it changes the default behavior of how a pool
member returns to service. Under normal circumstances (Manual Resume set to No), once a pool member starts passing its health
check again, the BIG-IP system automatically marks it as "Up" and resumes sending traffic to it. However, with Manual Resume
enabled, the system will continue to mark the pool member as "Down" (or "Unavailable") even after it passes the health check. It
requires a manual intervention by an administrator to reset the status and allow traffic to flow again.
Exhibit Analysis: The screenshot clearly shows the Manual Resume radio button is selected as Yes. This explains why, even after the
pool member "starts passing the monitor checks," it does not receive new traffic.

NEW QUESTION # 45 
A BIG-IP Administrator needs to collect HTTP status code and HTTP method for traffic flowing through a virtual server.
Which default profile provides this information? (Choose one answer)

A. Statistics
B. Analytics
C. Request Adapt
D. HTTP

Answer: B



Explanation:
To collect application-layer details such as HTTP status codes (200, 404, 500, etc.) and HTTP methods (GET, POST, PUT,
DELETE), the BIG-IP system must use a profile designed for traffic visibility and reporting rather than basic traffic handling. The
Analytics profile (Option C) is the correct choice because it is specifically designed to collect, store, and present detailed statistics
about HTTP and TCP traffic passing through a virtual server.
When an Analytics profile is attached to a virtual server, BIG-IP can record metrics such as HTTP response codes, request
methods, URI paths, latency, throughput, and client-side/server-side performance data. These statistics are then accessible through
the BIG-IP GUI under Statistics → Analytics, allowing administrators to validate application behavior and troubleshoot performance
or functional issues.
The HTTP profile (Option B) enables HTTP protocol awareness and features like header insertion and compression, but it does not
provide historical or statistical reporting of HTTP methods and response codes. Request Adapt (Option A) is used for ICAP-based
content adaptation, not visibility. Statistics (Option D) is not a standalone profile and does not provide HTTP-level insight.
Therefore, the Analytics profile is the only default profile that fulfills this requirement.

NEW QUESTION # 46 
Refer to the exhibit.
A user with IP address 192.168.162.70 is unable to connect to an HTTP application. What is a possible cause within the Virtual
Server configuration?

A. The Destination Address is configured as 192.168.162.80
B. The Source Address is configured as 10.128.10.0/24
C. The Service Port is configured as 0 *All Ports
D. The Virtual Server is configured as a Standard Type

Answer: B

Explanation:
The failure to connect is caused by a restrictive Source Address filter configured on the Virtual Server.
* Source Address Filtering: In the BIG-IP system, the Source Address field on a Virtual Server acts as an implicit Access Control
List (ACL). Only traffic originating from a client IP address that matches the specified network range will be accepted and
processed by the Virtual Server.
* Analyzing the Exhibit: The provided configuration for vs_http shows the Source Address is set to
10.128.10.0/24. This means the Virtual Server will only accept connections from the subnet ranging from 10.128.10.1 to
10.128.10.254.
* Identifying the Conflict: The user trying to connect has the IP address 192.168.162.70. Since
192.168.162.70 does not fall within the allowed 10.128.10.0/24 range, the BIG-IP system will not match this traffic to the Virtual
Server, effectively blocking the connection attempt.
* Evaluation of Other Options:
* All Ports (Option A): Configuring a Virtual Server for "All Ports" (port 0) allows it to handle traffic for any destination port, which
would not block a standard HTTP application.
* Destination Address (Option B): The destination address 192.168.162.80 is the Virtual IP (VIP) users should be connecting to;
this is a standard configuration and not the cause of the failure for a user reaching out to it.
* Standard Type (Option C): A "Standard" Virtual Server is the most common type used for HTTP applications as it allows for
Layer 7 profiles and full proxy capabilities.

NEW QUESTION # 47
......
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