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ECCouncil Certified Ethical Hacker Exam (CEHv13) Sample Questions
(Q302-Q307):
NEW QUESTION # 302 
Which of the following Metasploit post-exploitation modules can be used to escalate privileges on Windows systems?

A. autoroute
B. getuid
C. getsystem
D. keylogrecorder

Answer: C
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Explanation:
When using exploits, you might gain access as only a local user. This limits what you can do on the target machine. You can use
Meterpreters 'getsystem̀  command (https://github.com/rapid7/metasploit-payloads/blob
/master/c/meterpreter/source/extensions/priv/elevate.c#L70) to elevate your permissions from a local administrator to SYSTEM.
This works by using three elevation techniques.

NEW QUESTION # 303 
John, a professional hacker, targeted an organization that uses LDAP for accessing distributed directory services. He used an
automated tool to anonymously query the IDAP service for sensitive information such as usernames. addresses, departmental details,
and server names to launch further attacks on the target organization.
What is the tool employed by John to gather information from the IDAP service?

A. Ike-scan
B. Zabasearch
C. jxplorer
D. EarthExplorer

Answer: C

Explanation:
JXplorer could be a cross platform LDAP browser and editor. it's a standards compliant general purpose LDAP client which will be
used to search, scan and edit any commonplace LDAP directory, or any directory service with an LDAP or DSML interface.
It is extremely flexible and can be extended and custom in a very number of the way. JXplorer is written in java, and also the source
code and source code build system ar obtainable via svn or as a packaged build for users who wish to experiment or any develop
the program.
JX is is available in 2 versions; the free open source version under an OSI Apache two style licence, or within the JXWorkBench
Enterprise bundle with inbuilt reporting, administrative and security tools.
JX has been through a number of different versions since its creation in 1999; the foremost recent stable release is version 3.3.1, the
August 2013 release.
JXplorer could be a absolutely useful LDAP consumer with advanced security integration and support for the harder and obscure
elements of the LDAP protocol. it's been tested on Windows, Solaris, linux and OSX, packages are obtainable for HPUX, AIX,
BSD and it should run on any java supporting OS.

NEW QUESTION # 304 
Bella, a security professional working at an it firm, finds that a security breach has occurred while transferring important files.
Sensitive data, employee usernames. and passwords are shared In plaintext, paving the way for hackers 10 perform successful
session hijacking. To address this situation. Bella Implemented a protocol that sends data using encryption and digital certificates.
Which of the following protocols Is used by Bella?

A. FTP
B. FTPS
C. IP
D. HTTPS

Answer: B

Explanation:
The File Transfer Protocol (FTP) is a standard organization convention utilized for the exchange of PC records from a worker to a
customer on a PC organization. FTP is based on a customer worker model engineering utilizing separate control and information
associations between the customer and the server.[1] FTP clients may validate themselves with an unmistakable book sign-in
convention, ordinarily as a username and secret key, however can interface namelessly if the worker is designed to permit it. For
secure transmission that ensures the username and secret phrase, and scrambles the substance, FTP is frequently made sure about
with SSL/TLS (FTPS) or supplanted with SSH File Transfer Protocol (SFTP).
The primary FTP customer applications were order line programs created prior to working frameworks had graphical UIs, are as
yet dispatched with most Windows, Unix, and Linux working systems.[2][3] Many FTP customers and mechanization utilities have
since been created for working areas, workers, cell phones, and equipment, and FTP has been fused into profitability applications,
for example, HTML editors.



NEW QUESTION # 305 
Mary, a penetration tester, has found password hashes in a client system she managed to breach. She needs to use these passwords
to continue with the test, but she does not have time to find the passwords that correspond to these hashes. Which type of attack
can she implement in order to continue?

A. LLMNR/NBT-NS poisoning
B. Internal monologue attack
C. Pass the ticket
D. Pass the hash

Answer: D

Explanation:
Active Online Attacks: Hash Injection/Pass-the-Hash (PtH) Attack A hash injection/PtH attack allows an attacker to inject a
compromised hash into a local session and use the hash to validate network resources The attacker finds and extracts a logged-on
domain admin account hash The attacker uses the extracted hash to log on to the domain controller

NEW QUESTION # 306 
Which of the following incident handling process phases is responsible for defining rules, collaborating human workforce, creating a
back-up plan, and testing the plans for an organization?

A. Recovery phase
B. Preparation phase
C. Containment phase
D. Identification phase

Answer: B
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