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F5 BIG-IP Administration Data Plane Configuration Sample Questions (Q32-
Q37):

NEW QUESTION # 32

A BIG-IP Admmistrator adds new pool members into an existing, highly utilized pool. Soon after, there are reports that the
application is failing to load for some users.

‘What pool-level setting should the BIG-IP Administrator check?

A. Slow Ramp Time

B. Action On Service Down
C. Availability Requirement
D. Allow SNAT

Answer: A

Explanation:
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Slow Ramp Time prevents new pool members from receiving a full share of traffic immediately, allowing applications to warm up
gradually.

NEW QUESTION # 33
Refer to the exhibit.
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DNS queries from two internal DNS servers eing load-balanced to external DNS servers via a virtual server on a BIG-1P
device. The DNS queries originate from:

192.168.10.100

192.168.10.200

and target:

192.168.2.150

AIIDNS queries destined for the external DNS servers fail.

‘Which property change should the BIG-IP Administrator make in the Virtual Server to resolve this issue? (Choose one answer)

e A Protocol to UDP

e B. Source Address to 192.168.10.0/24

e C. Type to Performance (HTTP)

¢ D. Protocol profile (Client) to DNS_OPTIMIZED

Answer: A

Explanation:

DNS traffic is primarily transported using UDP port 53. In the exhibit, the Virtual Server is configured with the Protocol set to TCP,
which prevents standard DNS queries from being processed correctly. BIG-IP Virtual Servers must be configured with the correct
Layer 4 protocol to match the application traffic they are handling,

According to the BIG-IP Administration: Data Plane Configuration documentation:

The Protocol setting on a Virtual Server defines whether traffic is processed as TCP, UDP, or another supported transport protocol.
Standard DNS queries and responses use UDP, while TCP is only required for DNS zone transfers (AXFR) or exceptionally large



responses.

When a DNS Virtual Server is incorrectly configured with TCP, UDP-based DNS queries are dropped, causing all requests to fail
Why the other options are incorrect:

A . Protocol profile (Client) to DNS_OPTIMIZED

A DNS profile enhances DNS functionality but does not correct an incorrect transport protocol configuration.

B. Type to Performance (HTTP)

Performance (HTTP) Virtual Servers are designed for HTTP traffic and are not suitable for DN services.

C . Source Address to 192.168.10.0/24

The existing source IPs already fall within the allowed range, so this setting does not address the failure.

Correct Resolution:

Changing the Protocol to UDP aligns the Virtual Server with standard DNS transport requirements, allowing DNS queries to be
successfully processed and load-balanced.

NEW QUESTION # 34

A BIG-IP Admmnistrator uses backend servers to host muiltiple services per server. There are multiple virtual servers and pools
defined, referencing the same backend servers.

Which load balancing algorithm is most appropriate to have an equal number of connections on each backend server?

A. Predictive (node)

B. Least Connections (node)

C. Predictive (member)

D. Least Connections (member)

Answer: B

Explanation:
Least Connections (node) balances connections across the physical server regardless of how many services or pool members exist
on that node.

NEW QUESTION # 35
A Standard Virtual Server is configured with SNAT Automap. Backend servers must see the original client IP.
‘What should be configured?

A. SNAT pool with client IP
B. HTTP Transparent profile
C. HTTP profile with X-Forwarded-For
D. Performance (HTTP) VS

Answer: C

Explanation:
X-Forwarded-For inserts the original client IP into HTTP headers, preserving client identity while SNAT is enabled.

NEW QUESTION # 36
DNS queries from internal DN'S servers fail when sent through a BIG-IP Virtual Server.
Which Virtual Server property should be changed?

A. Source Address to subnet

B. Protocol to UDP

C. Protocol Profile (Client) to DNS_OPTIMIZED
D. Type to Performance (HTTP)

Answer: B

Explanation:
Standard DNS queries use UDP. Configuring the Virtual Server for TCP causes DNS traffic to fail.



NEW QUESTION # 37
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