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EE #169

You have been asked to design a NAT solution for your company's VPC-based web application. Traffic from the privatesubnets
varies throughout the day from 500 Mbps to spikes of 7 Gbps.

What is the most cost-effective and scalable solution?

e A Create an Amazon EC2 NAT instance with a second elastic network (ENI) in a public subnet; route all private subnet
Internet traffic through the NAT gateway.

B. Create a NAT gateway in a public subnet; route all private subnet Internet Traffic through the NAT gateway

C. Create an Auto Scaling group of Amazon EC2 NAT instances in a public subnet; route all private subnet Internet traffic
through the NAT gateway

D. Move the Internet gateway for the VPC to a public subnet; route all Internet traffic through the Internet gateway

He:. B
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Explanation: Getting StartedLet's try to see how we can create and configure an AWS NAT Gateway:

* Login to the AWS console, select VPC service and click on NAT Gateways as shown below:Managed NAT gateway -
dashboard

* Provide the necessary details, like subnet and Elastic IP, and create the NAT Gateway. You need the select the subnet which you
want to be private subnet and your Elastic IP so that it can communicate to Internet. NAT Gateway - create

* Once created you will see thisNAT Gateway - success

* Once the NAT Gateway is created you can edit your routing table to send traffic destined for the Internet toward the gateway.
The gateway's internal address will be chosen automatically, and will be in the same subnet as the gateway.

Once the NAT Gateway is configured, you are all set. Your private subnet instances should now be able to communicate with the
Internet without much management, monitoring, and configuration overhead.

Sample NAT Gateway architecture:
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Migrating from an existing NAT instancelf you are already using a NAT instance in your VPC setup, it's time to migrate now, and [
can tell you that it's not tough. You only need to make sure that you create the NAT Gateway in the same subnet as your existing
NAT instance. Then you need to edit the route table by replacing the existing NAT reference with the internal address of the new
gateway. I told you this was very straightforward. You will need to ensure that you don't have any critical tasks running at the time of
migration, because changing a route froma NAT mnstance to the gateway can result in a dropped connection.

This feature was only very recently introduced by AWS, so it's definitely worth sharing, It can resolve lots of existing concerns. Do
you have your own experience with this new feature? Why not share it with others.

AE #170

After creating a new AWS account, you use the API to request 40 on-demand EC2 instances in a single AZ. After 20 successful
requests, subsequent requests failed.

What could be a reason for this issue, and how would you resolve it?

¢ A. Youencountered a soft limit of 20 instances per region. Submit the limit increase form and retry the failed requests once
approved.

¢ B. You encountered an API throttling situation and should try the failed requests using an exponential decay retry algorithm

e C. AWS allows you to provision no more than 20 instances per Availability Zone. Select a different Availability Zone and
retry the failed request.

¢ D. Youneed to use Amazon Virtual Private Cloud (VPC) in order to provision more than 20 mstances in a single Availability
Zone. Simply terminate the resources already provisioned and re-launch themall in a VPC.

HE: A

AE#171

A company has an application that collects data from loT sensors on automobiles. The data is streamed and stored in Amazon S3
through Amazon Kinesis Date Firehose The data produces trillions of S3 objects each year. Each morming, the company uses the
data from the previous 30 days to retrain a suite of machine learning (ML) models.



Four times each year, the company uses the data from the previous 12 months to perform analysis and train other ML models The
data must be available with minimal delay for up to 1 year. After 1 year, the data must be retained for archival purposes.
Which storage solution meets these requirements MOST cost-effectively?

e A. Use the S3 Standard-Infrequent Access (S3 Standard-IA) storage class. Create an S3 Lifecycle policy to transition
objects to S3 Glacier Deep Archive after 1 year.

¢ B. Use the S3 Intelligent- Tiering storage class. Create an S3 Lifecycle policy to transition objects to S3 Glacier Deep Archive
after 1 year

e (. Use the S3 Standard storage class. Create an S3 Lifecycle policy to transition objects to S3 Standard-Infrequent Access
(S3 Standard-IA) after 30 days, and then to S3 Glacier Deep Archive after 1 year.

e D. Use the S3 Intelligent- Tiering storage class. Configure S3 Intelligent- Tiering to automatically move objects to S3 Glacier
Deep Archive after 1 year.

HE: A

HEE #172

An enterprise company is building an infrastructure services platform for its users. The company has the following requirements:
* Provide least privilege access to users when launching AWS infrastructure so users cannot provision unapproved services.

* Use a central account to manage the creation of infrastructure services.

* Provide the ability to distribute infrastructure services to muiltiple accounts in AWS Organizations.

* Provide the ability to enforce tags on any infrastructure that is started by users.

‘Which combination of actions using AWS services will meet these requirements? (Choose three.)

¢ A Develop infrastructure services using AWS Cloud Formation templates. Upload each template as an AWS Service
Catalog product to portfolios created in a central AWS account. Share these portfolios with the Organizations structure
created for the company.

¢ B. Allow user IAM roles to have AWSCloudFormationFullAccess and AmazonS3ReadOnlyAccess permissions. Add an
Organizations SCP at the AWS account root user level to deny all services except AWS CloudFormation and Amazon S3.

e C. Use the AWS Service Catalog TagOption Library to maintain a list of tags required by the company.
Apply the TagOption to AWS Service Catalog products or portfolios.

e D. Use the AWS CloudFormation Resource Tags property to enforce the application of tags to any CloudFormation
templates that will be created for users.

¢ E. Allow user IAM roles to have ServiceCatalogEndUserAccess permissions only. Use an autormation script to import the
central portfolios to local AWS accounts, copy the TagOption assign users access and apply launch constraints.

e F. Develop infrastructure services using AWS Cloud Formation templates. Add the tenplates to a central Amazon S3 bucket
and add the-IAM roles or users that require access to the S3 bucket policy.

e ACF

A2 #173

A company has a small Python application that processes JSON documents and outputs the results to an on- premises SQL
database. The application runs thousands of times each day. The company wants to move the application to the AWS Cloud. The
company needs a highly available solution that maximizes scalability and minimizes operational overhead.

‘Which solution will meet these requirements?

e A Place the JSON documents in an Amazon S3 bucket. Run the Python code on multiple Amazon EC2 instances to process
the documents. Store the results in an Amazon Aurora DB cluster

¢ B. Place the JSON documents in an Amazon Elastic Block Store (Amazon EBS) volume. Use the EBS Multi- Attach feature
to attach the volume to multiple Amazon EC2 instances. Run the Python code on the EC2 instances to process the
documents. Store the results on an Amazon RDS DB instance.

e C. Place the JSON documents in an Amazon Simple Queue Service (Amazon SQS) queue as messages Deploy the Python
code as a container on an Amazon Elastic Container Service (Amazon ECS) cluster that is configured with the Amazon EC2
launch type. Use the container to process the SQS messages.

Store the results on an Amazon RDS DB instance.

e D. Place the JSON documents in an Amazon S3 bucket. Create an AWS Lambda function that runs the Python code to

process the documents as they arrive in the S3 bucket. Store the results in an Amazon Aurora DB cluster.

He: D
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By placing the JSON documents in an S3 bucket, the documents will be stored in a highly durable and scalable object storage
service. The use of AWS Lambda allows the company to run their Python code to process the documents as they arrive in the S3
bucket without having to worry about the underlying infrastructure. This also allows for horizontal scalability, as AWS Lambda will
automatically scale the number of instances of the function based on the incoming rate of requests. The results can be stored in an
Amazon Aurora DB cluster, which is a fully-managed, high-performance database service that is compatible with MySQL and
PostgreSQL. This will provide the necessary durability and scalability for the results of the processing,
https://aws.amazon.comvrds/aurora/
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