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Questions (Q88-Q93):

NEW QUESTION # 88

Mr.Smith is a lead incident responder of a small financial enterprise, which has a few branches in Australia. Recently, the company
suffered a massive attack losing$SMM through an inter-banking system.

After an in-depth investigation, it was found that the incident occurred because 6 months ago the attackers penetrated the network
through a minor vulnerability and maintained the access without any user being aware of it. They then tried to delete users'
fingerprints and performed a lateral movement to the computer of a person with privileges in the inter-banking system. The attackers
finally gained access and performed the fraudulent transactions.

Based on the above scenario, identify the most accurate kind of attack.

A. Ransom ware attack

B. Denial-of-service attack
C. Phishing

D. APT attack

Answer: D

NEW QUESTION # 89

Tomreceived a phishing email and accidentally opened its attachment. This resulted in the redirection of all traffic to a fraudulent
website.

What type of phishing attack occurred in this scenario?

A. Whaling
B. Pharming

C. Spimming
D. Spear phishing

Answer: D

NEW QUESTION # 90
Which of'the following is an attack that occurs when a malicious program causes a user's browser to perform man unwanted action
on a trusted site for which the user is currently authenticated?

A. SQL injection

B. Insecure direct object references
C. Cross-stte scripting

D. Cross-site request forgery

Answer: D

NEW QUESTION # 91
In which of the following phases of incident handling and response (IH&R) process the identified security incidents are analyzed,
validated, categorized, and prioritized?

A. Containment

B. Notification

C. Incident triage

D. Incident recording and assignment

Answer: C

Explanation:

Incident triage is the phase in the incident handling and response process where identified security incidents are analyzed, validated,
categorized, and prioritized. This step is critical for determining the severity of incidents and deciding on the allocation of resources
for effective response. It involves mnitial analysis to understand the nature of the incident, its impact, and urgency, which guides the
subsequent response actions.



References:The incident triage phase is a foundational concept in the ECIH v3 curriculum, emphasizing the importance of a
structured approach to responding to security incidents, ensuring that resources are focused where they are needed most.

NEW QUESTION # 92
Which of'the following has been used to evade IDS and IPS?

A. TNP

B. Fragmentation
C. SNMP

D. HTTP

Answer: B

Explanation:

Fragmentation is a technique used by attackers to evade detection by Intrusion Detection Systerms (IDS) and Intrusion Prevention
Systems (IPS). By breaking down packets into smaller fragments, attackers can make it more difficult for these security systems to
detect malicious payloads or signature-based patterns associated with known attacks. This method exploits the fact that some
IDS/IPS solutions may not properly reassemble packet fragments for analysis, thereby allowing malicious fragments to pass through
undetected.

References:In its coverage of network security mechanisims and evasion techniques, the ECIH v3 certification details how attackers
exploit vulnerabilities in the implementation of IDS and IPS systemns, including the use of packet fragmentation.
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can keep those lines in your mind during the EC-COUNCIL Certification Examrs.
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