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Questions (Q24-Q29):

NEW QUESTION # 24
When are the information security policies required to be reviewed, according to the Policies for information security control?

A. According to a schedule defined by the Certification Body
B. Annually

C. At planned intervals and if significant changes occur

D. Every six months

Answer: C

Explanation:

Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27002:2022 standards:

Annex A.5.1 (Policies for information security) specifies:

"Information security policy and topic-specific policies should be defined, approved by management, published, communicated to
and acknowledged by relevant personnel and relevant interested parties, and reviewed at planned intervals and if significant changes
occur." This clearly identifies the review frequency requirement: planned intervalsandwhenever there are significant changes. Options
A and B (six-monthly or annually) are not prescribed by ISO - timing is left to the organization. Option C is also wrong, since
Certification Bodies do not dictate policy review schedules.

Therefore, the verified correct answer isD.

NEW QUESTION # 25
Which item is required to be considered when defining the scope and boundaries of the information security management system?

A. The level of quality to which the ISMS must adhere

B. The regular activities necessary to maintain and improve the ISMS

C. The dependencies between activities performed by the organization

D. The lessons learned from the information security experiences of other organizations

Answer: C

Explanation:

Clause 4.3 (Determining the scope of the ISMS) requires consideration of

"the external and internal issues referred to in 4.1; the requirements referred to in 4.2; and interfaces and dependencies between
activities performed by the organization, and those that are performed by other organizations." This confirms that dependencies
between activities are a required factor when defining scope. Options B (quality levels), C (lessons learned), and D (regular activities
for improvement) are not scope requirements, though they may be relevant in planning or improvement processes.

Thus, the verified answer is A: Dependencies between activities performed by the organization.

NEW QUESTION # 26
What activity is done first when preparing for an initial certification audit?

A. Provide records to the Certification Body auditor for the Stage 2 audit

B. Provide evidence that nonconformities from an internal audit have been actioned
C. Agree the scope of the ISMS with the Certification Body auditor

D. Provide documents to the Certification Body auditor for the Stage 1 audit

Answer: C

Explanation:

Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27001:2022 standards and certification guidance:

Before a certification audit can begin, thescope of the ISMSnust be clearly defined and agreed with the Certification Body.
ISO/IEC 27001 Clause 4.3 requires: "The scope shall be available as documented information." Certification Bodies require this
scope statement to plan audit duration, resources, and coverage. Only after the scope is agreed does the Stage 1 audit begin, which
reviews documented information and readiness. Stage

2 focuses on implementation and effectiveness. Evidence of corrective actions (C) is checked at Stage 2 if issues were identified
earlier. Records provision (D) occurs during Stage 2, not first.

Thus, the first step in preparing for certification isA: Agreeing the scope of the ISMS with the Certification Body auditor.



NEW QUESTION # 27

Which of the following statements about the differences between an internal audit and a certification audit is true?

An internal audit is conducted at planned intervals and a certification audit is conducted annually An internal audit is known as a st
party audit and a certification audit is known as a 3rd party audit

A. Only 1 is true
B. Both 1 and 2 are true
C. Only 2 is true
D. Neither 1 or 2 is true

Answer: C

Explanation:

ISO/IEC 27001 Clause 9.2 requires internal audits to be conducted at planned intervals, but it does not specify an annual frequency.
Certification audits, under ISO/IEC 17021 rules, typically occur on a 3-year cycle with annual surveillance, not strictly "annually.”
This makes statement 1 inaccurate.

Audit types are defined in ISO/IEC 19011:

First-party audits: conducted internally by or on behalf of the organization (internal audits).

Third-party audits: conducted by independent external certification bodies.

Thus, statement 2 is correct. Therefore, the accurate choice is B: Only 2 is true.

NEW QUESTION # 28
Which action is an organization required to take to ensure that personnel are competent to perform their assigned tasks within the
ISMS?

A. Ensure all personnel are trained to ISO/IEC 27001 Foundation level

B. Hold up-to-date records on training, skills, experience and qualifications

C. Identify products which could be used in the organization to improve ISMS performance and effectiveness
D. Ensure that the controls for compliance with legal and contractual requirements are implemented

Answer: B

Explanation:

Clause 7.2 (Competence) requires the organization to:

* "determine the necessary competence of person(s) doing work under its control that affects its information security performance;"
* "ensure that these persons are conmpetent on the basis of appropriate education, training, or experience;"

* "retain appropriate documented information as evidence of competence." This makesholding up-to-date records on training, skills,
experience, and qualifications(D) the correct answer. Option A is irrelevant to competence. Option B is incorrect since ISO does
not require Foundation- level training - competence is context-based. Option C is related to compliance but does not ensure
individual competence.

Thus, the verified correct answer isD.

NEW QUESTION # 29
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