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Which of the following AI system vulnerabilities is MOST easily exploited by adversaries?

A. Weak controls for access to the AI model
B. Lack of protection against denial of service (DoS) attacks
C. Inaccurate generalizations from new data by the AI model
D. Inability to detect input modifications causing inappropriate AI outputs

Answer: A

Explanation:
AAISM study materials stress that weak access controls are the most easily exploited vulnerability in AI systems. Without strong
access restrictions, adversaries can directly query, extract, manipulate, or overload models, leading to data leakage or compromised
outputs. While inaccurate generalizations, DoS vulnerabilities, or susceptibility to input manipulation are serious, they typically require
more effort or specific conditions. Weak access control provides the most direct and immediate entry point for attackers. As such, it
is identified as the most easily exploited vulnerability.
References:
AAISM Exam Content Outline - AI Risk Management (Access and Authentication Vulnerabilities) AI Security Management Study
Guide - Exploitable Weaknesses in AI Systems

NEW QUESTION # 162 
A SaaS-based LLM system has risks including prompt injection, data poisoning, and model exfiltration. What is the BEST way to
ensure consistent risk treatment?

A. Rely on vendor audit reports and SLAs
B. Implement an AI threat control matrix mapping threats to controls and assurance
C. Focus on post-deployment red teaming
D. Apply control baselines from a recognized industry standard

Answer: B

Explanation:
AAISM highlights the importance of an AI threat-control matrix that:
* maps threats (e.g., poisoning, exfiltration, injection)
* identifies required controls
* defines assurance/testing activities
* ensures consistent coverage across all AI components
Control baselines (A) are useful but not AI-specific. Red teaming (C) is reactive and not comprehensive.
Vendor reports (D) are supplemental, not sufficient.
References: AAISM Study Guide - AI Risk Treatment; Threat-Control Mapping.

NEW QUESTION # 163 
For a life insurance company deploying AI for fraud detection, which factor is MOST critical?

A. Adaptability
B. Accuracy
C. Explainability
D. Robustness

Answer: D

Explanation:
AAISM emphasizes robustness as the key requirement for fraud-detection systems because they must resist adversarial
manipulation, data poisoning, spoofing, and input tampering.
Accuracy (B) matters but does not protect against adversarial attacks. Explainability (C) is important but secondary. Adaptability
(D) is useful but not the top security requirement.
References: AAISM Study Guide - AI Robustness; Fraud Detection and Adversarial Resistance.

NEW QUESTION # 164 



Which of the following is the GREATEST risk inherent to implementing generative AI?

A. Unidentified asset vulnerabilities
B. Inadequate return on investment (ROI)
C. Potential intellectual property violations
D. Lack of employee training

Answer: C

Explanation:
The AAISM framework identifies intellectual property (IP) violations as the most significant inherent risk in deploying generative AI.
These systems often rely on large-scale internet data for training, which may inadvertently contain copyrighted or proprietary
material. This creates legal and reputational exposure when outputs reproduce or reference protected content. While employee
training gaps, asset vulnerabilities, and ROI concerns are relevant risks, they are not inherent to generative models themselves. The
greatest inherent risk tied directly to generative AI adoption is the possibility of violating intellectual property rights.
References:
AAISM Study Guide - AI Risk Management (Generative AI Risks and Legal Exposure) ISACA AI Security Management -
Copyright and IP Concerns in Generative AI

NEW QUESTION # 165 
Which of the following is the BEST way to ensure role clarity and staff effectiveness when implementing AI- assisted security
monitoring tools?

A. Defer implementation until the security team can be expanded with data scientists.
B. Increase training budgets for business staff to obtain vendor-neutral AI certifications.
C. Transition responsibilities for AI tools to external consultants for improved scalability.
D. Update the security program to include cross-functional AI-specific responsibilities.

Answer: D

Explanation:
AAISM directs that AI adoption in security operations be governed through explicit operating models and RACI-mapped
responsibilities spanning security operations, data science/ML, platform engineering, privacy, and compliance. Role clarity comes
from updating the security program to codify AI-specific responsibilities (model monitoring, incident handling for AI failures, data
governance, change control for models, bias/fairness reviews, supplier assurance) rather than deferring implementation, outsourcing
core accountability, or relying on generic certifications. This ensures measurable accountability, reduces hand-off risk, and aligns
day-to-day SOC practices with AI control objectives.
References:* AI Security Management (AAISM) Body of Knowledge: AI Governance Operating Model; Roles & Responsibilities;
RACI for AI-enabled Security Operations* AAISM Study Guide: Program Governance, Control Objective Mapping to SOC
Workflows; Cross-Functional Ownership for AI Controls
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