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¢ Post-exploitation and Lateral Movement: Cybersecurity analysts will gain skills in establishing and

maintaining persistence within a system. This topic also covers lateral movement within an environment and
Topic 1 introduces concepts of staging and exfiltration. Lastly, it highlights cleanup and restoration activities,
ensuring analysts understand the post-exploitation phase’s responsibilities.

¢ Vuherability Discovery and Analysis: In this section, cybersecurity analysts will learn various techniques to

discover vulnerabilities. Analysts will also analyze data from reconnaissance, scanning, and enumeration
Topic 2 phases to identify threats. Additionally, it covers physical security concepts, enabling analysts to understand
security gaps beyond just the digital landscape.

¢ Reconnaissance and Enumeration: This topic focuses on applying information gathering and enumeration

techniques. Cybersecurity analysts will learn how to modify scripts for reconnaissance and enumeration
Topic 3 purposes. They will also understand which tools to use for these stages, essential for gathering crucial
mformation before performing deeper penetration tests.

¢ Engagement Management: In this topic, cybersecurity analysts learn about pre-engagement activities,
collaboration, and communication in a penetration testing environment. The topic covers testing

Topic 4 frameworks, methodologies, and penetration test reports. It also explains how to analyze findings and

recommend remediation effectively within reports, crucial for real-world testing scenarios.

e Attacks and Exploits: This extensive topic trains cybersecurity analysts to analyze data and prioritize

attacks. Analysts will learn how to conduct network, authentication, host-based, web application, cloud,
Topic 5 wireless, and social engineering attacks using appropriate tools. Understanding specialized systems and
automating attacks with scripting will also be emphasized.

CompTIA PenTest+ Exam Sample Questions (Q285-Q290):

NEW QUESTION # 285

During an assessiment, a penetration tester obtains a low-privilege shell and then runs the following command:
findstr /SIM /C:"pass" *.txt *.cfg * .xml

Which of'the following is the penetration tester trying to enumerate?

A. Virtual hosts

B. Secrets

C. Configuration files
D. Permissions

Answer: B

Explanation:

By running the command findstr /SIM /C:"pass" *.txt *.cfg * xml, the penetration tester is trying to enumerate secrets.

* Command Analysis:

* findstr: A command-line utility in Windows used to search for specific strings in files.

* /SIM: Combination of options; /S searches for matching files in the current directory and all subdirectories, /I specifies a case-
msensitive search, and /M prints only the filenames with matching content.

* [C:"pass" Searches for the literal string "pass".

* % txt .cfg .xml: Specifies the file types to search within.

* Objective:

* The command is searching for the string "pass" within .txt, .cfg, and .xm files, which is indicative of searching for passwords or
other sensitive information (secrets).

* These file types commonly contain configuration details, credentials, and other sensitive data that might include passwords or
secrets.

* Other Options:

* Configuration files: While .cfg and .xm files can be configuration files, the specific search for

"pass" indicates looking for secrets like passwords.

* Permissions: This command does not check or enumerate file permissions.

* Virtual hosts: This command is not related to enumerating virtual hosts.

Pentest References:

* Post-Exploitation: Enumerating sensitive information like passwords is a common post-exploitation activity after ganing initial



access.

* Credential Discovery: Searching for stored credentials within configuration files and documents to escalate privileges or move
laterally within the network.

By running this command, the penetration tester ains to find stored passwords or other secrets that could help in firther exploitation
of the target system.

NEW QUESTION # 286

A penetration tester gains initial access to a system and gets ready to perform additional reconnaissance. The tester cannot use
Nmap on the system they used to gain initial access. The tester develops the following script to scan a network range:
$port =80

$network = 192.168.1

$range = 1..254

$ErrorActionPreference = 'silentlycontinue'

$(Foreach ($r in $range)

{

$ip ="PT0-003.{1}" -F $network,$r

Write-Progress "Scanning" $ip -PercentConplete (($r/$range. Count)*100)

If{ Test-Connection -BufferSize 32 -Count 1 -quiet -ComputerName $ip)

{

$socket = new-object System Net.Sockets. TepClient($ip, $port)
Iff $socket.Connected)

{

"$ip port $port is open”

$socket.Close()

H

else { "$ip port $port is closed" }

}

}) | Out-File Cnefarious_location\portscan.csv
The tester wants to modify the current script so muiltiple ports can be scanned. The tester enters a comma-separated list of ports in
the port variable. Which of the following should the tester do next to provide the ntended outcome?

e A. Duplicate the $socket code block and modify $port for each new port variable.
e B. Add $p in $port to the initial Foreach loop directly following the $range variable.
e C. Add a new Foreach loop directly beneath the other Foreach loop and enclose with { ... }.

Answer: C

Explanation:

‘When Nmap is unavailable on a compromised host, PenTest+ expects testers to adapt by using native scripting (for example,
PowerShell) to perform reconnaissance and port checks with built-in .NET classes such as System.Net.Sockets. TcpClient. To scan
multiple ports, the script must iterate over two dimensions: the host range and the port list. In PowerShell, supplying a comma-
separated list to a variable (for exanple, $port = 80,443,445) creates an array-like collection. The correct way to use that collection
is to add a nested Foreach loop inside the existing loop that iterates through IPs, so each reachable host is tested against every port
i the list.

NEW QUESTION # 287
During an engagemment, a penetration tester needs to break the key for the Wi-Fi network that uses WPA2 encryption. Which of the
following attacks would accomplish this objective?

A. ChopChop

B. Replay

C. Initialization vector
D. KRACK

Answer: D

Explanation:
KRACK (Key Reinstallation Attack) exploits a vulnerability in the WPA2 protocol to decrypt and inject packets, potentially
allowing an attacker to break the encryption key and gain access to the Wi-Fi network.



NEW QUESTION # 288
A penetration tester assesses an application allow list and has limited command-line access on the Windows system. Which of the
following would give the penetration tester information that could aid in continuing the test?

A. mmc.exe
B. nltest.exe
C. rundllexe
D. icacls.exe

Answer: B

Explanation:

When a penetration tester has limited command-line access on a Windows system, the choice of tool is critical for gathering
information to aid in furthering the test. Here's an explanation for each option:

mme.exe (Microsoft Management Console):

Primarily used for managing Windows and its services. It's not typically useful for gathering information about the system from the
command line in a limited access scenario.

icacls.exe:

This tool is used for modifying file and folder permissions. While useful for modifying security settings, it does not directly aid in
gathering system information or enumeration.

nltest.exe:

This is a powerful command-line utility for network testing and gathering information about domain controllers, trusts, and replication
status. Key functionalities include:

Listing domain controllers: nltest /dclist:<DomanName>

Querying domain trusts: nitest /domain_trusts

Checking secure channel: nltest /sc_query:<DomainName>

These capabilities make nltest very useful for understanding the network environment, especially in a domain context, which is
essential for penetration testing,

rundll exe:

This utility is used to run DLLs as programs. While it can be used for executing code, it does not provide direct information about
the system or network environment.

Conclusion: nitest.exe is the best choice among the given options as it provides valuable information about the network, domain
controllers, and trust relationships. This information is crucial for a penetration tester to plan flrther actions and understand the
domain environment.

NEW QUESTION # 289
During an assessiment, a penetration tester found a suspicious script that could indicate a prior compromise.
While reading the script, the penetration tester noticed the following lines of code:

Which of'the following was the script author trying to do?

A. List processes.

B. Spawn a local shell.

C. Change the MAC address
D. Disable NIC.

Answer: B

Explanation:

The script author was trying to spawn a local shell by using the os.system() fimction, which executes a command in a subshell. The
command being executed is "/bivbash", which is the path to the bash shell, a common shell program on Linux systens. The script
author may have wanted to spawn a local shell to gain more control or access over the compromised system, or to execute other
commands that are not possible in the original shell. The other options are not plausible explanations for what the script author was

trying to do.

NEW QUESTION # 290
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