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Z| &l Network Defense Essentials 112-52 F 2N EEX| (Q120-Q125):

HAE #120
What is a crucial guideline to follow when conducting penetration testing?

A. Ignoring business impact

B. Testing systems without permission

C. Obtaining proper authorization before testing
D. Avoiding documentation of findings

(1]
m
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AE #121
What differentiates a vulnerability scan from a penetration test?

¢ A. A vulnerability scan requires downtime, while a penetration test does not.

¢ B. A vulnerability scan assesses compliance, while a penetration test assesses security.
¢ C. A vulnerability scan is automated, while a penetration test is not.

¢ D. A vulnerability scan identifies weaknesses, while a penetration test exploits them.

HMg: D

AE #122
What is a primary ethical consideration for an ethical hacker?

¢ A. Maximizing the impact of the hack
¢ B. Reporting all found vulnerabilities to the public
¢ (. Obtaining maximum knowledge of the system
¢ D. Ensuring confidentiality of the data

He. D

A2 #123
In the context of network security, what is session hijacking?

¢ A. Hiacking the routing table of a router

¢ B. Redirecting a user to a malicious site

¢ C. Intercepting and exploiting valid session control mechanisis
¢ D. The process of forcibly ending a user's session

HE. C

AE #124
‘What mechanism s typically exploited in a Cross-Site Request Forgery (CSRF) attack?

e A The server's trust in that the user has authenticated
e B. The application's trust in dynamic script execution
e C. The server's trust in user nput

e D. The user's trust in their browser's security

HE: A

EE #125
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