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CheckPoint 156-536 Exam Syllabus Topics:

Topic Details

Topic 1
Troubleshooting: In this final section, CheckPoint Security Administrators will demonstrate their
troubleshooting skills related to Harmony Endpoint. This involves identifying and resolving issues that may
arise during deployment or operation of the endpoint security solution.

Topic 2
Harmony Endpoint Security Management: This section focuses on the skills of Harmony Endpoint Security
Professionals and covers the management aspects of Harmony Endpoint Security. It emphasizes how to
effectively configure and manage security policies across endpoint devices.

Topic 3
Deploying Harmony Endpoint Data Security Protection: In this domain, CheckPoint Security
Administrators will demonstrate their skills in deploying data security protections within Harmony Endpoint.
This includes configuring data loss prevention strategies and ensuring data integrity across endpoints.
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CheckPoint Check Point Certified Harmony Endpoint Specialist - R81.20
(CCES) Sample Questions (Q48-Q53):
NEW QUESTION # 48 
default, an FDE Action does what?

A. Encrypts all visible disk volumes
B. Re-defines all visible disk volumes
C. Decrypts all visible disk volumes
D. Rebuilds the hard drive

Answer: A

NEW QUESTION # 49 
Which information can we find on the Operational Overview dashboard?

A. Desktops. Servers, Active Alerts, Anti-Malware update, Harmony Endpoint Version
B. Active Endpoints. Active Alerts, Deployment status, Pre-boot status, Encryption Status
C. Active Attacks. Deployment status. Pre-boot status, Anti-Malware update. Harmony Endpoint Version and Operating
system
D. Hosts under Attack, Active Attacks, Blocked Attacks

Answer: B

NEW QUESTION # 50 
What does Unauthenticated mode mean?

A. Computers and users are trusted based on their IP address and username.
B. Computers and users might present a security risk, but still have access.
C. Computers and users are trusted based on the passwords and usernames only.
D. Computers and users have credentials, but they are not verified through AD.

Answer: D

Explanation:
In Harmony Endpoint, "Unauthenticated mode" refers to a configuration where computers and users possess credentials, but these
credentials are not validated against Active Directory (AD). This mode is used when AD authentication is not implemented or
required, yet some form of credential-based access control is still in place.
TheCP_R81.20_Harmony_Endpoint_Server_AdminGuide.pdfdoes not provide a single, explicit definition of
"Unauthenticated mode" in a dedicated section. However, the concept is inferred from the authentication mechanisms described,
particularly in relation to Active Directory integration. Onpage 208, under "Active Directory Authentication," the documentation
states:
"Endpoint Security supports Active Directory authentication for users and computers. This allows for centralized management of user
credentials and policies." This indicates that AD authentication is a supported method for verifying credentials centrally. Onpage 209,
in "Configuring Active Directory Authentication," the guide details the process for enabling AD-based authentication, implying that
without this configuration, credentials are not verified through AD. In such cases, the system may rely on local credentials or
alternative methods, which aligns with the concept of
"Unauthenticated mode" (i.e., not authenticated via AD).
Option C("Computers and users have credentials, but they are not verified through AD") directly matches this scenario:
* "Have credentials": Users and computers still use credentials (e.g., usernames and passwords) to access the system.
* "Not verified through AD": These credentials are not checked against an AD server, distinguishing this mode from AD-
authenticated setups.
Let's analyze the other options:
* Option A ("Computers and users might present a security risk, but still have access"): This could be a potential outcome of
unauthenticated mode, as lack of AD verification might increase risk.
However, it describes a consequence rather than defining the mode itself, making it less precise.



* Option B ("Computers and users are trusted based on their IP address and username"): The documentation does not mention trust
based on IP address and username without AD verification, so this is unsupported.
* Option D ("Computers and users are trusted based on the passwords and usernames only"): This is partially correct, as
unauthenticated mode may involve local credential checks. However, it lacks the critical distinction of "not verified through AD,"
which is central to the concept in Harmony Endpoint.
Thus,Option Cis the most accurate and specific definition based on the documentation's discussion of authentication methods.
References:
CP_R81.20_Harmony_Endpoint_Server_AdminGuide.pdf, Page 208: "Active Directory Authentication" (outlines AD support for
credential verification).
CP_R81.20_Harmony_Endpoint_Server_AdminGuide.pdf, Page 209: "Configuring Active Directory Authentication" (implies non-
AD verification when not configured).

NEW QUESTION # 51 
Which of the following is TRUE about the functions of Harmony Endpoint components?

A. SmartEndpoint Console connects to and manages the Endpoint Management Server (EMS)
B. SmartConsole connects to and manages the Endpoint Management Server (EMS)
C. Web Management Console for Endpoint connects to the Check Point Security Management Server (SMS)
D. SmartEndpoint connects to the Check Point Security Management Server (SMS)

Answer: A

Explanation:
The SmartEndpoint Console is a key component in the Harmony Endpoint architecture, specifically designed to connect to and
manage the Endpoint Management Server (EMS). It is a Check Point SmartConsole application used to deploy, monitor, and
configure endpoint security clients and policies, communicating directly with the EMS. In contrast, SmartEndpoint does not connect
to the Security Management Server (SMS) as stated in option A. SmartConsole (C) is a broader management tool for Check Point
gateways, not specifically for the EMS. Option D, regarding the Web Management Console, is not supported by the documentation
as connecting to the SMS. Therefore, "SmartEndpoint Console connects to and manages the Endpoint Management Server (EMS)"
(B) is the true statement.

NEW QUESTION # 52 
Does the Endpoint Client GUI provide automatic or manual prompting to protect removable storage media usage?

A. Automatic Only
B. Either automatic or manual
C. Neither automatic or manual
D. Manual Only

Answer: B

NEW QUESTION # 53
......
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