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Fortinet EMEA Advanced Support Exam Sample Questions (Q49-Q54):

NEW QUESTION # 49
Which FortiGate feature mitigates DDoS attacks by limiting the rate of mcoming connections?

e A IPS Signature

¢ B. DoS Policy

e C. Application Control
e D. Web Filtering

Answer: B

Explanation:
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FortiGate's DoS (Denial of Service) Policy limits the rate of incoming connections or packets to mitigate DDoS attacks, such as
SYN floods, by setting thresholds for specific traffic types. IPS Signatures (B) detect specific attack patterns, Application Control
(C) manages app usage, and Web Filtering (D) blocks URLSs, none of which focus on rate limiting. Exact extract: "DoS policies
protect against DDoS attacks by limiting the rate of incoming connections or packets, such as SYN floods, based on configured
thresholds."

NEW QUESTION # 50
How does a stateful firewall control a TCP session?

A. TCP ack numbers are used to control the session

B. TCP source ports are used to control the session

C. TCP destination ports are used to control the session

D. TCP sequence numbers and TCP flags are used to control the session

Answer: D

Explanation:

A stateful firewall, like FortiGate, tracks TCP sessions by maintaining a state table that includes TCP sequence numbers and flags
(e.g, SYN, ACK, FIN) to monitor the connection's lifecycle (establishment, data transfer, termmation). This ensures proper session
handling, detecting out-of-order packets or invalid states.

Source and destination ports identify the session but don't control its state, and ACK numbers alone are insufficient. Exact extract:
"Stateful inspection tracks TCP sessions using sequence numbers and TCP flags (SYN, ACK, FIN, etc.) to ensure packets are
valid and part of an established session... FortiGate maintains a state table to monitor the TCP connection states."

NEW QUESTION # 51
Which FortiGate command displays the current routing table?

A. diagnose netlink route list

B. get router info routing-table all
C. get systemroute

D. show router status

Answer: B

Explanation:

The 'get router info routing-table all command displays the FortiGate's current routing table, including all active routes and their
details. Options B, C, and D are not valid or specific for this purpose. Exact extract:

"Use 'get router info routing-table all' to display the complete routing table, showing destination, gateway, interface, and metric for all
routes."

NEW QUESTION # 52
Which FortiGate feature allows for dynamic routing protocol updates to be propagated through an IPsec VPN tunnel?

A. Dynamic Routing Gateway

B. Auto Discovery VPN (ADVPN)

C. Route-based VPN

D. Virtual Routing and Forwarding (VRF)

Answer: B

Explanation:

Auto Discovery VPN (ADVPN) in FortiGate enables dynamic routing protocols (e.g., OSPF, BGP) to propagate updates through
[Psec VPN tunnels by automatically creating shortcut paths between spokes. This simplifies configuration and enhances scalability in
hub-and-spoke topologies. Route-based VPN (D) supports routing but not dynamic discovery, VRF (C) is for segmentation, and
Dynamic Routing Gateway (B) is not a standard Fortinet feature. Exact extract: "ADVPN allows dynamic routing protocols to be
used over IPsec VPN tunnels, enabling spokes to discover and communicate directly via shortcuts, improving efficiency in hub-and-
spoke setups."



NEW QUESTION # 53
In Active FTP who sends the PORT command?

A. The FTP Server

B. There is no PORT command n Active FTP
C. Both

D. The FTP Client

Answer: D

Explanation:

In Active FTP, the client sends the PORT command to the server, specifying an ephemeral port for the server to initiate the data
connection back to the client. This distinguishes Active FTP from Passive FTP, where the server provides the port. The server does
not send PORT, and the command is a key part of Active FTP. Exact extract: "In Active FTP, the client sends a PORT command
to the server, specifying the IP address and port number for the data connection... The server then initiates the data connection to the
client's specified port."

NEW QUESTION # 54
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