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Topic 1
FIDO2 Authentication: This section of the exam measures the skills of a Modern Authentication Specialist
and covers the setup and use of FIDO2 standards for passwordless authentication.

Topic 2
Managing Users and Troubleshooting Authentication: This section of the exam measures the skills of a
Technical Support Specialist and covers advanced user management techniques and methods for
diagnosing and resolving authentication issues.

Topic 3
Portal Services: This section of the exam measures the skills of a Portal Administrator and covers the
configuration and management of self-service portals for guest and local user access.

Topic 4
Administering and Authenticating Users: This section of the exam measures the skills of a Security
Administrator and covers the processes for creating, managing, and authenticating user accounts within the
FortiAuthenticator system.

Topic 5

OAuth and SAML:This section of the exam measures the skills of an Identity and Access Management
(IAM) Specialist and covers the implementation of OAuth services and SAML-based single sign-on
configurations.

Topic 6
Administrative Users and High Availability: This section of the exam measures the skills of a System
Engineer and covers the management of administrative user accounts and the implementation of high
availability configurations to ensure system reliability and redundancy.

Topic 7
This section of the exam measures the skills of a Network Security Engineer and covers the configuration
of FortiAuthenticator for wired and wireless 802.1X authentication using supported EAP methods.

Topic 8
Introduction and Initial Configuration: This section of the exam measures the skills of a Network Security
Administrator and covers the foundational setup and basic configuration of FortiAuthenticator, including
initial deployment steps and system preparation for identity management services.

Topic 9
Two-Factor Authentication: This section of the exam measures the skills of a Security Engineer and covers
the implementation and configuration of two-factor authentication using FortiTokens and other verification
methods.

Topic 10
FSSO Process and Methods: This section of the exam measures the skills of a Network Architect and
covers the Fortinet Single Sign-On (FSSO) framework, including its processes and various deployment
methods.

Topic 11
FSSO Deployment and Troubleshooting: This section of the exam measures the skills of a Systems
Integrator and covers the practical deployment of FSSO solutions and techniques for troubleshooting
common issues.

Topic 12
PKI and FortiAuthenticator as a CA: This section of the exam measures the skills of a PKI Specialist and
covers the use of FortiAuthenticator as a Certificate Authority (CA) within a Public Key Infrastructure
(PKI).

Topic 13 802.1X Authentication

Fortinet FCP—FortiAuthenticator 6.5 Administrator Sample Questions
(Q40-Q45):
NEW QUESTION # 40 
A network administrator is using FortiAuthenticator as their RADIUS server for wired and wireless network access. The
administrator wants to pass the users' group information back to the RADIUS clients when the users authenticate.
How does FortiAuthenticator accomplish this?

A. Syslog messages
B. RADIUS attributes



C. RADIUS accounting
D. REST API

Answer: B

Explanation:
FortiAuthenticator uses RADIUS attributes to pass additional information, such as user group membership, back to RADIUS clients
during the authentication process.

NEW QUESTION # 41 
In FortiAuthenticator, what is the typical second factor used in two-factor authentication?

A. User's favorite color
B. User's birthdate
C. One-time password (OTP) generated by a token
D. User's password

Answer: C

NEW QUESTION # 42 
Which two capabilities does FortiAuthenticator offer when acting as a self-signed or local CA? (Choose two.)

A. Importing other CA certificates and CRLs
B. Validating other CA CRLs using OCSP
C. Merging local and remote CRLs using SCEP
D. Creating, signing, and revoking of X.509 certificates

Answer: A,D

Explanation:
FortiAuthenticator can import other CA certificates and CRLs for trust and validation purposes.
It can create, sign, and revoke X.509 certificates when acting as a self-signed or local CA.

NEW QUESTION # 43 
Which protocol is commonly used for RADIUS single sign-on (RSSO) to integrate third-party logon events with Fortinet Single
Sign-On (FSSO)?

A. RADIUS
B. DNS
C. HTTP
D. SNMP

Answer: A

NEW QUESTION # 44 
Which FSSO discovery method makes use of service tickets to authenticate new users and validate the currently logged on users?

A. Kerberos-based FSSO
B. RADIUS accounting
C. FortiClient SSO mobility agent
D. DC polling

Answer: A

NEW QUESTION # 45
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