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Which of the following describes the cloud security reference architecture?

e A ISO 17789
e B.ISO 27001
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e C.ISO 17788
e D.ISO 27032

IEf: C

fR:
ISO 17788 has a cloud reference architecture
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‘Which approach is commonly used by organizations to manage identities in the cloud due to the complexity of scaling across
providers?

e A. Federation

® B. Decentralization
¢ C. Outsourcing

e D. Centralization

EfE: A

R -

Managing identities across muiltiple cloud providers is complex due to the need for scalability, interoperability, and consistent access
control. Thefederationapproach is commonly used to address this challenge. Identity federation allows organizations to use a single
set of credentials across different cloud providers by leveraging standards such as SAML, OAuth, or OpenID Connect. This
enables seamless authentication and authorization without requiring separate identity management systenns for each provider.

From theCCSK v5.0 Study Guide, Domain 6 (Identity, Entitlerment, and Access Management), Section 6.3:

"Identity federation is a critical approach for managing identities in cloud environments, especially when scaling across multiple
providers. Federation allows organizations to use a trusted identity provider (IdP) to authenticate users, enabling single sign-on
(SSO) and consistent access control across disparate cloud services." Option C (Federation) is the correct answer.

Option A (Decentralization) is incorrect because decentralizing identity management increases complexity and reduces consistency
across providers.

Option B (Centralization) is incorrect because, while centralized identity management may be used within a single organization, it
does not scale effectively across multiple cloud providers without federation.

Option D (Outsourcing) is incorrect because outsourcing identity management does not inherently address the scalability and
mteroperability challenges of cloud environments.

References:

CCSK v5.0 Study Guide, Domain 6, Section 6.3: Identity Federation.

CSA Security Guidance for Critical Areas of Focus in Cloud Computing v4.0, Domain 11.

E Y #284
In the context of Software-Defined Networking (SDN), what does decoupling the network control plane from the data plane

primarily achieve?

A. Decreases network security

B. Increases hardware dependency

C. Increases network complexity

D. Enables programmatic configuration

IEf@E: D

AR :

The correct answer isA. Enables programmatic configuration.

InSoftware-Defined Networking (SDN), the control plane and data plane are decoupled, meaning that thenetwork intelligence
(control plane)is separated from thetraffic forwarding functions (data plane). This separation allows network control to be directly
programmable, rather than embedded within the hardware.

Key Benefits of Decoupling;

Programmatic Configuration:Network administrators can program the network dynamically using software applications. This
programmability enablesautomated, flexible, and efficient network management.

Centralized Control:The control plane is managed from acentralized controller, which can adjust network configurations in real-time.
Reduced Hardware Dependency:Since the control logic is no longer embedded in individual hardware devices, it is easier to use



commodity hardware andstandardized interfaces.

Agility and Scalability:Organizations can rapidly deploy new services and update configurations without altering the underlying
hardware.

Why Other Options Are Incorrect:

B . Decreases network security:Decoupling does not inherently decrease security. In fact, centralized control can enhance security
through consistent policy enforcement.

C . Increases hardware dependency:The opposite is true. SDN reduces dependency on proprietary hardware by enabling software-
based management.

D . Increases network complexity:While SDN introduces new software components, it simplifies network management
bycentralizing control and reducing hardware configuration complexities.

Real-World Exanple:

In a cloud environment, SDN controllers likeOpenDaylightorCisco AClallow fordynamic routing,load balancing, andtraffic
managementthrough APIs. This flexibility supportsautomated scaling and traffic optimization.

Reference:

CSA Security Guidance v4.0, Domain 7: Infrastructure Security

Cloud Computing Security Risk Assessment (ENISA) - SDN and Network Virtualization Cloud Controls Matrix (CCM) v3.0.1 -
Network Security Domain

B #285

What process involves an independent examination of records, operations, processes, and controls within an organization to ensure
compliance with cybersecurity policies, standards, and regulations?

e A Incident response
¢ B. Risk assessment
e C. Penetration testing
e D. Audit

Ef#: D

R :

Auditing is an independent review process that validates adherence to policies, regulations, and standards. It is essential in assessing
security posture. Reference: [Security Guidance v5, Domain 3 - Compliance]

[L6Fsource].
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CCM: A company wants to use the [aaS offering of some CSP. Which of the following options for using CCM is NOT suitable for
the company as a cloud customer?

A. Use CCM to build a detailed list of requirements and controls that they want their CSP to implement

B. Use CCM to help assess the risk associated with the CSP

C. None of'the above

D. Submit the CCM on behalf of the CSP to CSA Security, Trust & Assurance Registry (STAR), a free, publicly accessible
registry that documents the security controls provided by CSPs

EE: C

B #287

CCSKH Z 55 &% B 0t 3% - httpsv/www.jpntest.com/shiken/CCSK-mondaishu

o AR SN 7zCCSKRRBERMAE - BHEABD Y —K — - f8F] & CCSK H AFERB 5K [ -9
www.goshiken.com [138:[11Z T [ & SRl D m CCSK (R E&E % X 7 > o — F 4 & CCSKL B E4E

o CCSKiRBEDEEMBIE | N4 /82 L — b DCCSKR B A BEAER | 3 % Certificate of Cloud Security
Knowledge v5 (CCSKv5.0)H 3B #R Bk x} 5% [ [ www.goshiken.com 4 4 + T CCSK LD B EA M 2 2
CCSK 3 Bt i 5 T s

e CCSKIX ¥ alL—¥ 3 v 1 CCSKihsamsfH (| CCSKREIEREE R [ { www.passtestjp } # B & . [


https://www.jpntest.com/shiken/CCSK-mondaishu
https://www.goshiken.com/Cloud-Security-Alliance/CCSK-mondaishu.html
https://www.pdc.edu/?URL=https%253a%252f%252fwww.jpntest.com%252fshiken%252fCCSK-mondaishu
https://www.passtest.jp/CCSK-mondaishuu.html

CCSK 1ZAAL T, EETK Y>> o—FL TL £ & »CCSKRA B Hh5E1E 2% [

o FRI 4 CCSKRBE BB - 4% A 4 — X CCSKH AFEAB K | =i & CCSKI B £ Certificate of
Cloud Security Knowledge v5 (CCSKv5.0) [ = www.goshiken.com [ [ /[ | Cw CCSK [1 &L T, ERTK
vy a—FL T2 & 0»CCSKRZE W%

o CCSKE# AN | CCSKEEMER K ¥ CCSK7 R b Z%&E [ Open Web# 1 + v/
www.goshiken.com v/ 1% [ CCSK ] #EHRIX 7 > o — FCCSKA EME AR B

o CCSKBHEREER (1 CCSKHAERSHER [ CCSKAATEREMH 1 URL - www.goshiken.com [1:6-[1 %
TE—L CH &, 2CCSKe#REL THBTL Yy r—FL TL 23 WCCSKAEMK

o CCSKiBRDEMHE | /N4 R AL — b DCCSKRE B A& A BB | A 3 % Certificate of Cloud Security
Knowledge v5 (CCSKv5.0) H Az s B 38 () Ry [l BR 1€ M BL TE 2 2> CCSK «D A BRI & [
www.mogiexamcom [ 14 1 b THZECCSKRE N &

o & {T&CCSKRBERMMAE - BRBIC BT 2 ) —K—F 7 7 — - EWEN % CCSKH AFERBOS 5% [
44 < [ www.goshiken.com I C[ CCSK [# &L T, ERTKX Y > o—F L TK £ 8 WCCSKEE BB

o 52E % Cloud Security Alliance CCSK#R & & #% sA B (& EE A8 - F I % CCSK: Certificate of Cloud Security
Knowledge v5 (CCSKv5.0) [ > www.jpshiken.com <4 4 b2 TH# ( CCSK) MELE % X 7 > o — FCCSKR
WA

o CCSKRERM > CCSKAEMEAT [| CCSKAME XS K (1= www.goshkencomeT® CCSK [ ##EERL . &
Be&xyyo—FLTLEEOCCSKEPTM#AE

* CCSK3Y ¥ al—va > (1 CCSKEHMEBEAEL (| CCSKEZBXHR (144 [ www.passtestjp [1T
> CCSK (@& % £ v > o — FCCSK& B A Bt

o www.stes.tyc.edu.tw, pct.edu.pk, training lightoftruthcenter.org, www.stes.tyc.edu.tw, www.stes.tyc.edu.tw,
www.stes.tyc.edu.tw, shortcourses.russellcollege.edu.au, www.stes.tyc.edu.tw, fortunetelleroracle.com,
www.stes.tyc.edu.tw, Disposable vapes

& 512+ JPNTest CCSKX > 7" O — i A HIE R TIRAL & 1 T £ 37: hitpsy/drive.google.com/open?
id=1gMofAuUv51JcisIQsxf3sXVPDxRIzkV


https://www.northwestu.edu/?URL=https%253a%252f%252fwww.jpntest.com%252fshiken%252fCCSK-mondaishu
https://www.goshiken.com/Cloud-Security-Alliance/CCSK-free-shiken.html
https://bbs.pku.edu.cn/v2/jump-to.php?url=https%253a%252f%252fwww.jpntest.com%252fshiken%252fCCSK-mondaishu
https://www.mogiexam.com/CCSK-exam.html
https://lab.unicast.ne.jp/?s=%25e3%2582%2588%25e3%2581%258f%25e3%2581%25a7%25e3%2581%258d%25e3%2581%259fCCSK%25e8%25aa%258d%25e5%25ae%259a%25e8%25b3%2587%25e6%25a0%25bc%25e8%25a9%25a6%25e9%25a8%2593+-+%25e8%25b3%2587%25e6%25a0%25bc%25e8%25a9%25a6%25e9%25a8%2593%25e3%2581%25ab%25e3%2581%258a%25e3%2581%2591%25e3%2582%258b%25e3%2583%25aa%25e3%2583%25bc%25e3%2583%2580%25e3%2583%25bc%25e3%2582%25aa%25e3%2583%2595%25e3%2582%25a1%25e3%2583%25bc+-+%25e6%25ad%25a3%25e7%25a2%25ba%25e7%259a%2584%25e3%2581%25aaCCSK%25e6%2597%25a5%25e6%259c%25ac%25e8%25aa%259e%25e8%25a9%25a6%25e9%25a8%2593%25e5%25af%25be%25e7%25ad%2596+%25f0%259f%258c%25a0+%25e4%25bb%258a%25e3%2581%2599%25e3%2581%2590%25e2%25ae%2586+www.goshiken.com+%25e2%25ae%2584%25e3%2581%25a7%255b+CCSK+%255d%25e3%2582%2592%25e6%25a4%259c%25e7%25b4%25a2%25e3%2581%2597%25e3%2581%25a6%25e3%2580%2581%25e7%2584%25a1%25e6%2596%2599%25e3%2581%25a7%25e3%2583%2580%25e3%2582%25a6%25e3%2583%25b3%25e3%2583%25ad%25e3%2583%25bc%25e3%2583%2589%25e3%2581%2597%25e3%2581%25a6%25e3%2581%258f%25e3%2581%25a0%25e3%2581%2595%25e3%2581%2584CCSK%25e5%2585%25a8%25e7%259c%259f%25e6%25a8%25a1%25e6%2593%25ac%25e8%25a9%25a6%25e9%25a8%2593
https://www.jpshiken.com/CCSK_shiken.html
http://kemdel.org/?s=CCSK%25e8%25a9%25a6%25e9%25a8%2593%25e6%2584%259f%25e6%2583%25b3+%25e2%2586%25aa+CCSK%25e5%2590%2588%25e6%25a0%25bc%25e8%25a8%2598+%25f0%259f%2591%2595+CCSK%25e5%2590%2588%25e6%25a0%25bc%25e5%25af%25be%25e7%25ad%2596+%25f0%259f%259b%25a3+%25e2%2587%259b+www.goshiken.com+%25e2%2587%259a%25e3%2581%25a7%25e2%259e%25bd+CCSK+%25f0%259f%25a2%25aa%25e3%2582%2592%25e6%25a4%259c%25e7%25b4%25a2%25e3%2581%2597%25e3%2580%2581%25e7%2584%25a1%25e6%2596%2599%25e3%2581%25a7%25e3%2583%2580%25e3%2582%25a6%25e3%2583%25b3%25e3%2583%25ad%25e3%2583%25bc%25e3%2583%2589%25e3%2581%2597%25e3%2581%25a6%25e3%2581%258f%25e3%2581%25a0%25e3%2581%2595%25e3%2581%2584CCSK%25e5%25b0%2582%25e9%2596%2580%25e7%259f%25a5%25e8%25ad%2598%25e5%2586%2585%25e5%25ae%25b9
https://www.passtest.jp/CCSK-mondaishuu.html
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3852685
https://pct.edu.pk/profile/rickmar325
https://training.lightoftruthcenter.org/profile/thomast266
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3852854
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3813102
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3853758
https://shortcourses.russellcollege.edu.au/profile/halgray311
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3854291
https://fortunetelleroracle.com/news/New%20AP-205%20Test%20Bootcamp%20%257C%20Dump%20AP-205%20Collection-1242006
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3853960
https://frvape.com
https://drive.google.com/open?id=1qMofAuUv5IJcislQsxf3sXVPDxRIzfkV

