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CrowdStrike Falcon Administrator Sample Questions (Q126-Q131):

NEW QUESTION # 126

Detections related to a penetration test on a particular server are currently generating thousands of entries in the console. Your
leadership does not need to track the detections in Falcon.

What should you do to allow your team to focus on more relevant detections?

A. Permanently disable detections for the server in Host Management

B. Create a Fusion Workflow to email the SOC team every time the penetration test generates a detection
C. Temporarily disable detections for the server in Host Management and re-enable after the test is done
D. Delete the detections in the console and contain the server undergoing the test

Answer: C

NEW QUESTION # 127
How are user permissions set in Falcon?

e A. Anadministrator selects individual granular permissions from the Falcon Permissions List during user creation

e B. Permissions are assigned to a User Group and then users are assigned to that group, thereby inheriting those permissions

e (. Permissions are token-based. Users request access to a defined set of permissions and an admmistrator adds their token
to the set of permissions

e D. Pre-defined permissions are assigned to sets called roles. Users can be assigned multiple roles based on job function and
they assume a cumulative set of permissions based on those assignments

Answer: D

Explanation:

User permissions are set in Falcon by assigning pre-defined permissions to sets called roles.

Users can be assigned muiltiple roles based on job function and they assume a cunmulative set of permissions based on those
assignments. Roles are collections of permissions that define what users can see and do in Falcon. Permissions are granular actions
that allow users to access specific features or finctions in Falcon. For exanmple, a user who is assigned both the Falcon
Administrator role and the Falcon Investigator role will have all the permissions from both roles.

NEW QUESTION # 128
Even though you are a Falcon Administrator, you discover you are unable to use the "Connect to Host" feature to gather additional
information which is only available on the host. Which role do you need added to your user account to have this capability?

A. Falcon Investigator

B. Endpoint Manager

C. Real Time Responder
D. Remediation Manager

Answer: C

Explanation:
The Real Time Responder role allows users to use the "Connect to Host" feature to gather additional information from the host, such
as running processes, registry keys, files, etc. The other roles do not have this capability.

NEW QUESTION # 129
What is the goal of a Network Containment Policy?

A. Limit the impact of'a compromised host on the network

B. Increase the aggressiveness of the assigned prevention policy
C. Gain more visibility into network activities

D. Partition a network for privacy



Answer: A

Explanation:

The goal of a Network Containment Policy is to limit the impact of a compromised host on the network. This policy allows users to
isolate a host from the network, while still allowing it to communicate with the Falcon Cloud and other essential services. This can
help prevent further damage or data exfiltration from a compromised host. The other options are either incorrect or not related to the
policy.

NEW QUESTION # 130
What is the earliest version of Windows Server that a Sensor is compatible with?

A. Server 2003
B. Server 2008
C. Server 2008 R2 SP1
D. Server 2012

Answer: C

NEW QUESTION # 131
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