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Cisco Certified Support Technician (CCST) Cybersecurity 100-160
Prüfungsfragen mit Lösungen (Q26-Q31):
26. Frage 
Which of the following updates improve the functionality and security of installed software?

A. Device drivers
B. Firmware updates
C. Windows Update
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D. Application updates

Antwort: D

Begründung:
Application updates refer to updates released by software vendors to improve the functionality, fix bugs, and address security
vulnerabilities in their applications. Regularly updating applications is crucial to ensure that the latest security patches and
enhancements are applied, reducing the risk of exploitation by attackers.

27. Frage 
Which of the following is a network security device that operates at the session layer of the OSI model?

A. Intrusion Prevention System (IPS)
B. Firewall
C. Intrusion Detection System (IDS)
D. SSL/TLS

Antwort: C

Begründung:
Option 1: Incorrect. A firewall operates at the network layer (layer of the OSI model, not the session layer (layer 5).
Option 2: Correct. An Intrusion Prevention System (IPS) operates at the session layer (layer 5) of the OSI model. It monitors
network traffic in real-time and can block or prevent malicious activities.
Option 3: Incorrect. An Intrusion Detection System (IDS) operates at the network layer (layer of the OSI model, not the session
layer (layer 5).
Option 4: Incorrect. SSL/TLS is a cryptographic protocol that operates at the transport layer (layer of the OSI model, not the
session layer (layer 5).

28. Frage 
How do threat actors launch ransomware attacks on organizations?

A. They deface an organization's public-facing website.
B. They lock data and deny access to the data until they receive money.
C. They implant malware to collect data from the corporation's financial system.
D. They secretly spy on employees and collect employees' personal information.

Antwort: B

Begründung:
The CCST Cybersecurity course describes ransomware as a form of malicious software that encrypts or locks access to an
organization's data, demanding payment for its release.
"Ransomware is a type of malware that denies access to data by encrypting it and demands payment from the victim to restore
access. Threat actors may deliver ransomware through phishing emails, malicious downloads, or exploiting vulnerabilities in exposed
systems." (CCST Cybersecurity, Essential Security Principles, Malware Types and Threats section, Cisco Networking Academy) A
describes spyware or information-stealing malware.
B is website defacement, which is vandalism, not ransomware.
C is correct: locking/encrypting data and demanding payment is the defining behavior of ransomware.
D is more aligned with insider threat or espionage activities.

29. Frage 
Which of the following strategies is recommended for managing communication proactively after an event?

A. Implementing multi-factor authentication
B. Keeping antivirus software up to date
C. Conducting a forensic analysis
D. Regularly backing up data

Antwort: C



Begründung:
Conducting a forensic analysis is a recommended strategy for managing communication proactively after an event. When a security
incident occurs, it is essential to investigate the nature of the incident, determine its impact, and identify the root cause. Conducting a
forensic analysis helps uncover valuable information such as the method of attack, affected systems, and potential weaknesses that
can be addressed to prevent similar incidents in the future. This proactive approach facilitates the development of a more robust
security posture.

30. Frage 
Which command-line tool is commonly used to test network connectivity and measure response time?

A. netstat
B. nslookup
C. ping
D. tcpdump

Antwort: C

Begründung:
The correct command-line tool for testing network connectivity and measuring response time is ping. It sends ICMP echo request
packets to a specified network device or IP address and waits for the corresponding echo reply, helping to verify if a host is
reachable and measure packet latency. However, it is important to note that although ping can provide some basic network testing, it
does not capture traffic or packet contents like tcpdump.

31. Frage
......
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