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Answer: C

Explanation:

Prior to the mitiation of stage 2 audit, Lawsy should review and confirm the audit plan with the certification body. This ensures that
both parties agree on the objectives, scope, and procedures for the stage 2 audit, thus aligning expectations and facilitating a
smoother audit process.

References: ISO 19011:2018, Guidelines for auditing management systems
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Opportunities for Improvement (OI) [}
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Answer: C
Explanation:

* Minor Nonconformities: The identified nonconformities are mnor, meaning they don't pose a significant risk to the information
security management system (ISMS). They are likely to be easily rectified with focused corrective actions.

* Opportunity for Improvement: This is not a nonconformity but a suggestion for enhancing the ISMS. It doesn't require immediate
corrective action but should be addressed in the organization's continual improvement efforts.

* Initial Certification: As this is an initial certification audit, the organization is expected to demonstrate its commitment to addressing
any gaps identified. A partial audit allows for a focused follow-up on the specific areas of nonconformity, ensuring they have been
adequately addressed.

Why other options are not suitable:

* A . Recommend certification after your approval of the proposed corrective action plan: While certification is the goal, it's
premature to recommend it before verifying the effectiveness of the corrective actions.

* B . Recommend that a full scope re-audit is required within 6 months: This is too extensive for minor nonconformities. A full re-
audit is usually reserved for major nonconformities or systemic issues.

* D . Recommend that the findings can be closed out at a surveillance audit in 1 year: This is too long a timeframe for addressing the
nonconformities. Prompt corrective action is necessary to demonstrate commitment to the ISMS.
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Answer: C,E
Explanation:

According to ISO 27001:2022 Annex A Control 8.30, the organisation shall ensure that externally provided processes, products or
services that are relevant to the mformation security management system are controlled. This includes developing and entering into
licensing agreements that cover code ownership and intellectual property rights, and implementing appropriate contractual
requirements related to secure design and coding in accordance with Annex A 8.25 and 8.2912 In this case, the organisation and the
developer have performed security tests that failed, which indicates that the secure design and coding requirements of Annex A 8.29
were not met. The IT Manager explains that the encryption and pseudonymization functions failed because they slowed down the
systemand service performance, and that an extra 150% of resources are needed to cover this. However, this does not justify the
acceptance of the test results by the Service Manager, who is not authorised to approve the test according to the software security
management procedure. The Service Manager should have consulted with the IT Manager, who is the owner of the process, and



followed the procedure for handling nonconformities and corrective actions. The Service Manager's decision to continue the service
based on access control alone exposes the organisation to the risk of compromising the confidentiality, integrity, and availability of
personal data processed by the mobile app. Therefore, there is a nonconformity (NC) with clause 8.1, control A.8.30.

According to ISO 27001:2022 Clause 8.1, the organisation shall plan, implement and control the processes needed to meet
information security requirements, and to implement the actions determined in Clause

6.1. The organisation shall also control planned changes and review the consequences of unintended changes, taking action to
mitigate any adverse effects, as necessaryl12 In this case, the organisation has not controlled the planned change of the mobile app
from version 1.0 to version 1.01, which was a minor update provided by the outsourced developer in response to frequent
ransomware attacks. The IT Manager explains that the developer performed an emergency release of the updated software, and
gave a verbal guarantee that there will be no impact on any security flnctions.

However, this is not sufficient to ensure that the change is properly assessed, tested, documented, and approved before deployment.
The IT Manager should have followed the change management process and procedure, and verified that the updated software meets
the security requirements and does not introduce any new vulnerabilities or risks. The IT Manager's reliance on his 20 years of
information security experience and the developer's verbal guarantee is not a valid basis for skipping the re-testing of the software.
Therefore, there is a nonconformity (NC) with clause 8.1.

References:

1: ISO/IEC 27001:2022 Lead Auditor (Information Security Management Systens) Course by CQI and IRCA Certified Training 1
2:ISO/IEC 27001 Lead Auditor Training Course by PECB 2
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Answer: A

Explanation:

This is a minor nonconformity. The backup frequency not adhering to the company's procedure of daily backups but occurring once
a month represents a deviation from established processes, yet it might not immediately impact the effectiveness of the information
security management system.

References: ISO/IEC 2700122013, Clause A.12.3 (Backup)

NEW QUESTION # 144

55 5: Cobte FIAMBIIRBAT, REZERIE. TEMAFRBFIRTT R TFER, Cobt H17%FBEKIE
Win. BRFERERNERE, Z%AFRAER ISO/AEC 27001 REMEAEMZEWRAZIFE, WREHHHHE
SO REE . BE A R RIEAT € M ERET A, I ISMS AR H 8 ENRENENL. £REEBRE
T, BT —REEBE, BPAR AN AN YA B OR BE 9% B B TR DT B ORBR .

AT —ETT AR B ISMS, M7 (28 400 AR EL T WIEATH ISMS. e T 3 2 B B B K .
Sarah 738, & Cobt MBI Ht L ALK R EMRIEMIR T REB T BE R, EENRARBR —EFERRE.
» R B R R T R R A UL SR BGE IR BB . EASR Y, CobtiyIEAE 5| % T A8t i e B4k
EREREEEAFRR K ELE. stHHELEN, SarahEEFERF WA AR L FZ, WRRKRE ST
CobtMIZR MM . M B TRIRE R4 T RECRE T At IR A (RIFIZBVIRE, REET dhan A% a0 — Hh B RpiE Lk J7 I i K
o

Wi ER1E R, EZELLTHE:

WRBIEE S, PhREERBRE MR AR F . BT EZE?

o A RH, SarahiB i FEH% LR e < WA TR &
* B. AN, BiEithaR I E R KIAFE EHARR
o C. /2, Sarah W DUBH EA%, (HAETHRZ DB R

Answer: A

Explanation:

Comprehensive and Detailed In-Depth

B. Correct Answer: The certification agreement is between the certification body and the A . Incorrect: Sarah does not need
approval from the certification body to withdraw, as she had not yet signed the certification agreement.

C . Incorrect: The certification agreement is not dependent on a specific auditor; it is an agreement between the organization and the



certification body.
Relevant Standard Reference:
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