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Cisco Implementing and Operating Cisco Security Core Technologies Sample
Questions (Q452-Q457):
NEW QUESTION # 452 
Which attack is preventable by Cisco ESA but not by the Cisco WSA?

A. buffer overflow
B. SQL injection
C. DoS
D. phishing

Answer: D

Explanation:
Explanation
The following are the benefits of deploying Cisco Advanced Phishing Protection on the Cisco Email Security Gateway:
Prevents the following:
+ Attacks that use compromised accounts and social engineering.
+ Phishing, ransomware, zero-day attacks and spoofing.
+ BEC with no malicious payload or URL.
Reference:
/b_ESA_Admin_Guide_13-5/m_advanced_phishing_protection.html

NEW QUESTION # 453 
Refer to the exhibit.
A network engineer is testing NTP authentication and realizes that any device synchronizes time with this router and that NTP
authentication is not enforced What is the cause of this issue?

A. NTP authentication is not enabled.
B. The hashing algorithm that was used was MD5. which is unsupported.
C. The router was not rebooted after the NTP configuration updated.
D. The key was configured in plain text.

Answer: C

NEW QUESTION # 454 
Refer to the exhibit. An engineer is implementing a certificate-based VPN. What is the result of the existing configuration?

A. The OU of the IKEv2 peer certificate is encrypted when the OU is set to MANGLER.
B. Only an IKEv2 peer that has an OU certificate attribute set to MANGLER establishes an IKEv2 SA successfully.
C. The OU of the IKEv2 peer certificate is used as the identity when matching an IKEv2 authorization policy.
D. The OU of the IKEv2 peer certificate is set to MANGLER.

Answer: B

NEW QUESTION # 455 
An organization is receiving SPAM emails from a known malicious domain. What must be configured in order to prevent the session
during the initial TCP communication?

A. Configure the Cisco ESA to drop the malicious emails
B. Configure the Cisco ESA to reset the TCP connection
C. Configure policies to quarantine malicious emails
D. Configure policies to stop and reject communication

Answer: B



NEW QUESTION # 456 
Which security solution is used for posture assessment of the endpoints in a BYOD solution?

A. Cisco FTD
B. Cisco ISE
C. Cisco ASA
D. Cisco Umbrella

Answer: B

NEW QUESTION # 457
......
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