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exam, composed of numerous skills, can be measured by the same model used by real examiners.

Cisco Securing Email with Cisco Email Security Appliance Sample Questions
(Q20-Q25):

NEW QUESTION # 20

An engineer must configure an incoming antispam mail policy in Cisco Secure Email Gateway for IT users.
The solution must meet these requirements: *The policy must be editable only by administrators.

*The policy must be activated for all incoming emails that are destined for admin@cisco.com.

These configurations have been performed already:

*Create an incoming mail policy.

*Set the name and the role to admmn.

* Activate the antispam security service.

Which two additional actions must be taken to complete the configuration? (Choose two.)

A. Configure the senders for the policy to any Sender.

B. Set Following Recipients to admin(@.cisco com.

C. Configure the recipients for the policy to any Recipient.
D. Enable Following Senders to admm(@cisco.com

E. Set Following Recipients to admin(@cisco.com.

Answer: ALE

NEW QUESTION # 21
When the Cisco ESA is configured to perform antivirus scanning, what is the default timeout value?

A. 30 seconds
B. 60 seconds
C. 120 seconds
D. 90 seconds

Answer: B

NEW QUESTION # 22
Which two action types are performed by Cisco ESA message filters? (Choose two.)

A. final actions

B. non-final actions
C. quarantine actions
D. filter actions

E. discard actions

Answer: A,B

Explanation:

Non-final actions are actions that do not terminate the message filter evaluation, such as adding headers, setting variables, logging,
etc. Final actions are actions that end the message filter evaluation and determine the fate of the message, such as accept, drop,
bounce, quarantine, etc.

References: User Guide for AsyncOS 15.0 for Cisco Secure Email Gateway , page 3-4.

Reference: httpsz//www.cisco.convc/en/us/td/docs/security/esa/esal 1-1/user _guide/

b ESA Admin Guide 11 _1/6 ESA Admin Guide chapter 01000.html

NEW QUESTION # 23

An engineer must configure Cisco Secure Email Gateway to scan all email from the HR department for viruses. The Sophos scanning
engine must be used, and messages that potentially still contain viruses after repair must be quarantined. These configurations were
performed already:

*Enable antivirus scanning on the email gateway.



*Create a mail policy for the HR department.
Which two actions must be taken to complete the configuration? (Choose two.)

A. Fromthe Message Scanning settings, enable the dropping of attachments.
B. Configure Unscannable Message Handling to quarantine the messages.

C. Fromthe Message Scanning settings, enable Scan and Repair Viruses.
D. Configure Virus Infected Message Handling to quarantine the messages.
E. Fromthe Message Scanning settings, enable Scan for Viruses only.

Answer: C,D

NEW QUESTION # 24
Which two components form the graymail management solution in Cisco ESA? (Choose two.)

A. integrated graymail scanning engine

B. cloud-based unsubscribe service

C. secure subscribe option for end users

D. uniform unsubscription management interface for end users
E. improved mail efficacy

Answer: A,B

Explanation:

Reference:

https//www.cisco.comvc/en/us/td/docs/security/esa/esal 2-0/user_guide/

b ESA Admin Guide 12 0/b ESA Admin Guide chapter 01101.pdf(p.2)

NEW QUESTION # 25
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