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WGU Cybersecurity Architecture and Engineering (KFO1/D488) Sample
Questions (Q122-Q127):

NEW QUESTION # 122

A healthcare organization would like to work with another healthcare organization without needing to maintain identified accounts for
members of the other organization.

Which technology concept should the company use?

A. Multi-factor authentication (MFA)
B. Single sign-on (SSO)

C. Federated authentication

D. Cloud identity provider
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Answer: C

Explanation:

The correct answer is D - Federated authentication.

WGU Cybersecurity Architecture and Engineering (KFO1 / D488) explains that federated authentication allows two or more
organizations to share identity information securely without needing to maintain separate user accounts for external users. It supports
cross-organizational access based on trusted identity providers.

Cloud identity providers (A) offer centralized authentication but don't address federation directly. SSO (B) simplifies authentication
within an organization. MFA (C) adds security but does not enable cross- organization authentication.

Reference Extract from Study Guide:

"Federated authentication enables organizations to share identity information and trust external credentials without the need to
manage separate accounts for external users."

- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Identity Federation and Single Sign- On Concepts

NEW QUESTION # 123
A retail company has recently implemented a new point of sale (POS) system that is critical to its business.
Which security control is essential for protecting the availability of the POS system?

¢ A. Regularly backing up the data stored in the POS system and having a disaster recovery plan can help ensure that the
system is available in the event of a security incident or system failure.

¢ B. Enforcing strict access controls can limit the number of users with access to the POS system and prevent unauthorized
access.

e C. Regularly updating the POS system with the latest security patches can help prevent exploitation of known vulnerabilities
and maintain the system's availability.

¢ D. Implementing intrusion detection and prevention systens can help detect and prevent unauthorized access to the POS
System

Answer: A

Explanation:

The correct answer is B - Regularly backing up the data stored in the POS system and having a disaster recovery plan can help
ensure that the system is available in the event of a security incident or system failure.

As explained n WGU Cybersecurity Architecture and Engineering (KFO1 / D488), backing up critical systems and establishing a
disaster recovery plan ensures business continuity and system availability even after incidents like hardware failures, cyberattacks, or
data corruption.

While intrusion detection (A), access control (C), and patch management (D) contribute to overall security, backups and disaster
recovery specifically ensure availability.

Reference Extract from Study Guide:

"Data backups and disaster recovery planning are essential controls to ensure system availability during and after a security incident
or technical failure."

- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Business Continuity and Disaster Recovery

NEW QUESTION # 124
Which is true about access rights?

A. They are defined by the machine language.

B. They require the use of a compiler.

C. They limit users to permitted iterrs.

D. They are part of the System Development Life Cycle.

Answer: C

Explanation:

Access rights are critical components of access control mechanisims in information security. They specify what actions users or
systems can perform on specific resources, limiting them to only permitted items.

* Definition: Access rights, also known as permissions, are rules that define the allowed actions on a resource (e.g., read, write,
execute).

* Tmplementation: Access rights are typically implemented using Access Control Lists (ACLs), Role-Based Access Control
(RBAC), or other access control models.



* Purpose: The main goal is to enforce the principle of least privilege, ensuring that users can only access the resources necessary for
therr role.

References

* NIST Special Publication 800-53

* ISO/IEC 2700122013

* "Computer Security: Principles and Practice" by William Stallings

NEW QUESTION # 125
What are three operating systems that are commonly used today?
Choose 3 answers

A. Microsoft Windows
B. Linux

C. MySQL

D. Modzilla Firefox

E. Microsoft Outlook
F. Mac OS

Answer: A,B,F

Explanation:

* Operating Systers:

* Operating systens are software that manage computer hardware and software resources, providing common services for
computer prograns.

* Commonly Used Operating Systers:

* Mac OS: Developed by Apple Inc., used on Apple computers.

* Linux: An open-source operating system used on a wide variety of devices from servers to personal computers.

* Microsoft Windows: Developed by Microsof, it is one of the most widely used operating systens for personal and business
computers.

* Not Operating Systens:

* Microsoft Outlook: An email client, part of the Microsoft Office suite.

* MySQL.: A relational database management system

* Mozilla Firefox: A web browser.

References:

* Types of operating systems: Types of Operating Systems

* Mac OS:macOS

* Linux:Linux

* Microsoft Windows:Windows

NEW QUESTION # 126
What are two roles of a DNS?
Choose 2 answers

A. Storing the IP address

B. Sending packets along a pathway that connects it to the Internet
C. Translating an IP alias to an actual IP address

D. Creating IP addresses if it cannot find an alias

Answer: A,C

Explanation:

* The Domain Name System (DNS) has several key roles, including:

* Storing the IP addresses associated with domain names.

* Translating human-readable domain names (aliases) into IP addresses that computers use to identify each other on the network.
* The other options:

* Creating IP addresses if it cannot find an alias is incorrect; DNS does not create IP addresses.

* Sending packets along a pathway that connects it to the Internet is the role of routers and not DNS.

* Therefore, storing the IP address and translating an IP alias to an actual IP address are the correct roles of DNS.

References:



* "DNS and BIND" by Paul Albitz and Cricket Liu, which details the functions and roles of DNS.
* "The Practice of System and Network Admnistration” by Thomas Limoncelli, Christina Hogan, and Strata Chalup, which explains
DNS operations.
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