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HPE Aruba Networking ClearPass Exam Sample Questions (Q48-Q53):
NEW QUESTION # 48 
What two ClearPass features work together to deliver dynamic segmentation based on user context?
(Choose two)
Response:

A. Device Profiling
B. Role Mapping
C. Guest Self-Registration
D. Log Archiving
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Answer: A,B

NEW QUESTION # 49 
In a scenario where the OCSP server replies with an 'unknown' status, what action will ClearPass take regarding the certificate-
based authentication?

A. ClearPass will accept the authentication but log a warning.
B. ClearPass will retry the OCSP request.
C. ClearPass will reject the authentication.

Answer: C

Explanation:
If the OCSP responder returns an unknown status, ClearPass cannot confirm the revocation state of the certificate. Because
certificate validity cannot be reliably established, ClearPass rejects the authentication to maintain security.

NEW QUESTION # 50 
A company is setting up a RADIUS server for their wireless network authentication. They want to use a certificate with a generic
CN for all their ClearPass RADIUS servers. What must they ensure for the certificate to be valid for the clients managed by an
Active Directory domain?

A. The domain component of the CN must be a domain that the client can verify.
B. The CN must match the exact hostname of each RADIUS server.
C. The SAN must include the IP addresses of all RADIUS servers.

Answer: A

Explanation:
For domain-managed clients, certificate trust validation requires that the certificate's common name belong to a domain the client can
verify through Active Directory trust. Using a generic CN is acceptable as long as its domain component is trusted by the client,
allowing successful RADIUS authentication.

NEW QUESTION # 51 
A security analyst is tasked with monitoring the network for any unusual authentication activities over the past month. They need to
filter the dashboard to view this specific time range. How should they proceed?

A. Use the custom option with the date picker to select the past month
B. Check the Insight header statistics for the past month
C. Review the Authentication Service widget for the past month

Answer: A

Explanation:
The analyst should use the custom option with the date picker in ClearPass Insight to select the past month as the time range. This
allows precise filtering of dashboard data, enabling detailed analysis of authentication activity and identification of any unusual
patterns during that specific period.

NEW QUESTION # 52 
A company is setting up a custom Enforcement Profile for operator logins in ClearPass. They decide to copy an existing operator
login profile and modify the value of the admin_privileges attribute. What additional step must they take to properly assign this
custom profile to the users?

A. Create an application enforcement policy and modify the rules to include the new custom profile.
B. Assign the custom profile directly to users in the Local User Repository.
C. Create a new role in the Admin User Repository and link it to the custom profile.

Answer: C



Explanation:
Operator access and privileges in ClearPass are controlled through roles defined in the Admin User Repository. After creating a
custom operator login enforcement profile, it must be linked to a new or existing admin role so that users assigned to that role receive
the defined administrative privileges.
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