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HM #192
Which of the following mechanisis are PRIMARILY designed to thwart side channel attacks?

¢ A. Adding listening devices
¢ B. Honeypots

¢ C. Acoustic cryptanalysis
¢ D. Adding noise
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HH #193

A security consultant is working with an organization to help evaluate a proposal received from a new managed security service
provider. There are questions about the confidentiality and efectiveness of the provider's system over a period of time. Which of the
following System And Organization Controls (SOC) report types should the consultant request from the provider?

A. SOC 2 Type 2
B. SOC 2 Type 1
C.SOC 1 Type 2
D.SOC 1 Type 1
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H #194

A health care organization's new cloud-based customer-facing application is constantly receiving security events from dubious
sources. What BEST describes a security event that compromises the confidentiality, integrity or availability of the application and
data?

A. Breach
B. Incident
C. Attack
D. Failure

Ef: A

R #195
A security engineer is implementing a Supervisory Control and Data Acquisition (SCADA) system.
What is the BEST action the engineer can take to ensure secure operations?

A. Review the organizational Standard Operating Procedures (SOP).

B. Refer to the SCADA risk assessment and industry standards.

C. Conduct logging and monitoring of the system and apply need to know and least privileges.
D. Refer to the organization's SCADA security standards and policies.

F
R

: C

R #196
How would blockchain technology support requirements for sharing audit information among a community of organizations?

A. By creating a cryptographically signed event-specific audit block

B. By creating a centralized audit aggregation service

C. By creating a decentralized digital ledger of cryptographically signed transactions
D. By creating a centralized digital ledger system
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