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e Threat Response: This section of the exam measures skills of Incident Response Engineers and focuses on
responding to threats through automation and data analysis. It covers how to act based on telemetry and
audit reports, manage user or application compromises, and inplement response steps such as
containment, reporting, remediation, and reinstating services securely.

FE1

¢ SAFE Architectural Framework: This section of the exam measures skills of Security Architects and

explains the Cisco SAFE framework, a structured model for building secure networks. It emphasizes the
FRE2 importance of aligning business goals with architectural decisions to enhance protection across the
enterprise.
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¢ Network and Cloud Security:This section of the exam measures skills of Network Security Engineers and

covers policy design for secure access to cloud and SaaS applications. It outlines techniques like URL
153 filtering, app control, blocking specific protocols, and using firewalls and reverse proxies. The section also
addresses security controls for remote users, including VPN-based and application-based access methods,
as well as policy enforcement at the network edge.

¢ Visibility and Assurance: This section of the exam measures skills of Security Operations Center (SOC)

Analysts and focuses on monitoring, diagnostics, and compliance. It explains the Cisco XDR solution,
THEE4 discusses visibility automation, and describes tools for traffic analysis and log management. The section also
mvolves diagnosing application access issues, validating telemetry for behavior analysis, and verifying user
access with tools like firewall logs, Duo, and Cisco Secure Workload.

¢ SAFE Key Structure: This section of the exam measures skills of Network Security Designers and focuses

on the SAFE framework's key structural elements. It includes understanding ‘Places in the Network’—the
FRES different network zones—and defining ‘Secure Domains’ to organize security policy implementation
effectively.

e Application and Data Security This section of the exam measures skills of Cloud Security Analysts and
explores how to defend applications and data from cyber threats. It introduces the MITRE ATT&CK
framework, explains cloud attack patterns, and discusses mitigation strategies. Additionally, it covers web

FEO6 application firewall finctions, lateral movement prevention, microsegimentation, and creating policies for

secure application connectivity in multicloud environments.
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FIRE #66
What is a crucial component in the MITRE ATT&CK framework?

A. Incident response workflow

B. Blueprint for a secure network architecture
C. Best practices for user access management
D. Techniques for accessing credentials

ZE: D

fE R A«

The MITRE ATT&CK framework is a globally recognized knowledge base that catalogs adversary behavior.

Ore of'its most crucial components is its matrix of Tactics and Techniques.

"Techniques for accessing credentials” is a key example of the Techniques layer within the MITRE ATT&CK matrix.

These techniques describe how adversaries achieve tactical objectives-such as gaining access to credentials for lateral movement or
privilege escalation.

Inthe SCAZT guide under Threat Response, organizations are advised to map telemetry and detection tools (like Cisco Secure
Analytics, SecureX, and Secure Endpoint) to the MITRE ATT&CK framework to enhance visibility and accelerate threat response.
Reference: Designing and Implementing Secure Cloud Access for Users and Endpoints (SCAZT), Section 6:

Threat Response, Pages 113-116; MITRE ATT&CK Documentation.
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The SAFE architectural framework is designed to:

ER:

A. Focus solely on physical security measures

B. Address only cloud security concermns

C. Only secure on-premises environments

D. Provide guidelines for comprehensive security across different network environments

D

R #68
The use of Cisco Secure Workload can facilitate:

ER:

A. A decrease in the security of workloads

B. The enforcement of granular security policies at the workload level
C. An increase in the manual workload for IT staff

D. The complete removal of network security measures

B
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In the context of network protocol blocking, which of the following statements is true?

A. Blocking protocols like BitTorrent can limit the spread of malware

B. Blocking protocols like FTP can prevent unauthorized data transfers

C. All network protocols should be allowed to ensure maximum compatibility
D. Protocol blocking is an outdated practice that reduces network efficiency

EX: AB
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Web Application Firewalls (WAFs) protect against DDoS attacks by:

P

=

g

A. Slowing down the application response time

B. Inspecting incoming traffic and filtering out malicious requests
C. Decreasing server resources

D. Removing SSL encryption

: B
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