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NEW QUESTION # 27

Refer to the exhibit.

Assure that all devices in the FortiAnalyzer Fabric are shown in the image.

Which two statements about the FortiAnalyzer Fabric deployment are true? (Choose two.)

A. All FortiGate devices are directly regjstered to the supervisor.
B. FAZ-SiteA has two ADOMs enabled.

C. FortiGate-B1 and FortiGate-B2 are in a Security Fabric.

D. There is no collector in the topology.

Answer: B,C

Explanation:

* Understanding the FortiAnalyzer Fabric:

* The FortiAnalyzer Fabric provides centralized log collection, analysis, and reporting for connected FortiGate devices.

* Devices in a FortiAnalyzer Fabric can be organized into different Administrative Domains (ADOMs) to separate logs and
managenment.

* Analyzing the Exhibit:

* FAZ-SiteAandF AZ-SiteBare FortiAnalyzer devices in the fabric.

* FortiGate-BlandFortiGate-B2are shown under theSite-B-Fabric, indicating they are part of the same Security Fabric.

* FAZ-SiteAhas multiple entries under it:SiteAandMSSP-Local, suggesting multiple ADOMs are enabled.

* Evaluating the Options:

* Option A:FortiGate-B1 and FortiGate-B2 are underSite-B-Fabric, indicating they are indeed part of the same Security Fabric.
* Option B:The presence of FAZ-SiteA and FAZ-SiteB as FortiAnalyzers does not preclude the existence of collectors. However,
there is no explicit mention of a separate collector role in the exhibit.

* Option C:Not all FortiGate devices are directly registered to the supervisor. The exhibit shows hierarchical organization under
different sites and ADOMs.

* Option D:The muiltiple entries underFAZ-Site A(SiteA and MSSP-Local) indicate that FAZ-Site A has two ADOM:s enabled.
* Conclusion:

* FortiGate-B1 and FortiGate-B2 are in a Security Fabric.

* FAZ-SiteA has two ADOMs enabled.

References:

Fortinet Documentation on FortiAnalyzer Fabric Topology and ADOM Configuration.

Best Practices for Security Fabric Deployment with FortiAnalyzer.

NEW QUESTION # 28

Review the incident report:

An attacker identified employee names, roles, and email patterns from public press releases, which were then used to craft tailored
emails.

The emails were directed to recipients to review an attached agenda using a link hosted off the corporate domain.

Which two MITRE ATT&CK tactics best fit this report? (Choose two answers)

A. Discovery

B. Initial Access

C. Reconnaissance
D. Defense Evasion

Answer: B,C

Explanation:

Comprehensive and Detailed Explanation From FortiSOAR 7.6., FortiSIEM 7.3 Exact Extract study guide:

Based on the official documentation forFortiSIEM 7.3(which utilizes the MITRE ATT&CK mapping for incident correlation)
andFortiSOAR 7.6(which uses these tactics for incident classification and playbook triggering):

* Reconnaissance (Tactic TA0043):This tactic consists of techniques that imvolve adversaries actively or passively gathering
mformation that can be used to support targeting. In this scenario, the attacker identifies "enployee names, roles, and email patterns
from public press releases." This is categorized underGather Victim Org Information (T1591)andSearch Open Technical Databases
(T1596). Since this activity happens prior to the compromise and involves gathering intelligence, it is strictly Reconnaissance.

* Initial Access (Tactic TAOOO1):This tactic covers techniques that use various entry vectors to gain an initial foothold within a
network. The act of sending "tailored emnails... to recipients to review an attached agenda using a link" is the definition ofPhishing:
Spearphishing Link (T1566.002). This is the specific delivery mechanismused to gain the initial entry.



Why other options are incorrect:

* Discovery (B):This tactic mvolves techniques an adversary uses to gain knowledge about the internal network after they have
already gained access. Since the attacker is looking at public press releases, they are operating outside the perimeter.

* Defense Evasion (D):This tactic consists of techniques that adversaries use to avoid detection throughout their compromise. While
using an external link might bypass some basic reputation filters, the primary goal described in the report is the act of establishing
contact and access, which is the core of the Initial Access tactic.

NEW QUESTION # 29
Which two ways can you create an incident on FortiAnalyzer? (Choose two.)

A. By running a playbook

B. Using a connector action

C. Manually, on the Event Monitor page
D. Using a custom event handler

Answer: C,D

Explanation:

* Understanding Incident Creation in FortiAnalyzer:

* FortiAnalyzer allows for the creation of incidents to track and manage security events.

* Incidents can be created both automatically and manually based on detected events and predefined rules.

* Analyzing the Methods:

* Option A:Using a connector action typically involves integrating with other systens or services and is not a direct method for
creating incidents on FortiAnalyzer.

* Option B:Incidents can be created manually on the Event Monitor page by selecting relevant events and creating incidents from
those events.

* Option C:While playbooks can automate responses and actions, the direct creation of incidents is usually managed through event
handlers or manual processes.

* Option D:Custom event handlers can be configured to trigger incident creation based on specific events or conditions, automating
the process within FortiAnalyzer.

* Conclusion:

* The two valid methods for creating an incident on FortiAnalyzer are manually on the Event Monitor page and using a custom event
handler.

References:

Fortinet Documentation on Incident Management in FortiAnalyzer.

FortiAnalyzer Event Handling and Customization Guides.

NEW QUESTION # 30

Refer to the exhibits.

The FortiMail Sender Blocklist playbook is configured to take manual input and add those entries to the FortiMail abc. com
domain-level block list. The playbook is configured to use a FortiMail connector and the ADD SENDER TO BLOCKLIST
action.

Why is the FortiMail Sender Blocklist playbook execution failing7

A. The connector credentials are incorrect

B. FortiMail is expecting a fully qualified domain name (FQDN).

C. Youmust use the GET _EMAIL_STATISTICS action first to gather information about email messages.
D. The client-side browser does not trust the FortiAnalzyer self-signed certificate.

Answer: B

Explanation:

* Understanding the Playbook Configuration:

* The playbook "FortiMail Sender Blocklist" is designed to manually input email addresses or IP addresses and add them to the
FortiMail block list.

* The playbook uses a FortiMail connector with the action ADD SENDER TO BLOCKLIST.

* Analyzing the Playbook Execution:

* The configuration and actions provided show that the playbook is straightforward, starting withan ON_ DEMAND STARTER
and proceeding to the ADD SENDER TO BLOCKLIST action.



* The action description indicates it is intended to block senders based on email addresses or domains.

* Evaluating the Options:

* Option A:Using GET_EMAIL STATISTICS is not required for the task of adding senders to a block list. This action retrieves
email statistics and is unrelated to the block list configuration.

* Option B:The primary reason for failure could be the requirement for a fully qualified domain name (FQDN). FortiMail typically
expects precise information to ensure the correct entries are added to the block list.

* Option C:The trust level of the client-side browser with FortiAnalyzer's self-signed certificate does not impact the execution of the
playbook on FortiMail.

* Option DiIncorrect connector credentials would result in an authentication error, but the problem described is more likely related
to the format of the input data.

* Conclusion:

* The FortiMail Sender Blocklist playbook execution is failing because FortiMail is expecting a fully qualified domain name
(FQDN).

References:

Fortinet Documentation on FortiMail Connector Actions.

Best Practices for Configuring FortiMail Block Lists.

NEW QUESTION # 31

Refer to the Exhibit:

An analyst wants to create an incident and generate a report whenever FortiAnalyzer generates a malicious attachment event based
on FortiSandbox analysis. The endpoint hosts are protected by FortiClient EMS mtegrated with FortiSandbox. All devices are
logging to FortiAnalyzer.

‘Which connector must the analyst use in this playbook?

A. Local connector

B. FortiClient EMS connector
C. FortiMail connector

D. FortiSandbox connector

Answer: D

Explanation:

* Understanding the Requirements:

* The objective is to create an incident and generate a report based on malicious attachment events detected by FortiAnalyzer from
FortiSandbox analysis.

* The endpoint hosts are protected by FortiClient EMS, which is integrated with FortiSandbox. All logs are sent to FortiAnalyzer.
* Key Components:

* FortiAnalyzer: Centralized logging and analysis for Fortinet devices.

* FortiSandbox: Advanced threat protection system that analyzes suspicious files and URLs.

* FortiClient EMS: Endpoint management system that integrates with FortiSandbox for endpoint protection.

* Playbook Analysis:

* The playbook in the exhibit consists of three main actions: GET EVENTS, RUN REPORT, and CREATE INCIDENT.
* EVENT TRIGGER: Starts the playbook when an event occurs.

* GET_EVENTS: Fetches relevant events.

* RUN_REPORT: Generates a report based on the events.

* CREATE INCIDENT: Creates an incident in the incident management system

* Selecting the Correct Connector:

* The correct connector should allow fetching events related to malicious attachments analyzed by FortiSandbox and facilitate
ntegration with FortiAnalyzer.

* Connector Options:

* FortiSandbox Connector:

* Directly integrates with FortiSandbox to fetch analysis results and events related to malicious attachments.

* Best suited for getting detailed sandbox analysis resuilts.

* Selected as 1t is directly related to the requirement of handling FortiSandbox analysis events.

* FortiClient EMS Connector:

* Used for managing endpoint security and integrating with endpoint logs.

* Not directly related to fetching sandbox analysis events.

* Not selected as it is not directly related to the sandbox analysis events.

* FortiMail Connector:

* Used for email security and handling email-related logs and events.



* Not applicable for sandbox analysis events.

* Not selected as it does not relate to the sandbox analysis.

* Local Connector:

* Handles local events within FortiAnalyzer itself.

* Might not be specific enough for fetching detailed sandbox analysis results.

* Not selected as it may not provide the required integration with FortiSandbox.

* Tmplementation Steps:

* Step 1: Ensure FortiSandbox is configured to send analysis results to FortiAnalyzer.

* Step 2: Use the FortiSandbox connector in the playbook to fetch events related to malicious attachments.

* Step 3: Configure the GET_EVENTS action to use the FortiSandbox connector.

* Step 4: Set up the RUN_REPORT and CREATE INCIDENT actions based on the fetched events.

Fortinet Documentation on FortiSandbox Integration FortiSandbox Integration Guide Fortinet Documentation on FortiAnalyzer
Event Handling FortiAnalyzer Administration Guide By using the FortiSandbox connector, the analyst can ensure that the playbook
accurately fetches events based on FortiSandbox analysis and generates the required incident and report.
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