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Nutanix NCP-US-6.5 Exam Syllabus Topics:

Topic Details

Topic 1
Configure and Utilize Nutanix Unified Storage
Identify the steps to deploy Nutanix Objects

Topic 2

Given a scenario, configure shares, buckets, and
or Volume Groups
Troubleshoot a failed upgrade for Files
Objects
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Topic 3

Deploy and Upgrade Nutanix Unified Storage
Perform upgrades
maintenance for Files
Objects implementations

Topic 4
Configure Nutanix Objects
Describe how to monitor performance and usage

Topic 5
Utilize File Analytics for data security
Troubleshoot Nutanix Unified Storage
Configure Nutanix Volumes

Topic 6
Configure Nutanix Files with advanced features
Determine the appropriate method to ensure data availability
recoverability

Topic 7
Troubleshoot issues related to Nutanix Files
Explain Data Management processes for Files and Objects
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Nutanix Certified Professional - Unified Storage (NCP-US) v6.5 Sample
Questions (Q79-Q84):
NEW QUESTION # 79 
An administrator has created a distributed share on the Files cluster. The administrator connects to the share using Windows
Explorer and starts creating folders in the share. The administrator observes that none of the created folders can be renamed as the
company naming convention requires. How should the administrator resolve this issue?

A. Modify the read/write permissions on the created folders.
B. Modify the Files shares to use the NFS protocol.
C. Use the Microsoft Shared Folder MMC Snap-in.
D. Use the Files MMC Snap-in and rename the folders.

Answer: A

Explanation:
Nutanix Files, part of Nutanix Unified Storage (NUS), supports distributed shares that span multiple File Server Virtual Machines
(FSVMs) for scalability (as discussed in Questions 16 and 30). The administrator has created a distributed share, accessed it via
Windows Explorer (implying SMB protocol), and created folders.
However, the folders cannot be renamed to meet the company's naming convention, indicating a permissions issue.
Understanding the Issue:
* Distributed Share: A distributed share in Nutanix Files is accessible via SMB or NFS and spans multiple FSVMs.
* Windows Explorer (SMB): The administrator is using Windows Explorer, indicating the share is accessed via SMB.
* Cannot Rename Folders: The inability to rename folders suggests a permissions restriction, likely because the user account used to
create the folders does not have sufficient permissions to modify them (e.g., rename).
* Company Naming Convention: The requirement to rename folders to meet a naming convention implies the administrator needs full
control over the folders, which may not be granted by the current permissions.
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Analysis of Options:
* Option A (Use the Microsoft Shared Folder MMC Snap-in): Incorrect. The Microsoft Shared Folder MMC Snap-in (e.g., via
Computer Management) allows management of SMB shares on a Windows server, but Nutanix Files shares are managed through
the Files Console or FSVMs, not a Windows server. While this tool can view shares, it does not provide a mechanism to resolve
renaming issues caused by permissions on a Nutanix Files share.
* Option B (Use the Files MMC Snap-in and rename the folders): Incorrect. There is no "Files MMC Snap-in" for Nutanix Files.
Nutanix Files is managed via the Files Console in Prism Central or through CLI/FSVM access. This option appears to be a
misnomer and does not provide a valid solution for renaming folders.
* Option C (Modify the read/write permissions on the created folders): Correct. The inability to rename folders in an SMB share is
typically due to insufficient permissions. When the administrator created the folders via Windows Explorer, the default permissions
(inherited from the share or parent folder) may not grant the necessary rights (e.g., "Modify" or "Full Control") to rename them. The
administrator should modify the permissions on the created folders to grant the required rights (e.g., Full Control) to the user account
or group, allowing renaming to meet the company naming convention.
This can be done via Windows Explorer (Properties > Security tab) or through the Files Console by adjusting share/folder
permissions.
* Option D (Modify the Files shares to use the NFS protocol): Incorrect. Switching the share to use NFS instead of SMB would
require reconfiguring the share and client access, which is unnecessary and disruptive. The issue is with permissions, not the protocol,
and SMB supports folder renaming if the correct permissions are set. Additionally, NFS may introduce other complexities (e.g.,
Unix permissions) that do not address the core issue.
Why Option C?
The inability to rename folders in an SMB share is a permissions issue. Modifying the read/write permissions on the created folders
to grant the administrator (or relevant user/group) the necessary rights (e.g., Modify or Full Control) allows renaming, resolving the
issue and enabling compliance with the company naming convention. This can be done directly in Windows Explorer or via the Files
Console.
Exact Extract from Nutanix Documentation:
From the Nutanix Files Administration Guide (available on the Nutanix Portal):
"If users cannot rename folders in an SMB share on Nutanix Files, this is typically due to insufficient permissions. Modify the
read/write permissions on the affected folders to grant the necessary rights (e.g., Modify or Full Control) to the user or group.
Permissions can be adjusted via Windows Explorer (Properties > Security) or through the Files Console by editing share or folder
permissions."
:
Nutanix Files Administration Guide, Version 4.0, Section: "Managing Permissions for SMB Shares" (Nutanix Portal).
Nutanix Certified Professional - Unified Storage (NCP-US) Study Guide, Section: "Nutanix Files Share Permissions".

NEW QUESTION # 80 
An administrator has been directed to configure Volumes to Nutanix's best practices for security.
What should the administrate! do to be compliant?

A. Segment iSCSI traffic to a physically separate network.
B. Use data services IP for external host connectivity.
C. Configure Volume Groups to use CHAP.
D. Enable at-rest encryption on Volume Groups.

Answer: C

Explanation:
Nutanix Volumes is a feature that allows users to create and manage block storage devices (volume groups) on a Nutanix cluster.
Volume groups can be accessed by external hosts using the iSCSI protocol. To secure volume groups from unauthorized access,
Nutanix recommends configuring CHAP (Challenge-Handshake Authentication Protocol) for each volume group in Prism Element.
CHAP is a security feature that authenticates iSCSI initiators and targets before allowing access to a volume group. CHAP requires
both the initiator and the target to have a shared secret (a password) that is used to generate a challenge and a response during the
authentication process. CHAP can prevent unauthorized access to volume groups and protect data from malicious attacks.
References: Nutanix Volumes Administration Guide, page 25; Nutanix Volumes Security Guide Nutanix's best practices for
Volumes security emphasize securing iSCSI connections through authentication.
Configuring Volume Groups to use CHAP ensures that only authorized initiators can access the storage, preventing unauthorized
access and aligning with security compliance requirements. This is a direct and mandatory step for securing Volumes, making it the
best choice among the options.
Exact Extract from Nutanix Documentation:
From the Nutanix Volumes Administration Guide (available on the Nutanix Portal):
"To align with Nutanix best practices for security, configure Volume Groups to use CHAP (Challenge- Handshake Authentication



Protocol) for iSCSI authentication. This ensures that only authorized initiators can access the Volume Group, protecting against
unauthorized access and enhancing security."
:
Nutanix Volumes Administration Guide, Version 6.0, Section: "Security Best Practices for Nutanix Volumes" (Nutanix Portal).
Nutanix Certified Professional - Unified Storage (NCP-US) Study Guide, Section: "Nutanix Volumes Security Configuration".

NEW QUESTION # 81 
The Administrator needs to review the following graphs, as displayed in the exhibit.
* Storage Used
* Open Connections
* Number of Files
* Top Shares by Current Capacity
* Top Shares by current Connections
Where should the administrator complete this action?

A. Files Console Monitoring View
B. Files Console Share View
C. Files Console Data Management View
D. Files Console Dashboard View

Answer: D

Explanation:
The Files Console Dashboard View provides an overview of the Files cluster performance and usage, including the following graphs:
* Storage Used: Shows the total storage used by the Files cluster, including data, metadata, and snapshots.
* Open Connections: Shows the number of active SMB and NFS connections to the Files cluster.
* Number of Files: Shows the number of files stored in the Files cluster, excluding snapshots.
* Top Shares by Current Capacity: Shows the top five shares by current capacity usage in the Files cluster.
* Top Shares by Current Connections: Shows the top five shares by current connection count in the Files cluster2. References:
Nutanix Files Administration Guide2

NEW QUESTION # 82 
ionization deployed Files in multiple sites, including different geographical locations across the globe. The organization has the
following requirements to improves their data management lifecycle:
* Provide a centralized management solution.
* Automate archiving tier policies for compliance purposes.
* Protect the data against ransomware.
Which solution will satisfy the organization's requirements?

A. Files Analytics
B. Prims Central
C. Data Lens

Answer: C

Explanation:
Data Lens can provide a centralized management solution for Files deployments in multiple sites, including different geographical
locations. Data Lens can also automate archiving tier policies for compliance purposes, by allowing administrators to create policies
based on file attributes, such as age, size, type, or owner, and move files to a lower-cost tier or delete them after a specified period.
Data Lens can also protect the data against ransomware, by allowing administrators to block malicious file signatures from being
written to the file system. Reference: Nutanix Data Lens Administration Guide

NEW QUESTION # 83 
An administrator ha having difficulty enabling Data Lens for a file server.
What is the most likely cause of this issue?

A. The file server is in a Protection Domain.



B. The file server has blacklisted file types.
C. SSR is enabled on the file server.
D. The file server has been cloned.

Answer: D

Explanation:
The most likely cause of this issue is that the file server has been cloned. Cloning a file server is not a supported operation and can
cause various problems, such as Data Lens not being able to enable or disable for the cloned file server. To avoid this issue, the
administrator should use the scale-out feature to add more FSVMs to an existing file server, or create a new file server from scratch.
Reference: Nutanix Files Administration Guide, page 28; Nutanix Files Troubleshooting Guide, page 11

NEW QUESTION # 84
......
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