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F5 FSCAB3 Exam Syllabus Topics:

Topic Details

¢ Apply procedural concepts required to modify and manage virtual servers: This domain covers managing
virtual servers including applying persistence, encryption, and protocol profiles, identifying iApp objects,

Topic 1
opL reporting iRules, and showing pool configurations.
¢ Apply procedural concepts required to modify and manage pools: This domain addresses managing server
Topic 2 pools including health monitors, load balancing methods, priority groups, and service port configurations.

F5 BIG-IP Administration Data Plane Configuration Sample Questions (Q51-
Q56):

NEW QUESTION # 51

The BIG-IP Administrator has to provide encrypted communication between users and the virtual server they access. Multiple
hostnames are configured in DNS with the same TP address.

‘Which profile type and setting in the profile should be used? (Choose one answer)

A. Server SSL, Server Nane
B. Client SSL, Client Name
C. Client SSL, Server Name
D. Server SSL, Client Name

Answer: C

Explanation:

‘When multiple hostnames resolve to the same IP address and encrypted communication is required, the BIG-IP must be able to
present the correct SSL certificate based on the hostname requested by the client. This is accomplished using Server Name
Indication (SNI).

According to BIG-IP Administration: Data Plane Configuration documentation:

SNI is a client-side TLS extension, where the client includes the requested hostname during the SSL handshake.

BIG-IP evaluates this hostname using the Client SSL profile, not the Server SSL profile.

The "Server Name" setting in the Client SSL profile enables BIG-IP to select the appropriate SSL certificate for the requested
hostname.

Why option C is correct:

Client SSL profile handles inbound (client-side) encryption.

Server Name enables SNI-based certificate selection when multiple DNS names share the same virtual server IP.

Why the other options are incorrect:

A . Client SSL, Client Name

There is no Client SSL setting called Client Name for SNI certificate selection.

B. Server SSL, Server Name

Server SSL is used for encryption between BIG-IP and backend servers, not for client-side hostname identification.

D. Server SSL, Client Name

Server SSL does not process client-requested hostnames during TLS negotiation.

Correct Resolution:

Configure a Client SSL profile and enable the Server Name (SNI) setting to support mutltiple encrypted hostnames on the same
virtual server IP.

NEW QUESTION # 52

Refer to the exhibit.

A BIG-IP Admnistrator needs to configure health monitors for a newly configured server pool named Pool B. Which health
monitor settings will ensure that all pool members will be accurately marked as available or unavailable?

e A HTTPS, HTTP, FTP, and SSH, with the Availability Requirement of at least one monitor
e B. HTTPS and HTTP with the Availability Requirement of at least one health monitor
e C. HTTPS, HTTP, FTP, and ICMP, with the Availability Requirement of all health monitors
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e D. HTTPS, HTTP, FTP, and SSH with the Availability Requirement of all health monitors
Answer: A

Explanation:

The pool member list in the exhibit shows servers listening on four distinct service ports: 80 (HTTP), 21 (FTP), 443 (HTTPS), and
22 (SSH). To accurately monitor a pool where members provide different services, the administrator must apply monitors that
correspond to each of those specific services.

The key to this configuration is the Availability Requirement (also known as "Monitor Rule"). If the administrator sets the requirement
to "All health monitors," every single monitor (HTTP, HTTPS, FTP, and SSH) must pass for a member to be marked "Up." This
would cause an immediate failure: for example, a server listening only on port 80 would fail the HTTPS, FTP, and SSH checks,
resulting in the member being marked "Down" even if the HTTP service is healthy.

To ensure accuracy, the administrator should apply all four relevant monitors and set the Availability Requirement to at least one
monitor. With this setting, the BIG-IP marks a member as "Up" if any of the assigned monitors return a successful response.
Therefore, the member at 10.200.50.210:80 will stay "Up" as long as the HTTP monitor passes, even though it fails the FTP,
HTTPS, and SSH monitors. This configuration allows a single pool to contain diverse service types while ensuring that the specific
port defined for each member is verified correctly. Option C is incorrect because ICMP only checks if the IP is alive, not if the
specific service port is fnctioning,

NEW QUESTION # 53
All pool members are online. All other virtual server settings are at default. What might alter the load balancing behavior?

A. Enabling SNAT automap

B. Adding a persistence profile

C. Enabling a fallback host in the http profile
D. Adding a oneconnect profile

Answer: B

Explanation:

In a default BIG-IP configuration, the system utilizes the Load Balancing Method (typically Round Robin) to distribute each new
connection across available pool members. However, the introduction of a persistence profile findamentally changes this behavior.
Persistence (also known as "stickiness") ensures that once a client has been load balanced to a specific pool member, all subsequent
requests from that same client during a defined session or timeout period are directed to that same member, bypassing the standard
load balancing algorithm This is critical for applications that maintain state, such as shopping carts or authenticated sessions, where
moving a user to a different server would result in a loss of session data.

While other options affect traffic handling, they do not "alter” the findamental load balancing decision in the same way. A
OneConnect profile (Option A) optimizes connection management by pooling idle server-side connections; while it changes how
connections are reused, the iitial load balancing decision still follows the configured method. A fallback host (Option C) is only
utilized when the primary pool is unavailable, and since the question states all pool members are online, it remains inactive. SNAT
Automap (Option D) changes the source IP address of the packet as it exits the BIG-IP toward the server to ensure return traffic
passes back through the ADC, but it does not dictate which server is chosen for the request. Therefore, the persistence profile is the
primary configuration element that overrides the load balancing algorithm to maintain a client-to- server relationship.

NEW QUESTION # 54
Refer to the exhibit.

DNS queries from two internal DNSS servers are being load-balanced to external DNS servers via a virtual server on a BIG-1P
device. The DNS queries originate from:

192.168.10.100

192.168.10.200

and target:

192.168.2.150

Al DNS queries destined for the external DNS servers fail

‘Which property change should the BIG-IP Administrator make in the Virtual Server to resolve this issue?

(Choose one answer)

¢ A Protocol profile (Client) to DNS_OPTIMIZED
e B. Protocol to UDP
e C. Type to Performance (HTTP)



e D. Source Address to 192.168.10.0/24
Answer: B

Explanation:

DNS traffic is primarily transported using UDP port 53. In the exhibit, the Virtual Server is configured with the Protocol set to TCP,
which prevents standard DNS queries from being processed correctly. BIG-IP Virtual Servers must be configured with the correct
Layer 4 protocol to match the application traffic they are handling,

According to the BIG-IP Admnistration: Data Plane Configuration documentation:

The Protocol setting on a Virtual Server defines whether traffic is processed as TCP, UDP, or another supported transport protocol.
Standard DNS queries and responses use UDP, while TCP is only required for DNS zone transfers (AXFR) or exceptionally large
responses.

When a DNS Virtual Server is incorrectly configured with TCP, UDP-based DNS queries are dropped, causing all requests to fail.
Why the other options are incorrect:

A). Protocol profile (Client) to DNS OPTIMIZEDA DNS profile enhances DNS functionality but does not correct an incorrect
transport protocol configuration.

B). Type to Performance (HTTP)Performance (HTTP) Virtual Servers are designed for HTTP traffic and are not suitable for DNS
services.

C). Source Address to 192.168.10.0/24The existing source IPs already fall within the allowed range, so this setting does not
address the failure.

Correct Resolution:

Changing the Protocol to UDP aligns the Virtual Server with standard DNS transport requirements, allowing DNS queries to be
successfully processed and load-balanced.

NEW QUESTION # 55
Users are unable to reach an application. The Virtual Server shows a red diamond status.
What is the cause?

A. All pool members are down

B. Virtual Server disabled

C. Pool members disabled

D. HTTPS traffic sent to HTTP VS

Answer: A

Explanation:
A red diamond indicates that the Virtual Server is enabled but unavailable, typically due to all pool members being down.

NEW QUESTION # 56

Of course, the future is full of unknowns and challenges for everyone. Even so, we all hope that we can have a bright future. Pass the
F5CAB3 exam, for most people, is an ability to live the life they want, and the realization of these goals needs to be established on a
good basis of having a good job. A good job requires a certain amount of competence, and the most intuitive way to measure
competence is whether you get a series of the test F5 certification and obtain enough qualifications. With the qualification certificate,
you are qualified to do this professional job. Therefore, getting the test F5 certification is of vital importance to our future
employment. And the FSCAB3 Study Materials can provide a good learning platform for users who want to get the test F5
certification in a short time.
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